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DoD NIST 800-171 & DFARS Cybersecurity 
Compliance Resources 
 

 

Publications & Information: 
NIST SP 800-171 Rev.2 

Protecting Controlled Unclassified Information in Nonfederal 
Systems and Organizations 
 

This is the most recent version – as of February of 2020 – of the NIST SP 800-171 recommended security 
requirements for protecting Controlled Unclassified Information. 

Document Abstract:  
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final 

Publication: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf 

 

 

DFARS Clause 252.204-2012: Safeguarding Covered Defense Information 
and Cyber Incident Reporting 
 
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012 

 

https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf
https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
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NIST Handbook 162 

NIST MEP Cybersecurity Self-Assessment Handbook For Assessing NIST 
SP 800-171 Security Requirements in Response to DFARS Cybersecurity 
Requirements 
 
This publication from the National Institute of Standards and Technology (NIST) is intended 
to help U.S. manufacturers who supply products for the DoD to understand the DFARS 
cybersecurity requirements. 
 

https://doi.org/10.6028/NIST.HB.162 

 

Planning and Compliance Resources: 
NIST Template 

Controlled Unclassified Information Plan of Action Template  
(Word Document) 
 

https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/CUI-Plan-
of-Action-Template-final.docx 

 

NIST Template 

Mapping: Cybersecurity Framework v1.0 to SP 800-171 Rev. 2  
(Excel Spreadsheet) 
 

https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/csf-v1-0-
to-sp800-171rev2-mapping.xlsx 

 

FAQ: Network Penetration Reporting and Contracting for Cloud Service 
https://www.acq.osd.mil/dpap/pdi/docs/FAQs_Network_Penetration_Reporting_and_Contra
cting_for_Cloud_Services_(01-27-2017).pdf 

 

https://doi.org/10.6028/NIST.HB.162
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/CUI-Plan-of-Action-Template-final.docx
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/CUI-Plan-of-Action-Template-final.docx
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/csf-v1-0-to-sp800-171rev2-mapping.xlsx
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-2/final/documents/csf-v1-0-to-sp800-171rev2-mapping.xlsx
https://www.acq.osd.mil/dpap/pdi/docs/FAQs_Network_Penetration_Reporting_and_Contracting_for_Cloud_Services_(01-27-2017).pdf
https://www.acq.osd.mil/dpap/pdi/docs/FAQs_Network_Penetration_Reporting_and_Contracting_for_Cloud_Services_(01-27-2017).pdf
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AssuredOneTM DoD Contractor Bundle 
Includes an assessment tailored to your business size, NIST SP 800-171 compliance report, DFARS 
compliance report, and up to a $250,000 cyber risk insurance policy  

https://www.assuredone.com/defense-contractors/ 
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