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Spotting a Scam Email

A simple guide to help you stay safe when reading your emails.
Knowing what to look for can help stop scams before they start.

A Common Signs of a Scam Email
Look out for emails that:
e Saythere’s a problem with your account
o Tellyou to act fast or click quickly
o Askyou to confirm personal details like passwords or bank info
¢ Include unexpected attachments or links

e Come from a strange-looking email address (e.g. info@amazOn-pay.support)

What You Can Do
e Don't click anything unless you're sure
e Checkthe sender’s address — not just the name
e Ignore the pressure — real companies won’t rush you
o Look for spelling mistakes or strange formatting

e Ask someone you trust if you're unsure

[ 1f You Think It’s a Scam

X Do not reply
X Do not open attachments or click links

X Do not forward it

@ Still not sure?
Qo You can call or text Cyber Shoulder (07440 602 591)

...or speak to someone you trust.

We’ll listen without judgment and help you take the next step.

Cyber Shoulder | www.cybershoulder.org | 07440 602 591 (call, text, WhatsApp)
Know someone else this might help? Please share it with them.
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Examples of Scam Emails

Below are examples of scam emails. We’ve highlighted indicators on each example that
are commonly seen within fake emails.

Example 1:

8z Outlook

Dear User,

All Hotmail customers have been upgraded to Qutiook.com. Your Hotmail Account services has expired,

Due to our new system upgrade to Outlook. In order for it to remain active
follow the link Sign in Re-activate your account to Outiook. https://account.live.com

Thanks,

The Microsoft account team

Indicators:

1. The email does not address you by name.
2. The grammar and punctuation of the emailis poor.
3. The emailincludes a call-to-action and a link.

Summary:

Scammers want you to click the link and enter your login details on a fake page. Once
they have collected your information, they lock you out, steal your data, sell it, and
target your contacts with more scams.

Cyber Shoulder | www.cybershoulder.org | 07440 602 591 (call, text, WhatsApp)
Know someone else this might help? Please share it with them.
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Example 2:

' PayPal

REPORT
Invoice no.: 44GQ FQ89 Z7HY CDC9

Dear Customer,

Thank you for using PayPal.

Your Account has been charged with USD 479.35 and will be going to deduct from your
account within 24 hours. If you did not recognize this transaction or want to cancel these
charges.

Please contact Toll Free Customer Support Number: +1 (888) 289-0291

Invoice Number : 44GQ FQ89 Z7HY CDC9

Invoice Amount : USD479.35
Invoice Date :  January 26, 2023
Due Date ¢ January 27, 2023
Payment Mode : Online

Indicators:

The logo may be wrong or low quality.

The email does not address you by name.

The grammar and punctuation of the emailis poor.

The email instils fear to the reader such as saying money will be taken.
The email instils urgency to the reader such as a deadline.

The email provides a contact number. Always look for contact information
yourself and do not use the information provided.

R S e

Summary:

Scammers know they have a better chance of deceiving you if they can talk to you on
the phone and push you to make a quick decision. This scam email is crafted
specifically for that.

But if you stay vigilant, you'll spot the key indicators of a PayPal scam. The PayPal logo
appears pixelated, suggesting it was lifted from another website. It tries to create
urgency by threatening consequences if you delay. There's a fake phone number
included to supposedly cancel a fraudulent order.

Cyber Shoulder | www.cybershoulder.org | 07440 602 591 (call, text, WhatsApp)
Know someone else this might help? Please share it with them.
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Example 3:

Inbox - Qutlook — o w0

JReply ®)Replyall —>Forward T Archive ] Delete D Set flag s

Microsoft account unusual sign-in activity

@ Microsoft account team <account-security-noreply@accountprotection.microsoft.c —

Microsoft account

Verify your account

We detected something unusual about a recent sign-in for the Microsoft account a*****@live com. For
example, you might be signing in from a new location, device, or app.

To help keep you safe, we've blocked access to your inbox, contacts list, and calendar for that sign-in. Please
review your recent activity and we'll help you secure your account. To regain access, you'll need to confirm
that the recent actnity was yours.

oo i

Thanks,
The Microsoft account team

Indicators:

The email uses a generic greeting.

The email does not originate from a company or email you expect.

The email instils fear to the reader such as saying your account is locked.
The links are obfuscated so you do not clearly where you are going.
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Summary:

Cybercriminals use fear and urgency to make you act quickly. The email claims there
has been suspicious activity on your account and provides a link to a fake login page.

Once you enter your credentials, they capture them. Be cautious of alerts about
unusual activity, links to fake login pages, generic greetings and requests for sensitive
information.

Cyber Shoulder | www.cybershoulder.org | 07440 602 591 (call, text, WhatsApp)
Know someone else this might help? Please share it with them.



