Enable Multi-factor Authentication

Required items to complete enabling:
1. Microsoft account password
2. SMG mobile phone
3. Company-issued computer and/or tablet

1 In your mobile device app store, download Microsoft Authenticator % You must have your SMG phone and
laptop/tablet to complete this process

2 Go to https://aka.ms/MFASetup from your laptop or tablet 4 Multifactor Authentication is an added
security measure that reduces the ability of
anyone but you accessing your Microsoft
account

3 Sign into your Microsoft Online account

¥ If you do not know your password, please
contact Ron Hanson

Pick an account

ShannanWatt@safetymanagement .
group.com .

—l— Use another account

4 Click Next

@

More information required

1

Your organization needs more information to keep
your account secure

Use a different account

Learn more
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https://aka.ms/MFASetup

Enable Multi-factor Authentication

In your browser, complete the Additional Security Verification ¥ You will be required to verify access to all
v' Select Mobile App from the drop down existing Microsoft services (email,
v Select Receive notifications for verification radio button OneDrive, apps) on all your devices

v Click Set up

& Going forward, you will need to verify
logins from new devices and occasionally

Additional security verification . . .
re-verify existing devices

Secure your account by adding phone verification to your password. View video to know how te secure your account

Step 1: How should we contact you?

phone

Office phone e app?

O Use verification code

To use these verification methods, you must et up the Microsoft Authenticator app

Additional security verification

Secureyour accour

phane verification to your password. View video to know how to secure your

Step 1: How should we contact you?

Mobile app ~

How do you want to use the mobile app?

To use these verification methods, you must set up the Microsoft Authenticator app.

Please configure the mobile 2pp.

Open the Microsoft Authenticator app and add a new account ‘& Choose Work or School Account

sl T-Mobile & 5:22PM

£ Accounts

WHAT KIND OF ACCOUNT ARE YOU ADDING?

B¥ Personal account

=- Work or school account

Other (Google, Facebook, etc.)

Grant permission for app to use your camera, scan QR code in your browser % Checking activation status will occur
then click Next SE—

Additional security verification

Secure your account by adding phone vrification 10 your passiword. View vies to know how 10 secure your account

Complete the following steps to configure your mobile app Step 1: How should we contact you?
1. Install the Microsoft authenticator app for Windows Phone, Android or i0S. Mobile app ~
2.In the app, add an account and choose "Work or school account {onedineneme

3, Scan the image below.

e Micresoft Authenticater app.

¥ Chacking actiation status

(OG-

If you are

Uik hitps

If the app displeys a six-digit code, choose "Next

cancel
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Enable Multi-factor Authentication

8 Click Next when configuration is complete
BEwrA

Additional security verification

Step 1: How should we contact you?

Mobile spp

Hewd

Additional security verification

Secure your account by adding phene verification to your password. View video te know how te secure your account

Step 2: Let's make sure that we can reach you on your Mobile App device

"+ +" Please respond to the notification on your device.

10 Approve the sign-in request on your phone

Microsoft B A
———
2941 9789 ©

@ Azure AD @ ~
———
072 880 ©

a Approve sign-in? G

@ Deny pprove v
114 486 ©
P v
286 451 ©

11 Setup backup approval by text in case app is not available

Additional security verification

Step 3: In case you lose access to the mobile app

Uni
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Enable Multi-factor Authentication

12 Click Done to complete setup ¥ Setting up an app password isn't
=

necessary; all SMG Office applications use
modern authentication which bypasses the
need for app passwords

Additional security verification

e

13 If your email and/or calendar have stopped synching to your mobile device(s),
please contact your Team Admin or Ron Hanson
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