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The Wilderness Grove Forest School
Use of Technology and Online Safety Policy

Applies to: Children, Young People, Families, Staff, Associates, Volunteers and Visitors

TWiG Technology Philosophy
"Technology has an important place in children's lives—but not every place. At The Wilderness Grove we believe some of the richest learning happens when devices are put away, curiosity takes over, and children reconnect with themselves, others and the natural world."


1. Policy Statement
The Wilderness Grove Forest School believes childhood should include opportunities to disconnect from technology and reconnect with nature, relationships and real-world experiences.
We recognise that digital technology forms an important part of modern life and can provide valuable opportunities for communication, creativity, learning and accessibility. However, we also recognise the growing evidence linking unrestricted access to internet-enabled devices and social media with increased risks to children's wellbeing, mental health, online exploitation and reduced opportunities for face-to-face social development.
Our woodland provision therefore promotes a balanced approach where technology is used purposefully, safely and only when it enhances learning or supports individual needs.
2. Our Principles
Children have the right to:
· feel safe online and offline; 
· experience meaningful time away from screens; 
· develop healthy relationships with technology; 
· learn how to recognise online risks; 
· understand digital responsibility; 
· access technology safely when it supports learning or wellbeing. 

3. Technology in the Woodland
The woodland is designed to be a low-technology environment.
During sessions we prioritise:
· conversation; 
· imaginative play; 
· practical learning; 
· nature connection; 
· creativity; 
· movement; 
· problem solving; 
· real-world relationships. 

4. Personal Mobile Devices
Children and young people are asked not to bring internet-enabled devices into sessions wherever possible.
Where a device is required for travel or family communication:
· it should remain switched off; 
· or mobile data, Wi-Fi and internet connectivity must be disabled throughout the session; 
· devices may be securely stored by staff if requested. 
Devices remain the responsibility of their owner.

5. Young People Who Use Technology for Regulation
We recognise that some children, particularly neurodivergent learners, use technology as part of their emotional regulation.
Where this forms part of an agreed support plan:
· devices may be used for regulation; 
· internet connectivity must normally remain disabled; 
· downloaded music, calming apps, timers or sensory tools may be used; 
· use will be individually risk assessed; 
· staff will supervise use where appropriate; 
· the aim will always be to widen the learner's regulation toolkit rather than create dependence on technology alone. 

6. Internet Access
Internet access is not routinely available during sessions.
Where internet access is required for a planned educational activity:
· it will be supervised; 
· only age-appropriate content will be accessed; 
· staff will remain present throughout. 

7. Artificial Intelligence (AI)
Children are increasingly exposed to AI-generated content.
Staff will help children understand:
· AI-generated images; 
· deepfakes; 
· misinformation; 
· manipulated media; 
· scams; 
· online grooming; 
· fake identities. 
Where AI is used to support learning, it will always be supervised by an adult.

8. Social Media
The Wilderness Grove does not encourage children under 16 to access social media during provision.
We recognise the UK Government's intention to strengthen protections for children online, including proposals to increase the minimum age for social media use to 16.
Our practice reflects this direction by encouraging families to delay social media access where possible and supporting children to develop healthy offline relationships first.

9. Online Safety Education
Online safety is embedded throughout our curriculum.
Children learn about:
· healthy technology habits; 
· online friendships; 
· cyberbullying; 
· respectful communication; 
· privacy; 
· passwords; 
· digital footprints; 
· online scams; 
· grooming; 
· radicalisation; 
· extremist content; 
· gaming safety; 
· AI and misinformation; 
· consent when sharing images. 
Learning occurs naturally through conversation, reflection and age-appropriate discussion rather than formal lessons.

10. Photography and Recording
Children may not photograph or film other participants without permission.
Staff follow the Photography and Media Consent Policy.
Only Authorised devices to be used to take photographs of children.



11. Staff Use of Technology
Staff:
· only use authorised devices for work purposes; 
· never contact children through personal social media; 
· Use authorised phones whilst supervising children to record observations only; 
· follow GDPR and safeguarding procedures; 
· model responsible technology use. 

12. Responding to Online Safety Concerns
Any concerns regarding:
· cyberbullying; 
· online grooming; 
· indecent images; 
· extremist material; 
· inappropriate online contact; 
· AI-generated abuse; 
· online exploitation; 
· harmful online challenges; 
· coercive online relationships; 
will be treated as safeguarding concerns and managed in accordance with the Safeguarding and Child Protection Policy. 

13. Working with Families
We encourage families to:
· delay access to social media where appropriate; 
· use parental controls; 
· talk regularly about online experiences; 
· balance screen time with outdoor play; 
· model healthy technology habits; 
· report concerns to us.
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