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This document describes the audit process of the SET smart contracts performed by ABDK
Consulting.

1. Introduction

We’ve been asked to review the Set V2 smart contracts given in separate files.

2. IssuanceModule

In this section we describe issues found in the IssuanceModule.sol.

2.1 Critical Flaws

This section lists critical flaws, which were found in the smart contract.
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http://www.abdk.consulting
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L146

2.2 Documentation Issues

This section lists documentation issues, which were found in the smart contract.
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2.3 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.

2.4 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision

2.5 Other Issues

This section lists other minor issues which were found in the token smart contract.
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https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L150
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L52
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L53
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L229
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L52
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https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L249
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L313
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L315
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L124
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L186
https://gist.github.com/AleksandraZv/57b24355c4813f4e006d34a0947be0f1#file-issuancemodule-sol-L324

3. PriceOracle

In this section we describe issues found in the PriceOracle.sol.

3.1 Documentation Issues

This section lists documentation issues, which were found in the smart contract.

3.2 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.
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3.3 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision

3.4 Other Issues

This section lists other minor issues which were found in the token smart contract.
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https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L98
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L153
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L171
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L170
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L187
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L200
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https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L203
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L218
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L232
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L240
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L264
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L304
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L19
https://gist.github.com/AleksandraZv/1e38130135df08927f1210dc3b6a7be1#file-priceoracle-sol-L45
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4. InvokeLib

In this section we describe issues found in the InvokeLib.sol

4.1 Moderate Flaws

This section lists moderate flaws, which were found in the smart contract.

5. Controller

In this section we describe issues found in the Controller.sol.
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https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L98
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L109
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L19
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L32
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L39
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L60
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L48
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L69
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L92
https://gist.github.com/AleksandraZv/a3726a8ff0ed4f7dea72a2fa3eb9bd1e#file-invokelib-sol-L83
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3
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5.1 Moderate Flaws

This section lists moderate flaws, which were found in the smart contract.
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5.2 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.
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https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L34
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L39
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L41
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L50
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L80
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L88
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https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L94
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https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L135
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https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L224
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L385
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L402
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L389
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L406
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L399
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L418
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L389
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L406
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L418
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L423
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L434
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L438
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L442
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L446
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L19
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L23
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L36
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L73
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L181
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L210

6. SetToken

In this section we describe issues found in the SetToken.sol.

6.1 Moderate Flaws

This section lists moderate flaws, which were found in the smart contract.

6.3 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.
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https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L50
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L41
https://gist.github.com/AleksandraZv/e8dadf6e3a922d1d1f6c7778157207a3#file-controller-sol-L50
https://gist.github.com/AleksandraZv/3eb3fcad72f76db509712524c081ea12
https://gist.github.com/AleksandraZv/3eb3fcad72f76db509712524c081ea12#file-settoken-sol-L154
https://gist.github.com/AleksandraZv/3eb3fcad72f76db509712524c081ea12#file-settoken-sol-L213
https://gist.github.com/AleksandraZv/3eb3fcad72f76db509712524c081ea12#file-settoken-sol-L39
https://gist.github.com/AleksandraZv/3eb3fcad72f76db509712524c081ea12#file-settoken-sol-L44
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6.4 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision.

6.5 Other Issues

This section lists other minor issues which were found in the token smart contract.
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7. StreamingFeeModule

In this section we describe issues found in the StreamingFeeModule.sol.

7.1 Arithmetic Overflow Issues

This section lists issues of smart contracts related to the arithmetic overflows.

7.2 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.
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7.3 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision.

7.4 Other Issues

This section lists other minor issues which were found in the token smart contract
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2. Line 210: around the feeQuantity + totalSupply there should be parentheses.
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8. IntegrationRegistry

In this section we describe issues found in the IntegrationRegistry.sol.

8.1 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.


http://www.abdk.consulting
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L79
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L120
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L171
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L19
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L210
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L60
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L62
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L60
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L264
https://gist.github.com/AleksandraZv/6cdee58acb2e97e98c30923f5f411735#file-streamingfeemodule-sol-L288
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c

8.2 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision.



http://www.abdk.consulting
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L37
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L39
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L41
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L42
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L43
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L100
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L102
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L160
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L162
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L142
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L194
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L188
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L206
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L218
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L232
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L110
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L19
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L37
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L39
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L37
https://gist.github.com/AleksandraZv/1de146bbbd42d29076b812175b601f6c#file-integrationregistry-sol-L231
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9. PositionLib

In this section we describe issues found in the PositionLib.sol.

9.1 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.

9.2 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision.


http://www.abdk.consulting
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L86
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L145
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L63
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L77
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L83
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L90
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L87
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L122
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L126
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L153
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L154

10. PreciseUnitMath

In this section we describe issues found in the PreciseUnitMath.sol.

10.1 Major Flaws

We have identified potentially faulty behaviour in smart contracts, all related to multiple-voting
scenario:

10.2 Arithmetic Overflow Issues

This section lists issues of smart contracts related to the arithmetic overflows.

10.3 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.


http://www.abdk.consulting
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L176
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L202
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L212
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L217
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L19
https://gist.github.com/AleksandraZv/79893e215c8838a3dad5124e10c9bd35#file-positionlib-sol-L35
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L187
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L103
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L118
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L136
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L156
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L158
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L173
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L187

Q

ABDK

1. Line 38: defining the PRECISE UNIT constant as uint64 or uint248 would make it
directly assignable to both, uint256 and int256, so the second constant would not be
probably needed.

10.4 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision
Line 50, 61, 72, 83: the preciseUnit and the maxUint256 functions duplicate the
PRECISE UNIT andthe MAX UINT 256 constantaccordingly. The same for the
maxInt256 andtheminInt256 (they duplicate MAX UINT 256 and the
minInt256 constant). Is it really necessary to have both, the constant and the

function?

10.5 Other Issues

This section lists other minor issues which were found in the token smart contract

11. AddressArrayUltils.sol

In this section we describe issues found in the AddressArrayUtils.sol.



http://www.abdk.consulting
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L38
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L125
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L155
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L156
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L158
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L187
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L50
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L61
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L72
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L83
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L19
https://gist.github.com/AleksandraZv/15ab461e142a14af01014b2cbecebc13#file-preciseunitmath-sol-L143
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad

11.1 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.

5. Line 75: the remove function traverses an array two times: once to find element index,
and another time to copy the elements into a new location. Consider rewriting it to do
both things in one pass.

6. Line 94: itis actually possible to remove array elements in place, without allocating a
new array. However this would require using some assembly code. Also, there is no
check for the index value, while only the values less than A. 1ength seem to be valid.
Consider adding an explicit range check.

11.2 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are

not sufficiently documented to make a clear decision.
Line 33: the code does not provide a situation when the index elementis in the array.

11.3 Other Issues

This section lists other minor issues which were found in the token smart contract



http://www.abdk.consulting
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L33
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L42
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L52
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L63
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L75
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L94
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L33
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L19
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L100
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L35
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L63
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L75
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L73
https://gist.github.com/AleksandraZv/60c7607c7f9dee2725b6fff5c45394ad#file-addressarrayutils-sol-L91
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12. SetTokenCreator

In this section we describe issues found in the SetTokenCreator.sol.

12.1 Suboptimal Code

12.2 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision

13. ISetToken.sol

In this section we describe issues found in the 1SetToken.sol.

13.1 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.


http://www.abdk.consulting
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L36
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L65
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L66
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L81
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L77
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L78
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L19
https://gist.github.com/AleksandraZv/51f6fd36db62862618111dc56bf99708#file-settokencreator-sol-L36
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7
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1. Line 30: the IsetToken interface combines several independent things: modular
contract API, Set token API, and lockable contract API. There could be Set tokens not
based on modular design, and there could be non-lockable Set tokens. Consider moving
all module-related stuff into IModular interface, and all lock-related stuff into ILockable

interface.

13.2 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision.



http://www.abdk.consulting
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L30
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L45
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L54
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L62
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L63
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L64
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L85
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L88
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L60
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L62
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L63
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L71
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L72
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L74
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L75
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L79

13.3 Other Issues

This section lists other minor issues which were found in the token smart contract
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14. ExplicitERC20

In this section we describe issues found in the ExplicitERC20.sol.

14.1 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.

14.2 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision.
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https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L18
https://gist.github.com/AleksandraZv/dff3107a6b3d5afba9852576a4ba2eb7#file-isettoken-sol-L47
https://gist.github.com/AleksandraZv/5166d263225e3c5da16028287a04ab6e
https://gist.github.com/AleksandraZv/5166d263225e3c5da16028287a04ab6e#file-expliciterc20-sol-L52
https://gist.github.com/AleksandraZv/5166d263225e3c5da16028287a04ab6e#file-expliciterc20-sol-L66
https://gist.github.com/AleksandraZv/5166d263225e3c5da16028287a04ab6e#file-expliciterc20-sol-L36
https://gist.github.com/AleksandraZv/5166d263225e3c5da16028287a04ab6e#file-expliciterc20-sol-L19
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15. ModuleBase

In this section we describe issues found in the ModuleBase.sol.

15.1 Other Issues

This section lists other minor issues which were found in the token smart contract

16. IModule

In this section we describe issues found in the IModule.sol.

16.1 Other Issues

This section lists other minor issues which were found in the token smart contract
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17. IOracle

In this section we describe issues found in the 10racle.sol.

17.1 Other Issues

This section lists other minor issues which were found in the token smart contract



http://www.abdk.consulting
https://gist.github.com/AleksandraZv/e5c675190e351081aab15dfb29b825bb
https://gist.github.com/AleksandraZv/e5c675190e351081aab15dfb29b825bb#file-modulebase-sol-L19
https://gist.github.com/AleksandraZv/e5c675190e351081aab15dfb29b825bb#file-modulebase-sol-L51
https://gist.github.com/AleksandraZv/7876b34369e666d2917e8dfa930c3c52
https://gist.github.com/AleksandraZv/7876b34369e666d2917e8dfa930c3c52#file-imodule-sol-L18
https://gist.github.com/AleksandraZv/c938990e4fae4d4098e35e9ceaeb74a1#file-gistfile1-txt-L29
https://gist.github.com/AleksandraZv/44ff7cb8b407f34d47b82591b10447ad
https://gist.github.com/AleksandraZv/44ff7cb8b407f34d47b82591b10447ad#file-ioracle-sol-L18
https://gist.github.com/AleksandraZv/44ff7cb8b407f34d47b82591b10447ad#file-ioracle-sol-L28
https://gist.github.com/AleksandraZv/44ff7cb8b407f34d47b82591b10447ad#file-ioracle-sol-L32

18. IOracleAdapter

In this section we describe issues found in the |10racleAdapter.sol.

18.1 Unclear Behaviour

This section lists issues of the smart contract, where the contract behavior is unclear: the
business logic might be violated here, but the documentation and functional requirements are
not sufficiently documented to make a clear decision.
1. Line 34: the purpose of the value Boolean indicating if oracle exists is
unclear. What price will be returned in case oracle doesn't exist?
2. Line 35: itis unclear what is the price encoding. Consider adding more details.

18.2 Other Issues

This section lists other minor issues which were found in the token smart contract

2. Line 25: the description Interface for calling an oracle adapter. is
confusing. It is unclear what is an oracle adapter, and why a separate interface is
needed to call it.

3. Line 37: consider renaming the address assetOne andthe address _assetTwo
to baseAsset and quoteAsset or some other names that emphasize the roles of
the assets.

19. IController

In this section we describe issues found in the |Controller.sol.

19.1 Suboptimal Code

This section lists suboptimal code patterns, which were found in the smart contract.
1. Line 21: there should be ISetToken instead of address.
2. Line 27:the address should be IERC20.


http://www.abdk.consulting
https://gist.github.com/AleksandraZv/44ff7cb8b407f34d47b82591b10447ad#file-ioracle-sol-L30
https://gist.github.com/AleksandraZv/3e5abcab7dcf26b4f228e1f4ca27ace4
https://gist.github.com/AleksandraZv/3e5abcab7dcf26b4f228e1f4ca27ace4#file-ioracleadapter-sol-L34
https://gist.github.com/AleksandraZv/3e5abcab7dcf26b4f228e1f4ca27ace4#file-ioracleadapter-sol-L35
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19.2 Other Issues

This section lists other minor issues which were found in the token smart contract

20. IDepositor

In this section we describe issues found in the |Depositor.sol.

20.1 Other Issues

This section lists other minor issues which were found in the token smart contract

21. IManagerlssuanceHook

In this section we describe issues found in the IManagerlssuanceHook.sol.

21.1 Other Issues

This section lists other minor issues which were found in the token smart contract

22. Summary

Based on our findings, we also recommend the following:
1. Fix critical issues which could lead to asset loss.
Pay attention to major and moderate issues.
Check issues marked “unclear behavior’ against functional requirements.
Refactor the code to remove suboptimal parts.
Fix other (minor) issues.

o koo
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/*

*/

Copyright 2021 Set Labs Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

SPDX-License-Identifier: Apache License, Version 2.0

pragma solidity 0.6.10;

pragma experimental "ABIEncoderV2";

import { IERC20 } from "@openzeppelin/contracts/token/ERC20/IERC20.s0l";
import { Ownable } from "@openzeppelin/contracts/access/Ownable.sol";

import { ReentrancyGuard } from "@openzeppelin/contracts/utils/ReentrancyGuard.sol";

import { Compound } from "../integration/lib/Compound.sol";

import { ICErc20 } from "../../interfaces/external/ICErc20.sol";

import { IComptroller } from "../../interfaces/external/IComptroller.sol";
import { IController } from "../../interfaces/IController.sol";

import { IDebtIssuanceModule } from "../../interfaces/IDebtIssuanceModule.sol";
import { IExchangeAdapter } from "../../interfaces/IExchangeAdapter.sol";
import { ISetToken } from "../../interfaces/ISetToken.sol";

import { ModuleBase } from "../lib/ModuleBase.sol";



*

@title CompoundLeverageModule
@author Set Protocol

Smart contract that enables leverage trading using Compound as the lending protocol. This module is paired with a

debt issuance module that will call
* functions on this module to keep interest accrual and liquidation state updated. This does not allow borrowing of

assets from Compound alone. Each

* asset is leveraged when using this module.

*

*

Note: Do not use this module in conjunction with other debt modules that allow Compound debt positions as it

could lead to double counting of
* debt when borrowed assets are the same.

*

*/

contract CompoundLeverageModule is ModuleBase,

using Compound for ISetToken;

struct EnabledAssets {
address[] collateralCTokens;
address|[] borrowCTokens;

address[] borrowAssets;
enabled cToken borrow assets

}

struct ActionInfo {
ISetToken setToken;
IExchangeAdapter exchangeAdapter;

uint256
uint256
uint256
ICErc20

setTotalSupply;
notionalSendQuantity;
minNotionalReceiveQuantity;
collateralCTokenAsset;

ReentrancyGuard, Ownable ({

//
//
//

//
//
//
//
//
/7

Array of
Array of
Array of

SetToken
Exchange

enabled cToken collateral assets for a SetToken
enabled cToken borrow assets for a SetToken
underlying borrow assets that map to the array of

instance
adapter instance

Total supply of SetToken

Total notional quantity sent to exchange
Min total notional received from exchange
Address of cToken collateral asset



ICErc20 borrowCTokenAsset; // Address of cToken borrow asset
uint256 preTradeReceiveTokenBalance; // Balance of pre-trade receive token balance

event LeveragelIncreased (
ISetToken indexed setToken,
IERC20 indexed borrowAsset,
IERC20 indexed collateralAsset,
IExchangeAdapter exchangeAdapter,
uint256 totalBorrowAmount,
uint256 totalReceiveAmount,
uint256 protocolFee

)7

event LeverageDecreased (
ISetToken indexed setToken,
IERC20 indexed collateralAsset,
IERC20 indexed repayAsset,
IExchangeAdapter exchangeAdapter,
uint256 totalRedeemAmount,
uint256 totalRepayAmount,
uint256 protocolFee

)7

event CollateralAssetsUpdated (
ISetToken indexed _setToken,
bool indexed added,
IERC20[] _assets

) ;

event BorrowAssetsUpdated (
ISetToken indexed setToken,



bool indexed added,
IERC20[] assets
):

event SetTokenStatusUpdated (
ISetToken indexed _setToken,
bool indexed added

)

event AnySetAllowedUpdated (
bool indexed anySetAllowed

// String identifying the DebtIssuanceModule in the IntegrationRegistry. Note: Governance must add
DefaultIssuanceModule as

// the string as the integration name

string constant internal DEFAULT ISSUANCE MODULE NAME = "DefaultIssuanceModule";

// 0 index stores protocol fee % on the controller, charged in the trade function

uint256 constant internal PROTOCOL TRADE FEE INDEX = 0;

// Mapping of underlying to CToken. If ETH, then map WETH to cETH
mapping (IERC20 => ICErc20) public underlyingToCToken;

// Wrapped Ether address
IERC20 internal weth;

// Compound cEther address
ICErc20 internal cEther;



// Compound Comptroller contract
IComptroller internal comptroller;

// COMP token address

IERC20 internal compToken;

// Mapping to efficiently check if cToken market for collateral asset is valid in SetToken

mapping (ISetToken => mapping (ICErc20 => bool))

public collateralCTokenEnabled;

// Mapping to efficiently check if cToken market for borrow asset is valid in SetToken
mapping (ISetToken => mapping (ICErc20 => bool))

public borrowCTokenEnabled;

// Mapping of enabled collateral and borrow cTokens for syncing positions

mapping (ISetToken => EnabledAssets)

internal enabledAssets;

// Mapping of SetToken to boolean indicating if SetToken is on allow list. Updateable by governance
public allowedSetTokens;

mapping (ISetToken => bool)

// Boolean that returns if any SetToken can initialize this module.

bool public anySetAllowed;

/*k*k

* Instantiate addresses.

*
*
*
*
*

*

*/

@param
@param
@param
@param
@param

_controller
__compToken
_comptroller
_cEther
_weth

constructor (

Underlying to cToken

Address
Address
Address
Address
Address

of
of
of
of
of

mapping is created.

controller contract
COMP token

Compound Comptroller
cEther contract

WETH contract

If false,

then subject to allow list



IController controller,
IERC20 compToken,
IComptroller comptroller,
ICErc20 cEther,

IERC20 weth

public
ModuleBase (_controller)

compToken = compToken;
comptroller = comptroller;
cEther = cEther;

weth = weth;

ICErc20[] memory cTokens = comptroller.getAllMarkets();

for (uint256 i = 0; i < cTokens.length; i++) {
ICErc20 cToken = cTokens[i];

underlyingToCToken [
cToken == cEther ? weth : IERC20(cTokens[i].underlying())
] = cToken;
}
}
/* ============ External Functions ============ */

/**

* MANAGER ONLY: Increases leverage for a given collateral position using an enabled borrow asset that is
enabled.

* Performs a DEX trade, exchanging the borrow asset for collateral asset.

*

* @param _setToken Instance of the SetToken

* @param borrowAsset Address of asset being borrowed for leverage

* @param collateralAsset Address of collateral asset (underlying of cToken)



* @param borrowQuantity Borrow quantity of asset in position units
* @param minReceiveQuantity Min receive quantity of collateral asset to receive post-trade in position units

* @param _tradeAdapterName Name of trade adapter
* @param tradeData Arbitrary data for trade
*/

function lever (
ISetToken _setToken,
IERC20 borrowAsset,
IERC20 collateralAsset,
uint256 borrowQuantity,
uint256 minReceiveQuantity,
string memory tradeAdapterName,
bytes memory tradeData

external
nonReentrant
onlyManagerAndValidSet (_setToken)

// For levering up, send quantity is derived from borrow asset and receive quantity is derived from
// collateral asset
ActionInfo memory leverInfo = createAndValidateActionInfo (

_setToken,

_borrowAsset,

_collateralAsset,

_borrowQuantity,

_minReceiveQuantity,

_tradeAdapterName,

true

) ;
_borrow(leverInfo.setToken, leverInfo.borrowCTokenAsset, leverInfo.notionalSendQuantity);

uint256 postTradeReceiveQuantity = executeTrade(leverInfo, borrowAsset, collateralAsset, tradeData);



uint256 protocolFee = accrueProtocolFee( setToken, collateralAsset, postTradeReceiveQuantity);
uint256 postTradeCollateralQuantity = postTradeReceiveQuantity.sub (protocolFee);

_mintCToken (leverInfo.setToken, leverInfo.collateralCTokenAsset, collateralAsset,
postTradeCollateralQuantity);

_updateleverPositions (leverInfo, borrowAsset);

emit LeverageIncreased (
__setToken,
_borrowAsset,
_collateralAsset,
leverInfo.exchangeAdapter,
leverInfo.notionalSendQuantity,
postTradeCollateralQuantity,
protocolFee

* MANAGER ONLY: Decrease leverage for a given collateral position using an enabled borrow asset that is enabled

* @param _setToken Instance of the SetToken

* @param collateralAsset Address of collateral asset (underlying of cToken)
* @param _repayAsset Address of asset being repaid

* @param redeemQuantity Quantity of collateral asset to delever

* @param minRepayQuantity Minimum amount of repay asset to receive post trade
* @param _tradeAdapterName Name of trade adapter

* @param _tradeData Arbitrary data for trade

*/

function delever (
ISetToken _setToken,
IERC20 collateralAsset,



IERC20 repayAsset,

uint256 redeemQuantity,

uint256 minRepayQuantity,
string memory tradeAdapterName,
bytes memory tradeData

external
nonReentrant
onlyManagerAndvValidSet (_setToken)

// Note: for delevering, send quantity is derived from collateral asset and receive quantity is derived from
// repay asset
ActionInfo memory deleverInfo = createAndValidateActionInfo(

__setToken,

_collateralAsset,

_repayAsset,

_redeemQuantity,

_minRepayQuantity,

__tradeAdapterName,

false

);

_redeemUnderlying(deleverInfo.setToken, deleverInfo.collateralCTokenAsset,

deleverInfo.notionalSendQuantity);
uint256 postTradeReceiveQuantity = executeTrade (deleverInfo, collateralAsset, repayAsset, tradeData);
uint256 protocolFee = accrueProtocolFee( setToken, repayAsset, postTradeReceiveQuantity):;
uint256 repayQuantity = postTradeReceiveQuantity.sub (protocolFee);
_repayBorrow (deleverInfo.setToken, deleverInfo.borrowCTokenAsset, repayAsset, repayQuantity);

_updateleverPositions (deleverInfo, repayAsset);



emit LeverageDecreased (
__setToken,
_collateralAsset,
_repayAsset,
deleverInfo.exchangeAdapter,
deleverInfo.notionalSendQuantity,
repayQuantity,
protocolFee

* MANAGER ONLY: Pays down the borrow asset to 0 selling off a given collateral asset. Any extra received
* borrow asset is updated as equity. No protocol fee is charged.

* @param _setToken Instance of the SetToken

* @param collateralAsset Address of collateral asset (underlying of cToken)

* @param repayAsset Address of asset being repaid (underlying asset e.g. DAI)
* @param redeemQuantity Quantity of collateral asset to delever

* @param _tradeAdapterName Name of trade adapter

* @param _tradeData Arbitrary data for trade

*/

function deleverToZeroBorrowBalance (
ISetToken _setToken,
IERC20 collateralAsset,
IERC20 repayAsset,
uint256 redeemQuantity,
string memory tradeAdapterName,
bytes memory tradeData

external
nonReentrant
onlyManagerAndValidSet (_setToken)



uint256 notionalRedeemQuantity = redeemQuantity.preciseMul (_setToken.totalSupply()):;

require (borrowCTokenEnabled[ setToken] [underlyingToCToken|[ repayAsset]], "Borrow not enabled");
uint256 notionalRepayQuantity = underlyingToCToken[ repayAsset].borrowBalanceCurrent (address( setToken)) ;

ActionInfo memory deleverInfo = createAndValidateActionInfoNotional (
_setToken,
_collateralAsset,
_repayAsset,
notionalRedeemQuantity,
notionalRepayQuantity,
_tradeAdapterName,
false
) ;

_redeemUnderlying (deleverInfo.setToken, deleverInfo.collateralCTokenAsset,
deleverInfo.notionalSendQuantity) ;

uint256 postTradeReceiveQuantity = executeTrade (deleverInfo, collateralAsset, repayAsset, tradeData);

// We use notionalRepayQuantity vs. Compound's max value uint256(-1) to handle WETH properly
_repayBorrow (deleverInfo.setToken, deleverInfo.borrowCTokenAsset, repayAsset, notionalRepayQuantity);

// Update default position first to save gas on editing borrow position
_setToken.calculateAndEditDefaultPosition (

address (_repayAsset),

deleverInfo.setTotalSupply,

deleverInfo.preTradeReceiveTokenBalance
) ;

_updatelLeverPositions (deleverInfo, repayAsset);

emit LeverageDecreased (



_setToken,

_collateralAsset,

_repayAsset,
deleverInfo.exchangeAdapter,
deleverInfo.notionalSendQuantity,
notionalRepayQuantity,

0 // No protocol fee

* CALLABLE BY ANYBODY: Sync Set positions with enabled Compound collateral and borrow positions. For collateral
* assets, update cToken default position. For borrow assets, update external borrow position.

* - Collateral assets may come out of sync when a position is ligquidated

* - Borrow assets may come out of sync when interest is accrued or position is liquidated and borrow is repaid

*

* @param _setToken Instance of the SetToken

* @param _shouldAccruelnterest Boolean indicating whether use current block interest rate value or stored
value

*/

function sync(ISetToken _setToken, bool shouldAccruelnterest) public nonReentrant
onlyValidAndInitializedSet (_setToken) {
uint256 setTotalSupply = setToken.totalSupply():;

// Only sync positions when Set supply is not 0. This preserves debt and collateral positions on issuance /
redemption
if (setTotalSupply > 0) {
// Loop through collateral assets
address[] memory collateralCTokens = enabledAssets|[ setToken].collateralCTokens;
for (uint256 i = 0; i < collateralCTokens.length; i++) {
ICErc20 collateralCToken = ICErc20(collateralCTokens[i]);
uint256 previousPositionUnit =
_setToken.getDefaultPositionRealUnit (address (collateralCToken)) .toUint256 () ;
uint256 newPositionUnit = getCollateralPosition( setToken, collateralCToken, setTotalSupply):;



// Note: Accounts for if position does not exist on SetToken but is tracked in enabledAssets

if (previousPositionUnit != newPositionUnit) {

_updateCollateralPosition( setToken, collateralCToken, newPositionUnit);

// Loop through borrow assets

address[] memory borrowCTokens = enabledAssets[ setToken].borrowCTokens;
address[] memory borrowAssets = enabledAssets[ setToken].borrowAssets;
for (uint256 i = 0; i < borrowCTokens.length; i++) {

address (this)) ;

/**

ICErc20 borrowCToken = ICErc20 (borrowCTokens[i]) ;
IERC20 borrowAsset = IERC20 (borrowAssets[i]):;

int256 previousPositionUnit = setToken.getExternalPositionRealUnit (address (borrowAsset),
int256 newPositionUnit = getBorrowPosition(

__setToken,

borrowCToken,

setTotalSupply,

_shouldAccruelnterest

) ;

// Note: Accounts for if position does not exist on SetToken but is tracked in enabledAssets

if (newPositionUnit != previousPositionUnit) {
_updateBorrowPosition( setToken, borrowAsset, newPositionUnit);



* MANAGER ONLY: Initializes this module to the SetToken. Only callable by the SetToken's manager. Note:
managers can enable

* collateral and borrow assets that don't exist as positions on the SetToken
*

* @param _setToken Instance of the SetToken to initialize

* @param collateralAssets Underlying tokens to be enabled as collateral in the SetToken
* @param borrowAssets Underlying tokens to be enabled as borrow in the SetToken

*/

function initialize(
ISetToken setToken,
IERC20[] memory collateralAssets,
IERC20[] memory borrowAssets

external
onlySetManager (_setToken, msg.sender)
onlyValidAndPendingSet (_setToken)

if (!anySetAllowed) {
require (allowedSetTokens [ setToken], "Not allowed SetToken");

// Initialize module before trying register
_setToken.initializeModule() ;

// Get debt issuance module registered to this module and require that it is initialized
require (_setToken.isInitializedModule (getAndValidateAdapter (DEFAULT ISSUANCE MODULE NAME)), "Issuance not

initialized");

// Try if register exists on any of the modules including the debt issuance module
address[] memory modules = setToken.getModules();
for (uint256 i = 0; i < modules.length; i++) {

try IDebtIssuanceModule (modules[i]) .registerTolssuanceModule( setToken) {} catch {}



// Enable collateral and borrow assets on Compound
addCollateralAssets ( setToken, collateralAssets);

addBorrowAssets (_setToken, borrowAssets);

/**

* MANAGER ONLY: Removes this module from the SetToken,

enabled

* cTokens are deleted. Markets are exited on Comptroller

*/

function removeModule ()

via call by the SetToken. Compound Settings and manager

(only valid if borrow balances are zero)

external override onlyValidAndInitializedSet (ISetToken (msg.sender)) {

ISetToken setToken = ISetToken (msg.sender);

// Sync Compound and SetToken positions prior to any removal action

sync (setToken, true);

address|[]

for

address|[]
for

memory borrowCTokens = enabledAssets[setToken] .borrowCTokens;
(uint256 1 = 0; 1 < borrowCTokens.length; i++) {
ICErc20 cToken = ICErc20 (borrowCTokens[i]);

// Will exit only if token isn't also being used as collateral
if (!collateralCTokenEnabled[setToken] [cToken]) {
// Note: if there is an existing borrow balance,
setToken.invokeExitMarket (cToken, comptroller);

will revert and market cannot be exited on Compound

delete borrowCTokenEnabled[setToken] [cToken];

memory collateralCTokens = enabledAssets[setToken].collateralCTokens;
(uint256 1 = 0; 1 < collateralCTokens.length; i++) {
ICErc20 cToken = ICErc20(collateralCTokens[i]);



setToken.invokeExitMarket (cToken, comptroller);

delete collateralCTokenEnabled[setToken] [cToken];

delete enabledAssets[setToken];

// Try if unregister exists on any of the modules

address[] memory modules = setToken.getModules();
for (uint256 i = 0; i < modules.length; i++) {
try IDebtIssuanceModule (modules([i]) .unregisterFromIssuanceModule (setToken) {} catch {}

/*k'k
* MANAGER ONLY: Add registration of this module on debt issuance module for the SetToken. Note: if the debt
issuance module is not added to SetToken
* before this module is initialized, then this function needs to be called if the debt issuance module is later
added and initialized to prevent state

* inconsistencies
*

* @param _setToken Instance of the SetToken
* @param _debtIssuanceModule Debt issuance module address to register
*/

function registerToModule (ISetToken setToken, IDebtIssuanceModule debtIssuanceModule) external

onlyManagerAndvValidSet (_setToken) {
require(_setToken.isInitializedModule (address(_debtIssuanceModule)), "Issuance not initialized");

_debtIssuanceModule.registerToIssuanceModule ( setToken);

/**
* MANAGER ONLY: Add enabled collateral assets. Collateral assets are tracked for syncing positions and entered

in Compound markets



*

* @param setToken Instance of the SetToken

* @param newCollateralAssets Addresses of new collateral underlying assets

*/

function addCollateralAssets(ISetToken setToken, IERC20[] memory newCollateralAssets) public
onlyManagerAndvValidSet (_setToken) {
for(uint256 i = 0; i < newCollateralAssets.length; i++) {

ICErc20 cToken = underlyingToCToken[ newCollateralAssets[i]];
require (address (cToken) != address(0), "cToken must exist");
require (!collateralCTokenEnabled[ setToken] [cToken], "Collateral enabled");

// Note: Will only enter market if cToken is not enabled as a borrow asset as well

if (!borrowCTokenEnabled[ setToken] [cToken]) {
__setToken.invokeEnterMarkets (cToken, comptroller);

collateralCTokenEnabled[ setToken] [cToken] = true;
enabledAssets|[ setToken].collateralCTokens.push (address (cToken)) ;

emit CollateralAssetsUpdated( setToken, true, newCollateralAssets);

* MANAGER ONLY: Remove collateral asset. Collateral asset exited in Compound markets
* If there is a borrow balance, collateral asset cannot be removed

* @param _setToken Instance of the SetToken
* @param collateralAssets Addresses of collateral underlying assets to remove
*/

function removeCollateralAssets (ISetToken setToken, IERC20[] memory collateralAssets) external
onlyManagerAndvValidSet (_setToken) {
// Sync Compound and SetToken positions prior to any removal action
sync(_setToken, true);



for(uint256 i = 0; i < collateralAssets.length; i++) {
ICErc20 cToken = underlyingToCToken[ collateralAssets[i]];
require (collateralCTokenEnabled[ setToken] [cToken], "Collateral not enabled");

// Note: Will only exit market if cToken is not enabled as a borrow asset as well
// If there is an existing borrow balance, will revert and market cannot be exited on Compound

if (!borrowCTokenEnabled[ setToken] [cToken]) {
_setToken.invokeExitMarket (cToken, comptroller):;

delete collateralCTokenEnabled[ setToken] [cToken];
enabledAssets|[ setToken].collateralCTokens.removeStorage (address (cToken)) ;

emit CollateralAssetsUpdated( setToken, false, collateralAssets);

* MANAGER ONLY: Add borrow asset. Borrow asset is tracked for syncing positions and entered in Compound markets

* @param _setToken Instance of the SetToken
* @param newBorrowAssets Addresses of borrow underlying assets to add
*/

function addBorrowAssets (ISetToken setToken, IERC20[] memory newBorrowAssets) public
onlyManagerAndvValidSet (_setToken) {
for (uint256 i = 0; i < newBorrowAssets.length; i++) {
IERC20 newBorrowAsset = newBorrowAssets[i];
ICErc20 cToken = underlyingToCToken[newBorrowAsset];
require (address (cToken) != address(0), "cToken must exist");
require (!borrowCTokenEnabled[ setToken] [cToken], "Borrow enabled");

// Note: Will only enter market if cToken is not enabled as a borrow asset as well
if (!collateralCTokenEnabled[ setToken] [cToken]) {



_setToken.invokeEnterMarkets (cToken, comptroller);

borrowCTokenEnabled[ setToken] [cToken] = true;
enabledAssets|[ setToken] .borrowCTokens.push (address (cToken)) ;
enabledAssets|[ setToken] .borrowAssets.push (address (newBorrowAsset) ) ;

emit BorrowAssetsUpdated( setToken, true, newBorrowAssets);

* MANAGER ONLY: Remove borrow asset. Borrow asset is exited in Compound markets
* If there is a borrow balance, borrow asset cannot be removed

* @param _setToken Instance of the SetToken
* @param borrowAssets Addresses of borrow underlying assets to remove
*/

function removeBorrowAssets (ISetToken setToken, IERC20[] memory borrowAssets) external
onlyManagerAndvValidSet (_setToken) {
// Sync Compound and SetToken positions prior to any removal action
sync (_setToken, true);

for(uint256 i = 0; 1 < borrowAssets.length; i++) {
ICErc20 cToken = underlyingToCToken[ borrowAssets[i]];
require (borrowCTokenEnabled[ setToken] [cToken], "Borrow not enabled");

// Note: Will only exit market if cToken is not enabled as a collateral asset as well
// If there is an existing borrow balance, will revert and market cannot be exited on Compound
if (!collateralCTokenEnabled[ setToken] [cToken]) {

_setToken.invokeExitMarket (cToken, comptroller);

delete borrowCTokenEnabled[ setToken] [cToken];



enabledAssets|[ setToken] .borrowCTokens.removeStorage (address (cToken)) ;
enabledAssets [ setToken].borrowAssets.removeStorage (address ( _borrowAssets[i]));

emit BorrowAssetsUpdated( setToken, false, borrowAssets);

/**
* GOVERNANCE ONLY: Add or remove allowed SetToken to initialize this module. Only callable by governance.
*
* @param setToken Instance of the SetToken
*/
function updateAllowedSetToken (ISetToken setToken, bool status) external onlyOwner {
allowedSetTokens|[ setToken] = status;

emit SetTokenStatusUpdated( setToken, status);

/**

* GOVERNANCE ONLY: Toggle whether any SetToken is allowed to initialize this module. Only callable by

governance.

*

* @param _anySetAllowed Bool indicating whether allowedSetTokens is enabled

*/

function updateAnySetAllowed(bool anySetAllowed) external onlyOwner {

anySetAllowed = anySetAllowed;

emit AnySetAllowedUpdated( anySetAllowed);

/**
* GOVERNANCE ONLY: Add Compound market to module with stored underlying to cToken mapping in case of market

additions to Compound.
*

* IMPORTANT: Validations are skipped in order to get contract under bytecode limit

*



* @param _cToken Address of cToken to add

* @param underlying Address of underlying token that maps to cToken
*/
function addCompoundMarket (ICErc20 cToken, IERC20 underlying) external onlyOwner {
require (address (underlyingToCToken[ underlying]) == address(0), "Already added");
underlyingToCToken[ underlying] = cToken;
}
/**

* GOVERNANCE ONLY: Remove Compound market on stored underlying to cToken mapping in case of market removals
*

* IMPORTANT: Validations are skipped in order to get contract under bytecode limit
*
* @param underlying Address of underlying token to remove
*/
function removeCompoundMarket (IERC20 underlying) external onlyOwner {
require (address (underlyingToCToken[ underlying]) != address(0), "Not added");
delete underlyingToCToken[ underlying];

/*k*k
* MODULE ONLY: Hook called prior to issuance to sync positions on SetToken. Only callable by valid module.
*
* @param _setToken Instance of the SetToken
*/
function moduleIssueHook (ISetToken setToken, uint256 /* setTokenQuantity */) external onlyModule( setToken) {
sync (_setToken, false);

/*k*k

* MODULE ONLY: Hook called prior to redemption to sync positions on SetToken. For redemption, always use
current borrowed balance after interest accrual.

* Only callable by valid module.

*



* @param setToken Instance of the SetToken

*/

function moduleRedeemHook (ISetToken setToken, uint256 /* setTokenQuantity */) external onlyModule( setToken) {
sync (_setToken, true);

/**
* MODULE ONLY: Hook called prior to looping through each component on issuance. Invokes borrow in order for

module to return debt to issuer. Only callable by valid module.
*

* @param _setToken Instance of the SetToken
* @param _setTokenQuantity Quantity of SetToken

* @param _component Address of component

*/

function componentIssueHook (ISetToken setToken, uint256 setTokenQuantity, IERC20 component, bool /* isEquity
*/) external onlyModule (_setToken) {
int256 componentDebt = setToken.getExternalPositionRealUnit (address( component), address(this));

require (componentDebt < 0, "Component must be negative");
uint256 notionalDebt = componentDebt.mul (-1).toUint256 () .preciseMul (_setTokenQuantity);
_borrow(_setToken, underlyingToCToken[ component], notionalDebt);

/*k*k

* MODULE ONLY: Hook called prior to looping through each component on redemption. Invokes repay after issuance

module transfers debt from issuer. Only callable by valid module.
*

* @param _setToken Instance of the SetToken
* @param _setTokenQuantity Quantity of SetToken
* @param _component Address of component

*/



be

function componentRedeemHook (ISetToken _setToken, uint256 setTokenQuantity, IERC20 component, bool /*
_isEquity */) external onlyModule( setToken) {

int256 componentDebt = setToken.getExternalPositionRealUnit (address( component),

require (componentDebt < 0, "Component must be negative");

uint256 notionalDebt = componentDebt.mul (-1).toUint256() .preciseMulCeil (_setTokenQuantity);

_repayBorrow (_ setToken, underlyingToCToken[ component], component, notionalDebt);

/*k*k

address (this));

* Get enabled assets for SetToken. Returns an array of enabled cTokens that are collateral assets and an

* array of underlying that are borrow assets.

* @dreturn Collateral cToken assets that are enabled
* @return Underlying borrowed assets that are enabled.
*/

function getEnabledAssets (ISetToken setToken) external view returns (address[] memory,
return (
enabledAssets|[ setToken].collateralCTokens,
enabledAssets|[ setToken] .borrowAssets

/*k*k

* Mints the specified cToken from the underlying of the specified notional quantity.

* unwrapped as it only accepts the underlying ETH.

address|[]

If cEther,

memory) {

the WETH must



*/
function mintCToken (ISetToken setToken, ICErc20 cToken, IERC20 underlyingToken, uint256 mintNotional)
internal {
if ( _cToken == cEther) {
__setToken.invokeUnwrapWETH (address (weth), mintNotional);

_setToken.invokeMintCEther ( cToken, mintNotional);

} else {
_setToken.invokeApprove (address ( underlyingToken), address( cToken), mintNotional):;

_setToken.invokeMintCToken ( cToken, mintNotional);

/*k*k

* Invoke redeem from SetToken. If cEther, then also wrap ETH into WETH.

*/

function redeemUnderlying(ISetToken setToken, ICErc20 cToken, uint256 redeemNotional) internal ({
_setToken.invokeRedeemUnderlying ( cToken, redeemNotional);

if (_cToken == cEther) ({
__setToken.invokeWrapWETH (address (weth), redeemNotional);

/*k*k
* Invoke repay from SetToken. If cEther then unwrap WETH into ETH.
*/
function repayBorrow (ISetToken setToken, ICErc20 cToken, IERC20 underlyingToken, uint256 repayNotional)
internal {
if (_cToken == cEther) ({
_setToken.invokeUnwrapWETH (address (weth), repayNotional);

_setToken.invokeRepayBorrowCEther ( cToken, repayNotional):;



} else {
// Approve to cToken
__setToken.invokeApprove (address (_underlyingToken), address( cToken), repayNotional);
_setToken.invokeRepayBorrowCToken ( cToken, repayNotional):;

/**

* Invoke the SetToken to interact with the specified cToken to borrow the cToken's underlying of the specified
borrowQuantity.

*/
function borrow(ISetToken setToken, ICErc20 cToken, uint256 notionalBorrowQuantity) internal {
__setToken.invokeBorrow( cToken, notionalBorrowQuantity);
if (_cToken == cEther) {
_setToken.invokeWrapWETH (address (weth), notionalBorrowQuantity):;

/**
* Invokes approvals, gets trade call data from exchange adapter and invokes trade from SetToken
*/
function executeTrade (
ActionInfo memory actionInfo,
IERC20 _sendToken,
IERC20 receiveToken,
bytes memory data

internal
returns (uint256)

ISetToken setToken = actionInfo.setToken;
uint256 notionalSendQuantity = actionInfo.notionalSendQuantity;

setToken.invokeApprove (



address (_sendToken) ,
_actionInfo.exchangeAdapter.getSpender (),
notionalSendQuantity

address targetExchange,
uint256 callvValue,
bytes memory methodData

) = _actionInfo.exchangeAdapter.getTradeCalldata (
address (_sendToken) ,
address (_receiveToken),
address (setToken) ,
notionalSendQuantity,
_actionInfo.minNotionalReceiveQuantity,
_data

)

setToken.invoke (targetExchange, callValue, methodData) ;

uint256 receiveTokenQuantity =
_receiveToken.balanceOf (address (setToken)) .sub (_actionInfo.preTradeReceiveTokenBalance) ;
require (
receiveTokenQuantity >= actionInfo.minNotionalReceiveQuantity,
"Slippage too high"
);

return receiveTokenQuantity;
/*k*k

* Calculates protocol fee on module and pays protocol fee from SetToken

*/



function _accrueProtocolFee (ISetToken setToken, IERC20 receiveToken, uint256 exchangedQuantity) internal
returns (uint256) {
uint256 protocolFeeTotal = getModuleFee (PROTOCOL TRADE FEE INDEX, exchangedQuantity);

payProtocolFeeFromSetToken ( setToken, address( receiveToken), protocolFeeTotal);

return protocolFeeTotal;

function updateleverPositions (ActionInfo memory actionInfo, IERC20 borrowAsset) internal ({
_updateCollateralPosition (

actionInfo.setToken,

actionInfo.collateralCTokenAsset,

_getCollateralPosition(
actionInfo.setToken,
actionInfo.collateralCTokenAsset,
actionInfo.setTotalSupply

) ¢

_updateBorrowPosition (
actionInfo.setToken,

_borrowAsset,

_getBorrowPosition (
actionInfo.setToken,
actionInfo.borrowCTokenAsset,
actionInfo.setTotalSupply,
false // Do not accrue interest

function updateCollateralPosition(ISetToken setToken, ICErc20 cToken, uint256 newPositionUnit) internal {
_setToken.editDefaultPosition (address( cToken), newPositionUnit);



function updateBorrowPosition(ISetToken setToken, IERC20 underlyingToken, int256 newPositionUnit) internal {
_setToken.editExternalPosition (address( underlyingToken), address(this), newPositionUnit, "");

/**
* Construct the ActionInfo struct for lever and delever
*/

function createAndValidateActionInfo (
ISetToken _setToken,
IERC20 _sendToken,
IERC20 receiveToken,
uint256 sendQuantityUnits,
uint256 minReceiveQuantityUnits,
string memory tradeAdapterName,
bool isLever

internal
view
returns (ActionInfo memory)

uint256 totalSupply = setToken.totalSupply():;

return createAndValidateActionInfoNotional (
__setToken,
__sendToken,
_receiveToken,
_sendQuantityUnits.preciseMul (totalSupply),
_minReceiveQuantityUnits.preciseMul (totalSupply),
_tradeAdapterName,
_isLever

);



/**

* Construct the ActionInfo struct for lever and delever accepting notional units

*/

function createAndValidateActionInfoNotional (
ISetToken setToken,
IERC20 sendToken,
IERC20 receiveToken,
uint256 notionalSendQuantity,
uint256 minNotionalReceiveQuantity,
string memory tradeAdapterName,

bool isLever

internal

view

returns (ActionInfo memory)

uint256 totalSupply = setToken.totalSupply();
ActionInfo memory actionInfo = ActionInfo ({
exchangeAdapter: IExchangeAdapter (getAndValidateAdapter ( tradeAdapterName)),

b

setToken: setToken,

collateralCTokenAsset: isLever ? underlyingToCToken[ receiveToken] : underlyingToCToken[ sendToken],

borrowCTokenAsset: isLever ? underlyingToCToken[ sendToken]

setTotalSupply: totalSupply,
notionalSendQuantity: notionalSendQuantity,

minNotionalReceiveQuantity: minNotionalReceiveQuantity,

underlyingToCToken[ receiveToken],

preTradeReceiveTokenBalance: IERC20( receiveToken) .balanceOf (address( setToken))

_validateCommon (actionInfo) ;

return actionInfo;



function validateCommon (ActionInfo memory actionInfo) internal view {

require (collateralCTokenEnabled[ actionInfo.setToken][ actionInfo.collateralCTokenAsset], "Collateral not
enabled") ;

require (borrowCTokenEnabled[ actionInfo.setToken][ actionInfo.borrowCTokenAsset], "Borrow not enabled");
require( _actionInfo.collateralCTokenAsset != actionInfo.borrowCTokenAsset, "Must be different");
require( actionInfo.notionalSendQuantity > 0, "Quantity is 0");

function getCollateralPosition(ISetToken setToken, ICErc20 cToken, uint256 setTotalSupply) internal view
returns (uint256) {

uint256 collateralNotionalBalance = cToken.balanceOf (address(_setToken));
return collateralNotionalBalance.preciseDiv( setTotalSupply);

/**
* Get borrow position. If should accrue interest is true, then accrue interest on Compound and use current
borrow balance, else use the stored value to save gas.
* Use the current value for debt redemption, when we need to calculate the exact units of debt that needs to be
repaid.
A
function getBorrowPosition (ISetToken setToken, ICErc20 cToken, uint256 setTotalSupply, bool
_shouldAccruelnterest) internal returns (int256) {
uint256 borrowNotionalBalance = shouldAccruelnterest ? cToken.borrowBalanceCurrent (address( setToken))
_cToken.borrowBalanceStored (address (_setToken)) ;
// Round negative away from 0
int256 borrowPositionUnit = borrowNotionalBalance.preciseDivCeil (_setTotalSupply) .toInt256() .mul (-1);

return borrowPositionUnit;



/*
Copyright 2020 Set Labs Inc.

Licensed under the Apache License, Version 2.0 (the "License");
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You may obtain a copy of the License at
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Unless required by applicable law or agreed to in writing, software
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pragma solidity 0.6.10;
pragma experimental "ABIEncoderV2";

import { ReentrancyGuard } from "@openzeppelin/contracts/utils/ReentrancyGuard.sol";
import { SafeMath } from "Qopenzeppelin/contracts/math/SafeMath.sol";
import { SafeCast } from "Qopenzeppelin/contracts/utils/SafeCast.sol";

import { IController } from "../../interfaces/IController.sol";

import { IERC20 } from "@openzeppelin/contracts/token/ERC20/IERC20.s0l";

import { IExchangeAdapter } from "../../interfaces/IExchangeAdapter.sol";

import { IIntegrationRegistry } from "../../interfaces/IIntegrationRegistry.sol";
import { Invoke } from "../lib/Invoke.sol";

import { ISetToken } from "../../interfaces/ISetToken.sol";

import { ModuleBase } from "../lib/ModuleBase.sol";

import { Position } from "../lib/Position.sol";

import { PreciseUnitMath } from "../../lib/PreciseUnitMath.sol";



/**
* @title TradeModule
* @author Set Protocol
*
* Module that enables SetTokens to perform atomic trades using Decentralized Exchanges
* such as linch or Kyber. Integrations mappings are stored on the IntegrationRegistry contract.
*/
contract TradeModule is ModuleBase, ReentrancyGuard {
using SafeCast for int256;
using SafeMath for uint256;

using Invoke for ISetToken;

using Position for ISetToken;
using PreciseUnitMath for uint256;

struct TradeInfo {

ISetToken setToken; // Instance of SetToken
IExchangeAdapter exchangeAdapter; // Instance of exchange adapter contract
address sendToken; // Address of token being sold
address receiveToken; // Address of token being bought
uint256 setTotalSupply; // Total supply of SetToken in Precise Units (10718)
uint256 totalSendQuantity; // Total quantity of sold token (position unit x total
supply)

uint256 totalMinReceiveQuantity; // Total minimum quantity of token to receive back
uint256 preTradeSendTokenBalance; // Total initial balance of token being sold
uint256 preTradeReceiveTokenBalance; // Total initial balance of token being bought

}

/* ============ Events ============ */

event ComponentExchanged (



address _setToken,

address _sendToken,

address receiveToken,
address _exchangeAdapter,
uint256 totalSendAmount,
uint256 totalReceiveAmount,
uint256 protocolFee

[

// 0 index stores the fee % charged in the trade function
uint256 constant internal TRADE MODULE PROTOCOL FEE INDEX = 0;

constructor (IController controller) public ModuleBase( controller) ({}

/'k'k
* Initializes this module to the SetToken. Only callable by the SetToken's manager.
*

* @param _setToken Instance of the SetToken to initialize
*/
function initialize(
ISetToken setToken

external
onlyValidAndPendingSet (_setToken)

onlySetManager (_setToken, msg.sender)

_setToken.initializeModule();



* Executes a trade on a supported DEX. Only callable by the SetToken's manager.
* @dev Although the SetToken units are passed in for the send and receive quantities, the total quantity
* sent and received is the quantity of SetToken units multiplied by the SetToken totalSupply.

* @param _setToken Instance of the SetToken to trade

* @param _exchangeName Human readable name of the exchange in the integrations registry
* @param _sendToken Address of the token to be sent to the exchange

* @param _sendQuantity Units of token in SetToken sent to the exchange

* @param _receiveToken Address of the token that will be received from the exchange

* @param minReceiveQuantity Min units of token in SetToken to be received from the exchange
* @param _data Arbitrary bytes to be used to construct trade call data

*/

function trade (
ISetToken _setToken,
string memory _exchangeName,
address _sendToken,
uint256 sendQuantity,
address receiveToken,
uint256 minReceiveQuantity,
bytes memory data

external
nonReentrant
onlyManagerAndvValidSet (_setToken)

TradeInfo memory tradeInfo = getTradeInfo(
__setToken,
_exchangeName,
_sendToken,
_receiveToken,
_sendQuantity,
_minReceiveQuantity



)

_validatePreTradeData (tradeInfo, sendQuantity);
_executeTrade (tradeInfo, data);

uint256 exchangedQuantity = validatePostTrade (tradeInfo);

uint256 protocolFee = accrueProtocolFee (tradeInfo, exchangedQuantity);

uint256 netSendAmount,
uint256 netReceiveAmount
) = updateSetTokenPositions (tradelInfo);

emit ComponentExchanged (
address (_setToken),
__sendToken,
__receiveToken,
address (tradeInfo.exchangeAdapter),
netSendAmount,
netReceiveAmount,
protocolFee

/**
* Removes this module from the SetToken, wvia call by the SetToken. Left with empty logic

* here because there are no check needed to verify removal.
*/

function removeModule () external override {}



* Create and return TradeInfo struct

* @param _setToken Instance of the SetToken to trade

* @param _exchangeName Human readable name of the exchange in the integrations registry
* @param _sendToken Address of the token to be sent to the exchange

* @param _receiveToken Address of the token that will be received from the exchange

* @param _sendQuantity Units of token in SetToken sent to the exchange

* @param minReceiveQuantity Min units of token in SetToken to be received from the exchange
*

* return TradelInfo Struct containing data for trade
*/
function getTradeInfo (

ISetToken setToken,

string memory exchangeName,

address _sendToken,

address receiveToken,

uint256 sendQuantity,

uint256 minReceiveQuantity

internal

view

returns (TradeInfo memory)
TradeInfo memory tradeInfo;
tradeInfo.setToken = setToken;

tradeInfo.exchangeAdapter = IExchangeAdapter (getAndValidateAdapter ( exchangeName)) ;

tradeInfo.sendToken = sendToken;
tradeInfo.receiveToken = receiveToken;

tradeInfo.setTotalSupply = setToken.totalSupply();



tradelInfo.totalSendQuantity = Position.getDefaultTotalNotional (tradeInfo.setTotalSupply, _sendQuantity);

tradeInfo.totalMinReceiveQuantity = Position.getDefaultTotalNotional (tradeInfo.setTotalSupply,
_minReceiveQuantity) ;

tradeInfo.preTradeSendTokenBalance = IERC20 ( sendToken) .balanceOf (address (_ setToken));
tradeInfo.preTradeReceiveTokenBalance = IERC20( receiveToken) .balanceOf (address( setToken)) ;

return tradelInfo;

* Validate pre trade data. Check exchange is valid, token quantity is valid.

* @param _tradeInfo Struct containing trade information used in internal functions
* @param _sendQuantity Units of token in SetToken sent to the exchange
*/

function validatePreTradeData (TradeInfo memory tradelInfo, uint256 sendQuantity) internal view {
require( _tradeInfo.totalSendQuantity > 0, "Token to sell must be nonzero");

require (

_tradeInfo.setToken.hasSufficientDefaultUnits( tradeInfo.sendToken, sendQuantity),
"Unit cant be greater than existing"

* Invoke approve for send token, get method data and invoke trade in the context of the SetToken.

* @param _tradeInfo Struct containing trade information used in internal functions
* @param _data Arbitrary bytes to be used to construct trade call data
*/

function executeTrade (



TradeInfo memory tradelInfo,
bytes memory data

internal

// Get spender address from exchange adapter and invoke approve for exact amount on SetToken
_tradeInfo.setToken.invokeApprove (

_tradeInfo.sendToken,

_tradeInfo.exchangeAdapter.getSpender(),

_tradeInfo.totalSendQuantity
)i

address targetExchange,
uint256 callValue,
bytes memory methodData

) = _tradeInfo.exchangeAdapter.getTradeCalldata (
_tradeInfo.sendToken,
_tradeInfo.receiveToken,
address (_tradeInfo.setToken),
_tradeInfo.totalSendQuantity,
_tradeInfo.totalMinReceiveQuantity,
_data

);

_tradeInfo.setToken.invoke (targetExchange, callValue, methodData);

* Validate post trade data.

* @param _tradeInfo Struct containing trade information used in internal functions
* @return uint256 Total quantity of receive token that was exchanged
*/



function validatePostTrade (TradeInfo memory tradeInfo) internal view returns (uint256) {
uint256 exchangedQuantity = IERC20( tradelInfo.receiveToken)
.balanceOf (address (_tradeInfo.setToken))
.sub(_tradeInfo.preTradeReceiveTokenBalance) ;

require (
exchangedQuantity >= tradeInfo.totalMinReceiveQuantity,
"Slippage greater than allowed"

);

return exchangedQuantity;

* Retrieve fee from controller and calculate total protocol fee and send from SetToken to protocol recipient

* @param _tradeInfo Struct containing trade information used in internal functions
* @return uint256 Amount of receive token taken as protocol fee
*/

function accrueProtocolFee (TradeInfo memory tradeInfo, uint256 exchangedQuantity) internal returns (uint256)
uint256 protocolFeeTotal = getModuleFee (TRADE MODULE PROTOCOL FEE INDEX, exchangedQuantity):;
payProtocolFeeFromSetToken ( tradeInfo.setToken, tradelInfo.receiveToken, protocolFeeTotal);

return protocolFeeTotal;

* Update SetToken positions

* @param _tradeInfo Struct containing trade information used in internal functions
* @return uint256 Amount of sendTokens used in the trade
* @dreturn uint256 Amount of receiveTokens used in the trade (net of fees)



*/
function updateSetTokenPositions (TradeInfo memory tradeInfo) internal returns (uint256, uint256) {
(uint256 currentSendTokenBalance,,) = _tradelInfo.setToken.calculateAndEditDefaultPosition(
_tradeInfo.sendToken,
_tradeInfo.setTotalSupply,
_tradeInfo.preTradeSendTokenBalance

) ;

(uint256 currentReceiveTokenBalance,,) = tradeInfo.setToken.calculateAndEditDefaultPosition (
_tradeInfo.receiveToken,
_tradeInfo.setTotalSupply,
_tradeInfo.preTradeReceiveTokenBalance

);

return (
_tradeInfo.preTradeSendTokenBalance.sub (currentSendTokenBalance),
currentReceiveTokenBalance.sub( tradeInfo.preTradeReceiveTokenBalance)

);



/*

*/

Copyright 2020 Set Labs Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

SPDX-License-Identifier: Apache License, Version 2.0

pragma solidity 0.6.10;

pragma experimental "ABIEncoderV2";

import { IERC20 } from "@openzeppelin/contracts/token/ERC20/IERC20.s0l";

import { ReentrancyGuard } from "@openzeppelin/contracts/utils/ReentrancyGuard.sol";
import { SafeCast } from "Qopenzeppelin/contracts/utils/SafeCast.sol";

import { SafeMath } from "Qopenzeppelin/contracts/math/SafeMath.sol";

import { IController } from "../../interfaces/IController.sol";

import { IIntegrationRegistry } from "../../interfaces/IIntegrationRegistry.sol";
import { Invoke } from "../lib/Invoke.sol";

import { ISetToken } from "../../interfaces/ISetToken.sol";

import { IWETH } from "../../interfaces/external/IWETH.sol";

import { IWrapAdapter } from "../../interfaces/IWrapAdapter.sol";

import { ModuleBase } from "../lib/ModuleBase.sol";

import { Position } from "../lib/Position.sol";



import { PreciseUnitMath } from "../../lib/PreciseUnitMath.sol";

/**
* @title WrapModule
* @author Set Protocol

* Module that enables the wrapping of ERC20 and Ether positions via third party protocols. The WrapModule
* works in conjunction with WrapAdapters, in which the wrapAdapterID / integrationNames are stored on the
* integration registry.

*

* Some examples of wrap actions include wrapping, DAI to cDAI (Compound) or Dai to aDai (AAVE).
*/
contract WrapModule is ModuleBase, ReentrancyGuard {
using SafeCast for int256;
using PreciseUnitMath for uint256;
using Position for uint256;
using SafeMath for uint256;

using Invoke for ISetToken;
using Position for ISetToken.Position;
using Position for ISetToken;

event ComponentWrapped (
address indexed _setToken,
address _underlyingToken,
address wrappedToken,
uint256 underlyingQuantity,
string integrationName

) ;

event ComponentUnwrapped (
address indexed _setToken,



address _underlyingToken,
address wrappedToken,
uint256 wrappedQuantity,
string integrationName

// Wrapped ETH address
IWETH public weth;

/* ============ (Constructor ============ */
/ * %
* @param _controller Address of controller contract
* @param _weth Address of wrapped eth
*
/
constructor (IController controller, IWETH weth) public ModuleBase( controller) {
weth = weth;
}
/* ============ fxXternal Functions ============ */
/ * %

* MANAGER-ONLY: Instructs the SetToken to wrap an underlying asset into a wrappedToken via a specified adapter.

* @param setToken Instance of the SetToken

* @param underlyingToken Address of the component to be wrapped

* @param wrappedToken Address of the desired wrapped token

* @param underlyingUnits Quantity of underlying units in Position units

* @param _integrationName Name of wrap module integration (mapping on integration registry)
*/

function wrap (
ISetToken setToken,



address _underlyingToken,
address _wrappedToken,

uint256 underlyingUnits,

string calldata integrationName

external
nonReentrant
onlyManagerAndValidSet (_setToken)

uint256 notionalUnderlyingWrapped = validateWrapAndUpdate (
_integrationName,
__setToken,
_underlyingToken,
_wrappedToken,
_underlyingUnits,
false // does not use Ether
) i

emit ComponentWrapped (
address (_setToken),
_underlyingToken,
_wrappedToken,
notionalUnderlyingWrapped,
_integrationName

)7

/**

* MANAGER-ONLY: Instructs the SetToken to wrap Ether into a wrappedToken via a specified adapter. Since
SetTokens

* only hold WETH, in order to support protocols that collateralize with Ether the SetToken's WETH must be
unwrapped

* first before sending to the external protocol.
*



* @param _setToken Instance of the SetToken

* @param wrappedToken Address of the desired wrapped token

* @param underlyingUnits Quantity of underlying units in Position units

* @param _integrationName Name of wrap module integration (mapping on integration registry)
*/

function wrapWithEther (
ISetToken _setToken,
address _wrappedToken,
uint256 underlyingUnits,
string calldata _integrationName

external
nonReentrant
onlyManagerAndValidSet (_setToken)

uint256 notionalUnderlyingWrapped = validateWrapAndUpdate (
_integrationName,
__setToken,
address (weth),
_wrappedToken,
_underlyingUnits,
true // uses Ether
)

emit ComponentWrapped (
address (_setToken),
address (weth),
_wrappedToken,
notionalUnderlyingWrapped,
_integrationName

)

/**



* MANAGER-ONLY: Instructs the SetToken to unwrap a wrapped asset into its underlying via a specified adapter.

* @param _setToken Instance of the SetToken

* @param underlyingToken Address of the underlying asset

* @param wrappedToken Address of the component to be unwrapped

* @param _wrappedUnits Quantity of wrapped tokens in Position units

* @param _integrationName ID of wrap module integration (mapping on integration registry)
*/

function unwrap (
ISetToken setToken,
address _underlyingToken,
address _wrappedToken,
uint256 wrappedUnits,
string calldata integrationName

external
nonReentrant
onlyManagerAndValidSet (_setToken)

uint256 notionalUnderlyingUnwrapped = validateUnwrapAndUpdate (
_integrationName,
_setToken,
_underlyingToken,
_wrappedToken,
_wrappedUnits,
false // uses Ether
)

emit ComponentUnwrapped (
address (_setToken),
_underlyingToken,
_wrappedToken,
notionalUnderlyingUnwrapped,
_integrationName



/**
* MANAGER-ONLY: Instructs the SetToken to unwrap a wrapped asset collateralized by Ether into Wrapped Ether.
Since
* external protocol will send back Ether that Ether must be Wrapped into WETH in order to be accounted for by

SetToken.

*

* @param _setToken Instance of the SetToken

* @param wrappedToken Address of the component to be unwrapped

* @param wrappedUnits Quantity of wrapped tokens in Position units

* @param _integrationName ID of wrap module integration (mapping on integration registry)
*/

function unwrapWithEther (
ISetToken _setToken,
address _wrappedToken,
uint256 wrappedUnits,
string calldata integrationName

external
nonReentrant
onlyManagerAndValidSet (_setToken)

uint256 notionalUnderlyingUnwrapped = validateUnwrapAndUpdate (
_integrationName,
_setToken,
address (weth),
_wrappedToken,
_wrappedUnits,
true // uses Ether
)i

emit ComponentUnwrapped (



address (_setToken),

address (weth),
_wrappedToken,
notionalUnderlyingUnwrapped,
_integrationName

);

/**
* Initializes this module to the SetToken. Only callable by the SetToken's manager.
*
* @param setToken Instance of the SetToken to issue
*/
function initialize (ISetToken setToken) external onlySetManager ( setToken, msg.sender) {
require (controller.isSet (address(_setToken)), "Must be controller-enabled SetToken");
require (isSetPendingInitialization( setToken), "Must be pending initialization");
_setToken.initializeModule();

/'k'k

* Removes this module from the SetToken, via call by the SetToken.
*/

function removeModule () external override {}

/* ============ Internal Functions e T T */

/**

* Validates the wrap operation is valid. In particular, the following checks are made:
* - The position is Default

* - The position has sufficient units given the transact quantity

* - The transact quantity > 0

* It is expected that the adapter will check if wrappedToken/underlyingToken are a valid pair for the given



*

*/

integration.

function validatelInputs (

*

*

*/

ISetToken setToken,
address transactPosition,
uint256 transactPositionUnits

internal
view

require (_setToken.hasDefaultPosition( transactPosition), "Target default position must be component");
require (

_setToken.hasSufficientDefaultUnits( transactPosition, transactPositionUnits),

"Unit cant be greater than existing"
) ;

require(_ transactPositionUnits > 0, "Target position units must be >0");

The WrapModule calculates the total notional underlying to wrap, approves the underlying to the 3rd party
integration contract, then invokes the SetToken to call wrap by passing its calldata along. When raw ETH
is being used ( usesEther = true) WETH position must first be unwrapped and underlyingAddress sent to
adapter must be external protocol's ETH representative address.

Returns notional amount of underlying tokens wrapped.

function validateWrapAndUpdate (

string calldata integrationName,
ISetToken setToken,

address _underlyingToken,

address wrappedToken,

uint256 underlyingUnits,

bool usesEther



internal
returns (uint256)

_validateInputs( setToken, underlyingToken, underlyingUnits);

// Snapshot pre wrap balances
(
uint256 preActionUnderlyingNotional,
uint256 preActionWrapNotional
) = _snapshotTargetAssetsBalance( setToken, underlyingToken, wrappedToken);

uint256 notionalUnderlying = setToken.totalSupply().getDefaultTotalNotional ( underlyingUnits);
IWrapAdapter wrapAdapter = IWrapAdapter (getAndValidateAdapter ( integrationName)) ;

// Execute any pre-wrap actions depending on if using raw ETH or not
if (_usesEther) {
_setToken.invokeUnwrapWETH (address (weth), notionalUnderlying);
} else {
address spender = wrapAdapter.getSpenderAddress ( underlyingToken, wrappedToken);

_setToken.invokeApprove (_underlyingToken, spender, notionalUnderlying);

// Get function call data and invoke on SetToken
_createWrapDataAndInvoke (
_setToken,
wrapAdapter,
_usesEther ? wrapAdapter.ETH TOKEN ADDRESS() : underlyingToken,
_wrappedToken,
notionalUnderlying

) ;

// Snapshot post wrap balances



*

*

*/

uint256 postActionUnderlyingNotional,
uint256 postActionWrapNotional
) = snapshotTargetAssetsBalance( setToken, underlyingToken, wrappedToken);

_updatePosition( setToken, underlyingToken, preActionUnderlyingNotional, postActionUnderlyingNotional);
_updatePosition( setToken, wrappedToken, preActionWrapNotional, postActionWrapNotional);

return preActionUnderlyingNotional.sub (postActionUnderlyingNotional) ;

The WrapModule calculates the total notional wrap token to unwrap, then invokes the SetToken to call
unwrap by passing its calldata along. When raw ETH is being used ( usesEther = true) underlyingAddress
sent to adapter must be set to external protocol's ETH representative address and ETH returned from
external protocol is wrapped.

Returns notional amount of underlying tokens unwrapped.

function validateUnwrapAndUpdate (

string calldata _integrationName,
ISetToken _setToken,

address underlyingToken,

address _wrappedToken,

uint256 wrappedTokenUnits,

bool usesEther

internal
returns (uint256)

_validateInputs( setToken, wrappedToken, wrappedTokenUnits);

uint256 preActionUnderlyingNotional,



uint256 preActionWrapNotional
) = snapshotTargetAssetsBalance( setToken, underlyingToken, wrappedToken);

uint256 notionalWrappedToken = setToken.totalSupply() .getDefaultTotalNotional ( wrappedTokenUnits);
IWrapAdapter wrapAdapter = IWrapAdapter (getAndValidateAdapter ( integrationName)) ;

// Get function call data and invoke on SetToken
_createUnwrapDataAndInvoke (
__setToken,
wrapAdapter,
_usesEther ? wrapAdapter.ETH TOKEN ADDRESS () : _underlyingToken,
_wrappedToken,
notionalWrappedToken
);

if (_usesEther) {
_setToken.invokeWrapWETH (address (weth), address( setToken) .balance);

uint256 postActionUnderlyingNotional,
uint256 postActionWrapNotional
) = snapshotTargetAssetsBalance( setToken, underlyingToken, wrappedToken);

_updatePosition( setToken, underlyingToken, preActionUnderlyingNotional, postActionUnderlyingNotional);
_updatePosition( setToken, wrappedToken, preActionWrapNotional, postActionWrapNotional);

return postActionUnderlyingNotional.sub (preActionUnderlyingNotional) ;

/*k*k
* Create the calldata for wrap and then invoke the call on the SetToken.
*/

function createWrapDataAndInvoke (



ISetToken _setToken,
IWrapAdapter wrapAdapter,
address underlyingToken,
address wrappedToken,
uint256 notionalUnderlying
) internal {
(
address callTarget,
uint256 callValue,
bytes memory callByteData
) = _wrapAdapter.getWrapCallData (
_underlyingToken,
_wrappedToken,
_notionalUnderlying

)7

_setToken.invoke (callTarget, callValue, callByteData);

/**
* Create the calldata for unwrap and then invoke the call on the SetToken.
*/

function createUnwrapDataAndInvoke (

ISetToken setToken,
IWrapAdapter wrapAdapter,
address _underlyingToken,
address _wrappedToken,
uint256 notionalUnderlying

) internal {

(
address callTarget,
uint256 callValue,
bytes memory callByteData
) = wrapAdapter.getUnwrapCallData (



_underlyingToken,
_wrappedToken,
_notionalUnderlying

)7

_setToken.invoke (callTarget, callValue, callByteData);

/**

* After a wrap/unwrap operation, check the underlying and wrap token quantities and recalculate
* the units ((total tokens - airdrop)/ total supply). Then update the position on the SetToken.
*/
function updatePosition(

ISetToken setToken,

address _token,

uint256 preActionTokenBalance,

uint256 postActionTokenBalance

) internal {
uint256 newUnit = setToken.totalSupply () .calculateDefaultEditPositionUnit (

_preActionTokenBalance,
_postActionTokenBalance,
_setToken.getDefaultPositionRealUnit (_token) .toUint256 ()

) ;

_setToken.editDefaultPosition( token, newUnit);

/**
* Take snapshot of SetToken's balance of underlying and wrapped tokens.
*/
function snapshotTargetAssetsBalance (
ISetToken _setToken,
address underlyingToken,
address wrappedToken



) internal view returns (uint256, uint256) {

uint256 underlyingTokenBalance = IERC20( underlyingToken) .balanceOf (address(_ setToken));
uint256 wrapTokenBalance = IERC20( wrappedToken) .balanceOf (address( setToken));

return (

underlyingTokenBalance,
wrapTokenBalance
);



