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Introduction

2019 Verizon
Data Breach Investigation Report



2019 Verizon Data Breach Investigation Report (DBIR)
●

●

●

https://hypr.ink/dbir


2019 Verizon Data Breach Investigation Report (DBIR)



2019 Verizon Data Breach Investigation Report (DBIR)



2019 Verizon Data Breach Investigation Report - cont.



2019 Verizon Data Breach Investigation Report - cont.



2019 DBIR - Education Statistics
●

●

●

●

●

●

https://hypr.ink/dbir-ed


See Also: K-12 Cybersecurity Resource Center

●

●

●

●

https://k12cybersecure.com/map/news-reports/
https://hypr.ink/K-12CRC


Session 1

Ethically Hacking a School District
(A Case Study)



What is Ethical Hacking? (Offensive Security)
●

●

●



What is Ethical Hacking? (Offensive Security)



Getting Started - Engagement Scoping Meeting
●

●

●

●

●



Signed Engagement Contract



Statement of Work (SoW)

●
●
●
●
●
●
●



Letter of Authorization (LoA)
●

●



Rules of Engagement (RoE)

●

●
●

●
●
●
●



Engagement Details
●

●

●

●
   

https://hypr.ink/k0y9r
https://hypr.ink/vfp42
https://hypr.ink/rlur0j
https://hypr.ink/fag5ae


Engagement Details - cont.
●

●

●

●

●

－



Security Testing Approach



Security Testing Methodology
●
●

OSINT 
tools

https://hypr.ink/nistsp115
https://hypr.ink/ptes


Potential Educational Cyber Threat Actors

✓

✓
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Potential Educational Cyber Threat Actors

•

–



Attack Surface - Interesting Educational Targets
●

－

－

●
－

●
－

●
－

●
－
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Attack Surface - Interesting Educational Targets - cont.
●

－

－

●
－

●
－

●
－



Phase 1
Discovery



Discovery - Black Box Approach



Discovery - Anonymous using VPN
●

●



Discovery - Anonymous using Tor
●

●

●

https://hypr.ink/tor


Discovery - Anonymous using Whonix OS
●

https://hypr.ink/who


Discovery - Anonymous using Tails
●

https://hypr.ink/tails


Scanning & Enumeration - Vulnerability Scan



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Scanning & Enumeration - Vulnerability Scan cont.



Phase 2
Gaining Access



Gaining Access - Attack/Exploit



Gaining Access - Attack/Exploit - exploit-db.com



Gaining Access - Attack/Exploit - exploit-db.com



Gaining Access - Attack/Exploit



Gaining Access - Attack/Exploit



Gaining Access - Attack/Exploit



Gaining Access - Attack/Exploit

Solaris sadmind AUTH_SYS Credential Remote Command Execution



Gaining Access - Attack/Exploit

Solaris sadmind AUTH_SYS Credential Remote Command Execution



Gaining Access - Attack/Exploit

Crack passwords gained from Solaris sadmind AUTH_SYS exploit



Tools & Resources Utilized
Security Tools:

● Google

● YouTube

● Nmap w/NSE Scripts

● Netcat

● Nessus Professional Feed

● Burp Suite Pro

● W3af

● Nikto

● John The Ripper

● Metasploit Framework 2, 3

● FOCA Free

● Kali Linux

● Mac OS X Command Shell

● Firefox Browser

○ XSS Me

○ Tamper Data

● exploit-db.com

Documentation / White Papers:
● A Case Study in Solaris Sadmind Exploitation (SANS GIAC)
● Ricoh Aficio 2501 Network Guide (Ricoh)
● Auditing and Securing Multifunction Devices (SANS Institute)
● Abusing JBoss (Trustwave)
● Hacking JBoss (n.runs)
● The Lost Keys Keyboarding Skill Building Game (FableVision)
● JMX Console Authentication Bypass Via Verb Tampering (Minded Security Labs)

Exploit Scripts:
● sadmind_exec.rb 

－ (ruby script, Solaris sadmind buffer overflow exploit via Metasploit)
● jboss-autopwn.sh 

－ (shell script, JBoss exploits, callsl Metasploit, Curl, Netcat)
● raptor_rlogin.c 

－ (compiled c program, Solaris rlogin buffer overflow exploit)
● rootdown.pl 

－ (perl script, Solaris remote command execution via sadmind exploit)
● bsd_telnetd_remote_buffer_overflow.c 

－ (compiled c program, BSD telnetd remote root exploit)
● apache_tomcat_dir_trav.c 

－ (compiled c program, Apache Tomcat < 6.0.18 UTF8 Directory Traversal 
Vulnerability get /etc/passwd exploit)



Case Study Observations & Recommendations
1. Build a culture of security. You get out of of it what you put into it.

2. Invest in the technical security development of district IT staff.

3. Maintain a strong and ongoing Security Awareness Training program for all district staff.

4. Maintain a strong perimeter firewall.  Regularly review and maintain FW policies and rules.

5. A perimeter firewall is not enough, you must manage internal risk.

6. Regularly scan all infrastructure and applications to identify vulnerabilities.

7. Patch, patch, patch (and then patch some more ☺).

8. Formalize your Change Management process & schedule regular outage windows.

9. Regularly test your security controls (offensive security).

10. Maintain offline backups of both systems and data.

11. Require 2FA/MFA for privileged access to sensitive data.



Case Study Observations & Recommendations cont.
12. Review IDS/IPS, system, and network log files on a regular basis. Invest in a SIEM.

13. Minimize information disclosure where possible, including service banners, OS and 

application versions, phone numbers, email addresses.

14. Harden operating systems, applications and middleware, virtual images.

15. Change default / easily guessed passwords for service accounts - default vendor 

passwords.

16. Use secure coding practices and test web apps for vulnerabilities, especially when 

developed in-house.

17. Hire professional or managed services where you have skill gaps.

http://cirt.net/passwords
http://cirt.net/passwords


Security Tool & Resource Recommendations
1. Offensive Security

● Kali Linux Advanced Penetration Testing distribution

● Commando VM Windows Offensive Distribution

● PentestBox Portable Penetration Testing Environment for Windows

2. Web Application Security

● OWASP Top 10 Critical Web Application Security Risks

● OWASP SAMM Software Assurance Maturity Model

● Arachni Web Application Security Scanner, free open source

● Burp Suite (Community, Pro, Enterprise) Web Vulnerability Scanner & Web App Testing

3. System & Application Hardening

● Center for Internet Security CIS Hardening Benchmarks

● NIST National Security Checklist Program Repository

https://www.kali.org/
https://www.fireeye.com/blog/threat-research/2019/03/commando-vm-windows-offensive-distribution.html
https://pentestbox.org/
https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf
https://owaspsamm.org/blog/2020/01/31/samm2-release/
https://www.arachni-scanner.com/
https://portswigger.net/burp
http://www.cisecurity.org
https://nvd.nist.gov/ncp/repository


Security Tool & Resource Recommendations - cont.
4. Cybersecurity Controls & Frameworks

● Center for Internet Security 20 CIS Controls 

● NIST Cybersecurity Framework

● NIST SP 800-53

5. Cybersecurity Risk Assessment

● Center for Internet Security CIS Risk Assessment Method

● Consortium of School Networking CoSN District Security Self-Assessment Checklist

● Cybersecurity & Infrastructure Security Agency (CISA) Cyber Security Evaluation Tool

6. Free Security Tools

● McAfee Free Tools (check out Ransomware Recover)

● SecTools.Org Top 125 Network Security Tools (slightly dated)

https://www.cisecurity.org/controls/cis-controls-list/
https://www.nist.gov/cyberframework
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://learn.cisecurity.org/cis-ram
https://www.cosn.org/sites/default/files/2017%20Cybersecurity%20checklist.pdf
https://www.us-cert.gov/ics/Downloading-and-Installing-CSET
https://www.mcafee.com/enterprise/en-us/downloads/free-tools.html
https://www.mcafee.com/enterprise/en-us/downloads/free-tools/ransomware-decryption.html
https://sectools.org/


Security Tool & Resource Recommendations - cont.
7. Required Reading

● Verizon 

— 2019 Data Breach Investigations Report

— 2020 Data Breach Investigation Report (May 2020)

● The K-12 Cybersecurity Resource Center

— The State of K-12 Cybersecurity - 2018 Year in Review

— The State of K-12 Cybersecurity - 2019 Year in Review (Feb 2020)

● Peerlyst (join for free)

— Essentials of Cybersecurity eBook

https://enterprise.verizon.com/resources/reports/dbir/
https://k12cybersecure.com/2018-year-in-review/
https://k12cybersecure.com/year-in-review/
https://static.peerlyst.com/image/upload/v1486433235/post-attachments/Peerlyst_eBook_2_-_Essentials_of_Cybersecurity_my9upv.pdf


Activity
CoSN Cybersecurity Self-Assessment Checklist



Activity - CoSN Cybersecurity Self-Assessment Checklist
Checklist at hypr.ink/cosn 

● Consortium for School Networking (CoSN)

● CoSN offers the CETL professional certification for EdTech Leaders.

● The cybersecurity self-assessment checklist is a multipart 100-point scale 

that evaluates district security goals, plans and overall implementation 

across the four critical infrastructure components:

— Management (25 points)

— Technology (50 points)

— Business Continuity (15 points)

— Stakeholder / End User (10 points)

https://hypr.ink/cosn


Activity - CoSN Cybersecurity Self-Assessment Checklist
Checklist at hypr.ink/cosn 

How to score your answers: 

● If your answer to a question is an unqualified 'yes', give yourself the 

maximum point value for that question. 

● If your answer is 'maybe' or 'half done' or 'almost', give yourself appropriate 

partial credit up to the maximum point value for that question.

● A definite 'no' rates a zero. 

● Maximum score is 100 points.

https://hypr.ink/cosn


Activity - CoSN Cybersecurity Self-Assessment Checklist

https://docs.google.com/file/d/1Arm_VmRLcEPuXx2kTl1rwyYTvHk39wOE/preview


Activity - CoSN Cybersecurity Self-Assessment Checklist
● Below 20: Either your district doesn’t use IT to any significant degree, or your system is a 

disaster waiting to happen.

● 20 to 39: Your district’s IT system is probably barely meeting the minimal basic security, 

but serious shortcomings remain and problems are likely to occur.

● 40 to 59: Your district’s IT system is beginning to deal with the wide range of security 

requirements, but continued attention and effort will be needed to bring things up to a 

more defendable state.

● 60 to 79: Your district’s IT system is grappling with the wide range of security 

requirements, and while that does not guarantee no problems will occur, you are 

exercising appropriate due diligence, however, some shortcomings remain and 

continued attention and effort will be helpful.

● 80 to 100: Your district’s IT system is a model of good cyber security practice. 

Maintaining this status will require continuing attention and action.



Session 2

Intro to Open Source Intelligence 
(OSINT)

(or) What information is your district inadvertently sharing?



Open Source Intelligence - OSINT

“Ninety percent of intelligence comes from open sources. The 

other 10 percent, the clandestine work, is just the more 

dramatic. The real intelligence hero is Sherlock Holmes, not 

James Bond.”

- Samuel V. Wilson, former director of the Defense Intelligence Agency



What is Offensive OSINT?
● The first step in a targeted attack – or a penetration test or red team activity – is 

gathering intelligence on the target.  This is many times referred to as 

‘footprinting’ or ‘reconnaissance’, or ‘recon’ for short.

● To get this information, a criminal hacker  or pentest team uses various tools and 

technologies.

● Passive recon tools and processes never 'touch' the target.

● Active recon involves using tools and processes that ‘touch’ the target’s system 

and may be logged.

● Recon usually starts with scraping information from public sources, collectively 

known as open source intelligence or OSINT.



Passive vs Active OSINT
● Passive recon tools and processes never 'touch' the target.

● Active recon involves using tools and processes that ‘touch’ the target’s system 

and may be logged by target systems.



Do Districts Inadvertently Share Too Much Intelligence?
Questions to Consider:

1. How do districts protect sensitive information from exposure to criminal 

hackers while also serving the information needs of staff, parents and 

students?

2. As taxpayer-funded entities, what information are districts legally required 

to share publicly (FOIA)?  How might that be used by criminal hackers?

3. What other sensitive information do districts typically share (not legally 

required), but could be used against them by criminal hackers?



Do Districts Share Too Much Intelligence?



WA State Legislature - Public Records Act
hypr.ink/c7hu7 

● RCW 42.56.420 - Security Exemptions

a. (3) Information compiled by school districts or schools in the development of their comprehensive 

safe school plans under RCW 28A.320.125, to the extent that they identify specific vulnerabilities of 

school districts and each individual school;

b. (4) Information regarding the public and private infrastructure and security of computer and 

telecommunications networks, consisting of security passwords, security access codes and programs, 

access codes for secure software applications, security and service recovery plans, security risk 

assessments, and security test results to the extent that they identify specific system vulnerabilities, 

and other such information the release of which may increase risk to the confidentiality, integrity, or 

availability of security, information technology infrastructure, or assets;

c. (5) The system security and emergency preparedness plan required under RCW 35.21.228, 

35A.21.300, 36.01.210, 36.57.120, 36.57A.170, and 81.112.180;

https://hypr.ink/c7hu7


Phishing Humor

https://docs.google.com/file/d/1nVXIfD_l9HsPjhEvn8LB1nN9wpiht-i3/preview


OSINT - District Information Sharing

e.g. Finalsite staff directory



OSINT - District Information Sharing
https://extapp.sfusd.edu/directory/pdf/Department_Alphabetical_Staff_Listed.pdf 

https://extapp.sfusd.edu/directory/pdf/Department_Alphabetical_Staff_Listed.pdf


OSINT - District Information Sharing



OSINT - District Information Oversharing



Network Discovery Process - Overview



Attempt DNS Zone Transfer

#!/usr/bin/env bash
# You need to have dnsutils installed.

DOMAIN="your_domain_here"

dig NS $DOMAIN +short | sed -e "s/\.$//g" | while 
read nameserver, do echo "Testing $DOMAIN @ 
$nameserver", dig AXFR $DOMAIN "@$nameserver", done

1. This almost never works externally.

2. A DNS zone transfer attempt or DNS lookup actively engages with the target NS.

dns_zone_transfer.sh



DNSdumpster 
subdomain search tool



DNSdumpster 
● A DNS recon web application tool that enumerates subdomains passively. 

● Queries a domain for related subdomain data. It then compiles an 

actionable report for both attackers and defenders of Internet-facing 

systems.

● This tool discovers hard to find subdomains and web hosts. 

● Data sources: Alexa Top 1 Million sites, Search Engines, Common Crawl, 

Certificate Transparency, Max Mind, Team Cymru, Shodan, scans.io.

● Free version only returns first 100 ‘A Records’.

● hypr.ink/DNSdumpster  

https://hypr.ink/DNSdumpster


DNSdumpster

Domain: sfusd.edu



DNSdumpster

Domain: sfusd.edu



OWASP AMASS
automated attack surface mapping



Amass
● OWASP Amass obtains subdomain names by scraping data sources, 

recursive brute forcing, crawling web archives, permuting/altering names 

and reverse DNS sweeping. (-passive, or -active)

● Data sources include: Ask, Baidu, Bing, CommonCrawl, DNSDB, 

DNSDumpster, DNSTable, Dogpile, Exalead, FindSubdomains, Google, 

IPv4Info, Netcraft, PTRArchive, Riddler, SiteDossier, ThreatCrowd, 

VirusTotal, Yahoo, Censys, CertDB, CertSpotter, Crtsh, Entrus, BinaryEdge, 

BufferOver, CIRCL, HackerTarget, PassiveTotal, Robtex, SecurityTrails, 

Shodan, Twitter, Umbrella, URLScan, ArchiveIt, ArchiveToday, Arquivo, 

LoCArchive, OpenUKArchive, UKGovArchive, Wayback.

● hypr.ink/amass 

https://hypr.ink/amass


OWASP Amass - amass enum -src -ip -d wednet.edu



OWASP Amass - amass enum -src -ip -d wednet.edu



OWASP Amass - amass enum -src -ip -d wednet.edu



OWASP Amass - amass enum -src -ip -d wednet.edu



OWASP Amass - amass viz -d3 -d sfusd.edu -o dir

● Domain
● Subdomain
● IP Address
● Netblock
● ASN
● FQDN



OWASP Amass - amass viz -d3 -d sfusd.edu -o dir



Shodan
search engine for Internet-connected devices



Shodan
● Shodan is a search engine that lets the user find specific types of computers 

connected to the internet using a variety of filters.

● Shodan has servers located around the world that crawl the Internet 24/7 to 

provide the latest Internet intelligence.

● Shodan provides a public API that allows other tools to access all of 

Shodan's data. Integrations are available for Nmap, Metasploit, Maltego, 

FOCA, Chrome, Firefox and more.

● Shodan Monitor allows you to see what you currently have connected to 

the Internet within your network range and receive real-time notifications 

when something unexpected shows up.

● hypr.ink/shodan 

https://hypr.ink/shodan


Shodan



Shodan



Shodan



Shodan Monitor



Shodan Monitor



Shodan Monitor



Passive Port Scan Using Nmap NSE Shodan Script
● Nmap Scripting Engine (NSE) allows users to write (and share) simple scripts to 

automate a wide variety of networking tasks.

● Example of combining Nmap with Shodan NSE script using Amass subdomain 

output:

nmap -iL ./amass.domains.txt -sn -Pn -n 
--script=shodan-api --script-args shodan-api.apikey=XXXX

● -sn - Disable Port Scan

● -Pn - Skip host discovery, don’t ping the host,

● -n   - Skip DNS Resolution

● Free Shodan educational account and API key from account.shodan.io/register

https://account.shodan.io/register


Passive Port Scan Using Nmap NSE Shodan Script - cont.
Starting Nmap 7.80 ( https://nmap.org )at 2020-02-28 07:00 PST
Nmap scan report for archive.sfusd.edu (184.175.163.88)
Host is up.

Host script results:
| shodan-api: Report for 184.175.163.88 (sfusd.ggnet.net)
| PORT  PROTO  PRODUCT       VERSION
| 443   tcp    Apache httpd  2.2.14
| 143   tcp                  
| 80    tcp    nginx         0.7.65
| 993   tcp                  
| 22    tcp    OpenSSH       5.3p1 Debian 3 ubuntu 7.1
| 8000  tcp    Apache httpd  2.2.14
|_995   tcp                 



Passive Port Scan Using ZenMap NSE Shodan Script



Intelligence X
search engine & data archive



Intelligence X
● Intelligence X is an independent European technology company founded in 

2018 based in Prague, Czech Republic. 

● It differentiates itself from other search engines in these unique ways:

— The search works with selectors, i.e. specific search terms such as email 

addresses, domains, URLs, IPs, CIDRs, Bitcoin addresses, IPFS hashes, etc.

— It searches in places such as the darknet, document sharing platforms.

— It keeps a historical data archive of results, similar to how the Wayback Machine 

from archive.org stores historical copies of websites.

● hypr.ink/intelx 

https://hypr.ink/intelx


Intelligence X



Intelligence X



Intelligence X
 



Redacted

Redacted

Intelligence X
 



Intelligence X
 



Intelligence X



DNStwist
domain name permutation engine



DNStwist
● dnstwist is a Linux tool that takes in your domain name as a seed and 

generates a list of potential phishing domains.

● It then checks to see if they are registered. 

● It can also test to see if the mail server from MX record can be used to 

intercept misdirected corporate emails.

● hypr.ink/dnstwist 

https://hypr.ink/dnstwist


DNStwist



DNStwister
domain name permutation engine



DNStwister
● dnstwister is a web application that generates a list of domain names that 

are similar to one that you provide, checking to see if any of them are 

registered.

● It can tell you if someone may be using a domain like yours for malicious 

purposes like phishing.

● It can also alert you via email within 24 hours if a new domain is registered 

like yours, if an existing domain has changed IP address or has even been 

unregistered. 



DNStwister



Censys
information gathering tool



Censys
● See your full attack surface in near real time.

● Customizable automated alerts (similar to Shodan Monitor)

— New infrastructure or applications added to your organization by employees, 

contractors, and adversaries. 

— Suspicious new domains or certificates. 

— Emerging threats, vulnerabilities, and CVEs. 

— Changes over time that may indicate problems or adversary activity.



Censys

hypr.ink/censys

http://hypr.ink/censys


theHarvester
information gathering tool



theHarvester
● theHarvester is a python script that gathers emails, subdomains, hosts, 

employee names, open ports and banners from different public sources like 

search engines, PGP key servers and SHODAN computer database.

● This tool helps penetration testers in the early stages of testing to 

understand the target’s footprint on the Internet. It is also useful for anyone 

that wants to know what an attacker can see about their organization.

● Data Sources include: baidu, bing, bingapi, dogpile, google, googleCSE, 

googleplus, google-profiles, linkedin, pgp, twitter, vhost, virustotal, 

threatcrowd, crtsh, netcraft, yahoo, all.

● hypr.ink/theHarvester 

https://hypr.ink/theHarvester


theHarvester



Maltego
interactive, visual data mining



Maltego
● Maltego is used for open-source intelligence 

and forensics.

● Maltego provides a library of transforms (API) 

for discovery of data from open sources, and 

visualizing that information in a graph format, 

suitable for link analysis and data mining.

● The graphs allow you to easily make 

connections between information such as 

name, email organizational structure, 

domains, documents, etc.

● hypr.ink/maltego 

https://hypr.ink/maltego


Maltego - Transforms



Maltego - Legend



Maltego - Domain Search



Maltego - Domain Search

Network

People



OSINT Framework
a collection of OSINT tools



OSINT Framework
● OSINT Framework is a cybersecurity framework, a collection of OSINT tools 

to make intel and data collection tasks easier.

● This tool is mostly used by security researchers and penetration testers for 

digital footprinting, OSINT research, intelligence gathering, and 

reconnaissance.

● It provides a simple web-based interface that allows you to browse different 

OSINT tools filtered by categories.

● It provides an excellent classification of all existing intel sources, making it a 

great resource for knowing what infosec areas you are neglecting to 

explore, or what will be the next suggested OSINT steps for your 

investigation.

● hypr.ink/osintframe 

https://hypr.ink/osintframe


OSINT Framework



Session 3

A Cyber Breach - Now What?
Incident Response (IR) Tabletop Exercise



Agenda - Session 3
● Incident Response (IR) Tabletop Exercise 

－ Over lunch with table partners, you will respond to two IR scenarios with multiple 

injects:

■ District Data Breach

■ District Ransomware Attack

● IR decision tree and discussion questions available at: hypr.ink/ACPEnw 

Submit session questions at: slido.com #highlineschools

https://hypr.ink/ACPEnw


Incident vs Breach
● Incident: A security event that compromises the confidentiality, integrity, or 

availability of an information asset.

● Data Breach: An incident that results in the confirmed disclosure — not just 

potential exposure — of data to an unauthorized party.



Incident Response - Discussion Questions
As the incident scenarios unfold, discuss the following with table partners:

● Who is in charge of the investigation?

● Who is part of the Incident Response team?

● What documents/evidence do you use to guide you?

● What role does each group provide? IT, HR, Legal, Finance, Communications, etc.?

● Do you hire outside support?

● What are you looking for – what would help you confirm a breach of your “crown 

jewels”?

● hypr.ink/ACPEnw 

https://hypr.ink/ACPEnw


Incident Response - Decision Tree
hypr.ink/ACPEnw 

https://hypr.ink/ACPEnw


Scenario 1 - Data Breach

https://docs.google.com/file/d/1klBhek98F2U2IzA5xiyYHC2xigLrTJMN/preview


Scenario 1 - Data Breach
Initial Facts

● On a Saturday afternoon, Special Agent Bob Smith from the 

Seattle FBI calls your Superintendent stating that your 

district’s network may have been compromised.

● Agent Smith states that he doesn’t have any other information 

at this time, but would attempt to gather more and relay it 

back to your Superintendent.  ->



Scenario 1 - Data Breach
Inject #1

● 24 hours later, Special Agent Smith calls back and lets your 

Superintendent know that he has acquired more information. 

Student data traced back to your organization has appeared in 

an investigation of a hacker.

● This student data is highly confidential, and was exfiltrated 

from the district sometime between November 2019 and 

February 2020. This is all Special Agent Smith is allowed to say.  

->



Scenario 1 - Data Breach
Inject #2

● An initial internal investigation reveals that a hacker may have 

phished the credentials of a user and then escalated their 

privileges to that of an admin. With admin credentials, 

sensitive data could be accessed.  ->



Scenario 1 - Data Breach
Inject #3

● A third party forensics investigation has confirmed that your 

Student Information System data was taken. The incident has 

not yet been disclosed to parents or the general public. 

● Rumors of the incident are starting to appear on social media, 

and KING 5 News calls your district office asking for a 

statement.  ->



Scenario 2 - Ransomware Attack

https://docs.google.com/file/d/1HAwE8LFs_eJcCjvzcxpRUCMblFSRHgBB/preview


Scenario 2 - Ransomware
Initial Facts

● An employee calls the help desk stating that her computer 

rebooted and is now displaying a message that says her files 

are now encrypted and that she has 4 days, 23 hours and 20 

minutes to pay a ransom of 1 bitcoin in order to obtain the 

decryption key.  ->



Scenario 2 - Ransomware
Inject #1

● Additional employees have started calling the help desk 

stating they can no longer access their files and shared folder. 

They are receiving the same ransomware message.  ->



Scenario 2 - Ransomware
Inject #2

● Your Security Team has pulled 25 infected computers 

from the network.  ->



Scenario 2 - Ransomware
Inject #3

● News that your district has been the victim of a cryptolocker 

ransomware attack begins to spread on social media. 

● Moments later your district office is contacted by KING 5 

News to confirm these reports.  ->



Ransomware Prevention Tips
1. Apply security patches to keep systems and endpoints up to date.

2. Change default passwords across all access points.

3. Train staff to recognise suspicious emails.

4. Make it harder to roam across your networks.

5. Understand what's connected to your network.

6. Understand what your most important data is and create an effective 

backup strategy.

7. Think hard before you pay a ransom, but if you do create a bitcoin wallet 

in advance and fund it.  It will save precious time.



Ransomware Prevention Tips - cont.
8. Have an Incident Response Plan that includes how to respond to a 

ransomware attack, and test it.

9. Scan and filter email before it reaches your users.

10. Understand what's happening across your network.

11. Ensure antivirus software is up to date on servers and endpoints.



Session 4

Developing a Cybersecurity 
Incident Response Plan

(CSIRP)



What is Incident Response?

“Incident response is an organized approach to addressing and 

managing the aftermath of a security breach or cyberattack, also 

known as an IT incident, computer incident or security incident. 

The goal is to handle the situation in a way that limits damage 

and reduces recovery time and costs.”

- TechTarget



What is an Incident Response Plan?

An IRP provides “the instructions and procedures an organization can 

use to identify, respond to, and mitigate the effects of a cyber 

incident.”

- National Institute of Standards and Technology (NIST) SP 800-34 r1



Security Incident Examples
● A distributed denial of service (DDoS) attack against services.

● A malware or ransomware infection that has encrypted critical 

business files across the corporate network.

● A successful phishing attempt that has led to the exposure of 

personally-identifiable information (PII) of customers.

● An unencrypted laptop known to have sensitive records that has 

gone missing.



Incident Response Timeline

Policy Plan



Example - Incident Response Process Flow Diagram

hypr.ink/lucid 

https://hypr.ink/lucid


Core Phases of Incident Response & Remediation

        1               2                3               4               5              6



● The organization should establish a written set of security policies that define:

—  What is a security incident?

— How will security incidents be handled?

● What should I have in place now before a security incident occurs?

— Security Policy

— Incident Response Plan

— Forensics company on retainer

— External Counsel on retainer

— Cybersecurity Insurance

— Public Communications boilerplate statements for Data Breach, Ransomware, etc.

● SANS Information Security Policy Templates - hypr.ink/5lfhtq 

● MP-LLC Incident Response Templates - hypr.ink/phj6hp 

1. Preparation

https://hypr.ink/5lfhtq
https://hypr.ink/phj6hp


● An incident is initially identified in any number of ways, leading you to start 

your response plan with only slight awareness of what the incident may be. 

● This phase also includes investigation of the depth of the compromise, its 

source, and its success or failure.

2. Identification



● Containment often happens concurrently with identification or 

immediately following. 

● Damaged systems are removed from production, devices are isolated, 

compromised accounts are locked down.

● This is where you stop the bleeding.

3. Containment



● Removing and remediating any damage discovered in the identification 

phase.

● Proper eradication of a cyber incident should be done by trained 

professionals, and should only be done after comprehensive investigation 

into the incident is completed.

● Organizations are sometimes too quick to delete, restore, and re-image at 

the first sign of an incident before they've learned how the attacker got in or 

how much damage was really done.

4. Eradication



● Testing fixes in the eradication phase and transitioning back to normal 

operations. 

● Vulnerabilities are remediated, compromised accounts have passwords 

changed, or are removed altogether.

● Functionality is tested, and day-to-day business resumes.

5. Recovery



● Lessons Learned (retrospective) involves reviewing the steps that were 

taken during each phase.

● Use this review to improve both your incident response capability and 

your security footprint.

6. Lessons Learned



Incident Response Planning - Resources
● Incident Handler’s Handbook - SANS Institute - hypr.ink/sans-ir 

● An Incident Handling Process for Small and Medium Businesses - 

SANS Institute - hypr.ink/y5iukd 

● It’s Not If But When: How to Build Your Cyber Incident Response Plan - 

Kroll - hypr.ink/fidzj5 

● Cyber Security Incident Response Guide - CREST - hypr.ink/crest-ir 

● Initial Security Incident Questionnaire For Responders - MP-LLC - hypr.ink/phj6hp 

● Security Incident Survey Cheat Sheet for Server Administrators - 

MP-LLC - hypr.ink/phj6hp 

● Incident Response Decision Tree - MP-LLC - hypr.ink/phj6hp 

https://hypr.ink/sans-ir
https://hypr.ink/y5iukd
https://hypr.ink/fidzj5
https://hypr.ink/crest-ir
https://hypr.ink/phj6hp
https://hypr.ink/phj6hp
https://hypr.ink/phj6hp


Incident Response Planning - Playbooks
The Incident Response Consortium

● Incident Response Community focused on 

Incident Response, Security Operations and 

Remediation Processes concentrating on 

Best Practices, Playbooks, Runbooks and 

Product Connectors.

● Open Source community; all resources are 

free.

● hypr.ink/irc  

https://hypr.ink/irc


Ways you can engage with us!

Email

● Info@maynardpartners.com

● ERATE@maynardpartners.com

● Cybersecurity@maynardpartners.com  

● Sandy@maynardpartners.com

● Jack@maynardpartners.com

 

Twitter

● @MaynardPartners

www.maynardpartners.com 

mailto:info@maynardpartners.com
mailto:ERATE@MaynardPartners.com
mailto:Cybersecurity@MaynardPartners.com
mailto:sandy@maynardpartners.com
mailto:jack@maynardpartners.com
https://hypr.ink/q09vcj
http://www.maynardpartners.com


Thank You for Hosting!

ACPEnw

OETC

Highline Public Schools


