SOC Data flow

Mapping the flow of data in a next-generation security operations center
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New challenges for SOCs

The nature of security and intelligence is dynamic.

* In the last two decades the nature of war/terrorism has changed with non-state
actors defining and driving the actions and response of states. In turn, this is
redefining the definition of war/aggression and defense/response.

* |In the last decade the nature of communication has changed with smartphones
and tablets redefining what is shared, how much is shared, how widely it is shared,
how quickly it is shared, and what is trusted. This new digital paradigm is
redefining politics, nation-on-nation and/or non-state-on-nation aggression, and
the blurred the lines between propaganda/sedition/advocacy and
crime/warfare/terrorism.

 Citizens now carry instruments that can capture images and/or videos,
edit/annotate/manipulate the images and/or videos, and then transmit those
videos to anywhere on the planet within seconds.
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Next generation SOC

Most security operations centers (SOCs) are designed on the basis of the original
needs of military and/or first-responder agencies/organizations.

Depending on the age and origin of the SOC, they may or may not have integrated
emerging elements of technology, or addressed the changes brought by a digital
society, non-state actors, and cyber warfare.

This presentation is an outline of the data flow in a SOC that recognizes and leverages
emerging technology and the digital flow of data.
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Dedicated source data

Dedicated source data from
reports, assessment tools,
surveillance, and more
traditional HUMINT (human
intelligence) and SIGINT (signal
intelligence) are becoming
digitized through the power of
smartphones/tablets. DRAM,
|F-Eyes, Trapwire, etc., are
smartphone-enabled data
sources leveraging the on-
board capabilities of the
platform.
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Open-source data

73% of Americans are engaged
in some form of social media
spending an average 135+ .
minutes a day on social consar.
media.«q This makes social e
media one of the most

prevalent and accessible
sources of data in human
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Open-source data

Through the power of digital
media, vast resources are now
available online. Publicly
curated material (Wikipedia),
maps, publications, and other
sources are staggering in their
scale and scope.

Even as SOCs struggle with the
quality/reliability of publicly
curated material data, the
maxim has become: “the first
place to look, but not the last.”
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Analysis

Each type of raw data is
subjected to analysis. Sensor

data and images are subjected

to algorithmic and/or rule-

based analysis, and dedicated-

source, open-source, and

historic data are subjected to

human analysis.
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Developed products

Subsequent to analysis,
developed products are
produced as spreadsheets and
derived graphics.
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Reduction

Developed products are then
reduced into graphics and/or
written summaries.

Popular tools for the

production of graphics include:

Yworks, NodeXL, and Tableau.
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Situational awareness
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The “Marble”
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Flash traffic

On the basis of machine-and/or
human-generated alerts, flash
traffic is generated.

The flash traffic details the level
of urgency (U), the impact (l),
the scale (S), and the scope (S)
of the alert.
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Sensor data

Sensor data
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monthly summaries.
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Maturation of human ana ytics
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Questions and
discussion?




