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ABSTRACT Nanotechnology is a multidisciplinary field that will make our life simpler and safer and
mitigate our impact on the surrounding environment. With the recent advancements and transformations
in the available networking and communications paradigms, embedding Wireless Nano Sensor Networks
(WNSN) with various objects, sensors, and devices would add a new network paradigm. This paradigm is
known as the Internet of Nano Things (IoNT). Seamless interconnectivity among nanonetworks with the
available communication networks and the Internet requires developing new network architectures and new
communication paradigms while addressing the various technical challenges. Routing protocol is one of the
most essential requirements in WNSN and IoNT due to the different nanoscale constraints. This routing
protocol must accommodate nanoscale communication’s characteristics while guaranteeing the data and
information transmission. This study aims to give insight into WNSN and IoNT paradigms and present a
comprehensive review of a large number of existing routing protocols adapted to nano communication’s
characteristics and features.

INDEX TERMS Energy, internet of nano things, nanodevice, routing protocol, terahertz band, wireless nano

sensor network.

I. INTRODUCTION
Technology has become a building block in our modern life,
which has revolutionized many different areas. A new era of
technology, known as nanotechnology, began as a concept
in 1959 by physicist Richard Feynman [1]. It has become a
seed for various future applications, offering a vast potential
to encompass every aspect of our lives. Nanotechnology is
a multidisciplinary field that will make our life simpler and
safer and mitigate our impact on the surrounding environ-
ment. The nanoscale dimension gives us the opportunities
and ability to study and discover unexplored phenomena and
places that cannot be investigated otherwise. This technology
leads to many scientific inventions that pave the way for new
products in various fields and across all areas [2].
Nanotechnology is expected to spread throughout the
world and touch every aspect of our lives [2]-[4].
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The tremendous development of nanoscale devices is facil-
itated from nanotechnology, ranging from one to a few
hundred nanometers [5] and including tiny basic units called
nanodevices (nanosensors and nanocontrollers). Those nan-
odevices, equipped with storage, processing, sensing, and
communication units, and integrated with other nanodevices,
construct a more extensive area coverage called Wireless
Nano Sensor Networks (WNSN) [6].

With the recent advancements and transformations in
the available networking and communication paradigms,
embedding WNSNs with various objects, sensors, and
devices would add a new network paradigm. This new net-
work paradigm is known as the Internet of Nano Things
(IoNT) [6]-[8]. IoNT is the network of objects (things and
nano things) that can sense, transmit, process, and store data.
It provides interconnection among nanodevices and tech-
nologies over the available communication networks and the
Internet. Thus, it offers a new intercommunication paradigm
forming prevalent networks that enhance our daily activities.
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FIGURE 1. IoNT architecture in healthcare system.

The immense growth of ubiquitous connectivity between dif-
ferent devices or components (things) leads to the fast growth
of the IoNT vision. The IoNT will improve communication
efficiency and increase the communication terminals’ role
and its capabilities with lower costs (in terms of processing,
storage capacity, etc.). Meanwhile, it covers larger areas and
discovers the unexplored and hard to access places at the
molecular level [2]-[4].

This new dimension will offer new opportunities for iden-
tifying unforeseen future applications in various industries
including healthcare, manufacturing, energy, agriculture, util-
ities, transportation, logistics, retail, defense and aerospace,
media and entertainment, among other areas [5], [9], [10].
Starting from the most promising domain, the biomed-
ical, examples of applications are healthcare monitoring
[11]-[14], smart administering medications and drug delivery
systems [15], [16], nanobionics, regenerative tissue engi-
neering, intracellular or nanoscale surgeries, epidemic spread
detection and management, bio-hybrid implant and repair
of body cells, non-invasive imaging tools, morphing stem
cells, immune system support, genetic engineering, nanodi-
agnostics, etc. [2], [17]-[19]. Regarding environmental and
agriculture domains, we can cite as examples environment
and plant monitoring [20]-[22], chemical reactors, air pollu-
tion [23], detection of virus and bacteria, animal health mon-
itoring and feed management [24], biodegradation, precision
agriculture [25], and monitoring of pesticides and insecti-
cides usage [26]. In the military and public safety domain,
applications cover battlefield monitoring, development of
nano-robotics and nano-drones, nano-medic future warfight-
ing, nuclear, biological and chemical defenses, surveillance,
autonomous vehicles, miniature satellites, and damage detec-
tion systems [27]. In industrial production, some examples
of applications are ultra-sensitive touch interfaces, haptic
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interfaces, future interconnected office [28], food and water
quality control [29], and space-based applications [26].

Intel Corporation, Cisco Systems Inc., Qualcomm Incor-
porated, Juniper Networks and IBM Corporation in U.S.,
Schneider Electric and Alcatel-Lucent S.A. in France,
and SAP S.E. and Siemens AG in Germany, are some
of the market leaders that are directing nanotechnology
research and developing many IoNT applications in different
domains [30].

Seamless interconnectivity between nanonetworks and
the available communication networks requires develop-
ing new network architectures and new communication
paradigms while addressing the various technical chal-
lenges [6]. Deploying IoNT network architectures depends
on the area of application and its required characteristics.
The integration and collaboration between multiple network-
ing paradigms will provide various refined and integrated
forms of services. For example, in the healthcare domain,
the deployed paradigms are off-body networks (such as
smart spaces, environment networks or healthcare provider
server), on-body networks (Body Area Networks (BAN)),
and intra-body networks (nanonetworks) [18]. The integra-
tion between the intra-body networks with the BANs will
form the IoNT domain. However, integrating both with the
environment network will form the Internet of Thing (IoT)/
IoNT domain [19], as shown in Fig.1.

Different communication alternatives have been envisioned
when narrowing down into nanoscale to allow communica-
tion, cooperation, and coordination among nanodevices. This
communication can be molecular communication, Electro-
Magnetic (EM) wave communication, touch communication,
nanomechanical, and ultrasonic acoustic communication
[9], [31], [32]. Recent research for nanonetworks that rely
on molecular communication has been conducted, expanding
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the IoNT and creating what is called the Internet of Bio-Nano-
Things [33], [34]. Meanwhile, the EM waves for Terahertz
radios or ultrasonic acoustic communication are now getting
more attention from the communication community [35]. The
EM wave communication is a more conventional and feasible
technique than molecular communication [8]: it involves
transmission and reception of electromagnetic radio fre-
quency waves at the Terahertz Band (TB). Each nanodevice
has a very limited size (from one to a few hundred nanome-
ters) and is built from nanoscale components, including
nanoantenna, EM nanotransceiver, nanoprocessor, etc. [7],
[28]. This limited size requires nanodevices to have an
antenna that can radiate in extremely high frequencies at
the nanoscale in an energy efficient way [36]. A nanoma-
terial called graphene is used to develop nanoantenna that
support nanodevices radiate in TB, as presented in studies
[7], [8], [19] and demonstrated in [6]. This graphene-based
antenna allows extremely high bitrate (around some Terabit/s
(Tbps)) at the nanoscale, but with a limited transmission
range that does not exceed a few tens of millimeters [6], [26].

Despite the appealing benefits from the nanoscale size,
it imposes, however, severe restrictions on nanodevices
[18], [19], [36] such as: (1) limited resources including
processor, energy, and memory; (2) limited computational
capability, allowing only simple operations, and (3) limited
communication range.

To achieve the application target, all nanosensors of a
WNSN should cooperate to perform the required task. The
sensed data should be collected and sent to nanocontrollers.
These nanocontrollers act as data sinks that transmit the
collected data to the gateway (nano-micro interface). In turn,
this gateway transmits the collected data to micro device such
as a smartphone, access point, or dedicated sink module that
transmits the data to the external services provider [6].

Due to the above cited constraints, designing a routing
protocol that accommodates communication’s characteris-
tics while ensuring data and information transmission, is an
essential requirement in IoNT and WNSN [7]. To guide the
design of the routing protocol, two main characteristics must
be considered [36]: wireless communication technology in
nanoscale and their energy supply systems.

Nanodevices’ battery has a very limited amount of energy
and cannot be replaced or periodically recharged while
deployed in real application scenarios [8], [37]. Hence, many
energy harvesting techniques [38], and self-powered nanode-
vices [39] are proposed to maintain the nanodevices’ power.
However, the time needed to harvest energy for an individual
nanodevice is extremely high [19]. Moreover, for persis-
tent network operations, sufficient energy is required, which
demands alternative solutions because massive data can be
gathered from nanodevices. Therefore, designing an energy
efficient routing protocol is an alternative way to prolong the
nanonetwork lifetime. Recently, efforts have been made to
propose routing protocols for WNSN and IoNT. Most of them
direct their design to an energy efficient perspective to maxi-
mize the network lifetime and minimize energy consumption.
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This study aims to give insight into WNSN and IoNT
paradigms. Our target is to present a comprehensive review of
a large number of existing routing protocols adapted to nano
communication’s characteristics and features.

This paper is organized as follows: Section II presents
background on nanodevice components, the IoNT and
WNSN architectures, and their different components. The
characteristics of WNSN are presented in section III, includ-
ing TB communication and the different energy supply sys-
tems. In section IV, a review of physical and Medium
Access Control (MAC) specifications is introduced. After
that, a comprehensive review of the existing routing protocols
for WNSN and IoNT is revised in section V. Section VI
presents a summary and lessons learned to design routing
protocol for WNSN or IoNT. Finally, section VII concludes
the study.

Il. BACKGROUND

Designing an effective routing protocol while undertaking
the nanodevice specification requires knowledge about the
main hardware components that constitute a nanodevice.
It also necessitates research on network architecture, TB
wireless communication, and the considered energy supply
system to achieve the application target [19]. In the following
section, the main components of nanodevice are presented
first. Then, the IoNT and WNSN architectures are introduced.
Finally, the principle characteristics of WNSN are presented,
including the TB communication and the concept of adopting
different energy supply systems.

A. NANODEVICE

A nanodevice is the basic nano unit of WNSN that can
be either nanocontroller (nanorouter) or nanonode (nanosen-
sor/nanoactuator). The nanodevice’s size is a few nanometers,
which allows the scientific community to discover unfore-
seen nanoscale events and magnitude such as air pollution
measurements in the atmosphere, or hormone levels, among
others [40]. The expected capabilities of nanodevices such
as sensing, processing, telecommunications, etc. demand the
existence of more than one nano component as integrated
hardware [10], [26], [41]. The main nanodevice components
are sensing and actuation unit, processing unit, communica-
tion unit, storage unit, and power unit [28]. In the following
we present a brief review of some of them.

« Sensing and Actuating unit: can identify, measure, and
interact with nanoscale events. This unit acts as the inter-
face between nanodevice and the surrounding environ-
ment. A sensing and actuating unit can be classified as
either a physical, chemical, or biological unit [42]. Dif-
ferent types of sensing or actuating units can be included
in nanodevices based on the targeted information, such
as temperature sensors, chemical sensors, clamps, and
pumps [26].

o Communication unit: sending and receiving infor-
mation is the primary role of this component. It is

VOLUME 8, 2020
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FIGURE 2. IoNT architecture in plant monitoring system.

mainly composed of a nanoantenna and a nanotran-
sceiver [5], [41].

« Power unit: this is an essential component that pow-
ers the nanodevice, and all other components rely on
it to perform their operations [10]. Until today, efforts
to develop a power source at the nanoscale are ongo-
ing [37], [43]. Nanodevices can be powered either by
using nanobatteries [44]-[46] or by using a harvest-
ing process where a nanogenerator harvests energy and
stores it in a nanocapacitor or nanobatteries to be used
later [47]-[49].

A review on each component is presented in [42], [50],
and [51], where [40] reviews the current technology for
each component and selects the most suitable technology to
develop a complete conceptual nanodevice architecture.

B. IoNT ARCHITECTURE
Deploying IoNT network architectures depends on the area
of application and its required characteristics. Nanonodes,
nanorouters, nano-micro interface (gateway) devices, and
Internet gateway are the main components that construct
IoNT architecture regardless of the application area [6]. Fig.1.
and Fig.2. present the IoNT architecture and its different
components in a healthcare system and a plant monitoring
system, respectively.
In the following section, a description of these components
is presented:
« A nanonode: is the smallest and simplest nanodevice.
It can be a nanosensor or nanoactuator device. This
nanodevice performs simple tasks, including sensing,
actuating, computing, processing, and storing. It has
very limited resources (memory, energy, and processor)
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and a limited transmission range. Nanonodes can be
placed in fixed or dynamic positions based on the appli-
cation to target specific areas for sensing and collecting
data.

« A nanorouter (nanocontroller): is larger than a nanon-
ode and has greater resources and advanced capabilities.
It gathers and processes the collected data from the
nanonodes and forwards it to the external world through
the nano-micro interface. It is also able to control and
coordinate the behavior of nanonodes.

« A nano-micro interface device (gateway): is the most
complex hybrid device that integrates the nano world
with the external world. It uses TB communication to
communicate with the nano side and the classical com-
munication paradigm to communicate with the external
world side. It can aggregate the incoming data from
nanocontrollers and deliver it to the external world and
vice versa.

« Aninternet gateway: is a device that controls the entire
system remotely over the Internet. This device can col-
lect the data from nanonetworks and convey them to
monitoring devices over the Internet.

Most of the existing IoNT architectures follow the guideline

design proposed in [6] with slight changes according to their
goal.

C. WNSN ARCHITECTURE

Nanonodes and nanocotrollers are the main component of
a WNSN. Two different WNSN architectures are com-
monly introduced in the reviewed studies: non-hierarchical
(identical) and hierarchical architectures.
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FIGURE 3. The components at different tiers.

1) NON-HIERARCHICAL (IDENTICAL) ARCHITECTURE

This architecture is composed of several identical nan-
odevices with the same capabilities and is deployed
throughout the targeted area, where all nanodevices are
equivalent. An example of this form is Software-Defined
Metamaterials (SDM) [52], where the electromagnetic pro-
prieties of materials can be reconfigured through software.
This architecture is adopted in some reviewed studies, such
as [53]-[55].

2) HIERARCHICAL ARCHITECTURE

This architecture divides the network into different tiers at
different levels as shown in Fig.3. The smallest and less
powerful nanodevices, nanosensors, reside at the lowest level
where the nanorouter/nanocontroller, is on the next level.
Finally, the gateway is usually attached to the nanocontrollers
to collect the sensed data at the highest level. This architecture
is adopted in many studies such as [36], [56], [57] among
others.

The two previous architectures can build three different
network topologies for WNSN: namely, cluster-based, mesh
and infrastructure-based networks [37]. The mesh topology
is based on the identical architecture, whereas the cluster and
infrastructure topologies are based on the hierarchical archi-
tecture. In the cluster-based network, a group of nanosensors
is controlled and managed by nanocontroller as a cluster
head, such as [19], [58], [59]. On the other hand, in the
infrastructure-based network, the nanosensors are not perma-
nently attached to specific nanocontrollers [60].

Connecting multiple WNSN5s will form the nano part of the
IoNT paradigm. The limited characteristics of nanodevices
dictate that IoNT architecture maintains hierarchical WNSN
architecture as the best candidate for the nano part [60]-[62].

Developing network architecture is the starting point for
designing a routing protocol that permits the delivery of the
collected data to their destinations.

IIl. PRINCIPLE CHARACTERISTICS OF WNSN

Due to the appealing benefits that can be gained from WNSN
and IoNT, many challenges must be resolved to make this
vision be a reality. The limited capabilities and characteristics
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of nanodevices within the WNSN lead to many constraints.
These constraints require designing new routing protocols
and techniques that consider nanodevice specificity and nano
communication properties. In fact, designing effective archi-
tecture and routing protocols of such networks entails the con-
sideration of two essential characteristics [36]: TB wireless
communication and the energy supply system, presented in
the following subsections.

A. TB WIRELESS COMMUNICATION

The nanoantennas proposed for nanodevices are made from
graphene. The appropriate frequency for this new technology
is TB (0.1-10.0 THz). For nanodevices communication, TB
is the most convenient for the electromagnetic properties of a
graphene antenna [63]. TB mitigates the spectrum scarcity
and limited capacity of the current wireless communica-
tion, which enable pioneering applications domains at the
nanoscale [64], [65].

The main characteristics of TB communication are the
considerable available bandwidth and high propagation
loss [36]. On the one hand, TB provides extremely high data
rates and very large bandwidth that allow the implementation
of simple communication mechanisms adapted to nanode-
vices’ limited capabilities [64]. This promising bandwidth
permits new channel sharing schemes and information mod-
ulation techniques.

Howeyver, on the other hand, TB communication is char-
acterized by an extremely high propagation loss. This
propagation loss is due to the molecular absorption, fre-
quency selective path loss and noise [66]-[68]. For exam-
ple, the molecular absorption, in the medium, attenuates the
transmitted signals and introduces noise when signals pass
through different types of molecules [69]. Hence, TB com-
munication quality becomes very sensitive to frequencies due
to this molecular absorption [70]. Consequently, to reduce the
propagation loss effect, TB communication can be effective
only with a very limited transmission range. For example,
TB communication can reach an extremely high physical
data rate (Tbps) but with a transmission distance of few
millimeters in the air as a medium. However, a high path
loss is presented in the human body environment, influencing
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the communication process with a lower transmission rate
and a very small communication ranges [71]. This makes
the TB channel a challenge for countering many phenomena
in the targeted medium, such as molecular absorption and
scattering.

The development of technologies to realize TB communi-
cation is ongoing to deal with the nanodevice specificities and
nano communication challenges [64].

In conclusion, the TB characteristics must be considered
when designing routing protocols to accommodate nano com-
munication properties while making nanodevices perform the
required task efficiently.

B. ENERGY SUPPLY SYSTEM
Sufficient power is needed for independent and continu-
ous nanodevice operations to perform its functions, such as
processing, sensing, transmitting, and receiving data. The
nanodevice’s tiny size restricts its energy storage, limiting
its working period and, consequently, affecting the network
performance [18], [72]. The energy limitation is a significant
challenge since it could make communication in WNSN
impossible [7], [73]. Finding an alternative power source for
a nanodevice without adding overhead is still an open issue.
Two different solutions are adopted to power nanode-
vices [51]: nanobatteries and energy harvesting techniques.

1) NANOBATTERIES

Efforts are made toward the development of nanoscale bat-
teries from nanomaterial with a reasonable lifetime, high
capacity, and controlled charge/discharge rates [46], [74].

Lithium nanobatteries as a potential opportunity for
powering nanodevices are built using alumina membranes
[43], [75]. In [44], the authors present the implementation
of nanobattery’s prototypes, in which a parallel array of
nanobatteries are connected to form a battery.

Another effort inspired by the structure of a pomegranates
is made in [76]. In this work, the battery is composed of
silicon atoms encapsulated by a conductive carbon layer to
allow enough space for contraction and expansion.

In all cases, nanodevices’ size restriction makes the task of
changing or periodically recharging nanobatteries a challenge
in real application scenarios.

2) ENERGY HARVESTING USING NANOGENERATORS

To guarantee sustainable network performance and to power
nanodevices efficiently, recent studies have changed their
approach in finding alternative solutions. Energy harvesting
techniques have been proposed to replenish the nanodevices’
energy [47].

Harvesting energy, as studies demonstrate, is the most
feasible, flexible, and reliable solution to power nanode-
vices [37], [42], [51]. This approach is used in battery-
less Wireless Sensor Networks (WSN), where the energy
is harvested from the surrounding environment such as
solar energy from the sunlight [77], or kinetic energy from
wind power or underwater turbulences [78]. These harvest-
ing mechanisms cannot be utilized in WNSNSs, as stated in
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work [38]. For example, sunlight is not a source of energy in
many WNSNs applications. Furthermore, the kinetic energy
mechanism is not feasible at nanoscale due to technology
limitations [38]. In this case, the nanoscale size restriction and
the available nanotechnology constraints affect the harvesting
rate gained from the environment, which is much smaller in
WNSN than in WSN. Moreover, the size of the capacitor to
store the harvested energy is smaller in WNSN compared
with the WSN. Therefore, developing new technologies to
capture the energy harvesting peculiarities and requirements
at the nanoscale is still under research.

The principle of harvesting energy in WNSN is based
on developing a nanogenerator that can convert mechanical,
vibrational, hydraulic energy, or even electromagnetic waves
into electric energy [28]. For the first three types, we can
cite human body movements, acoustic waves, and blood
flow [28]. The produced electric energy then can be used by
the nanodevice or conserved in a nanocapacitor [79].

Various technologies have been developed using different
nanomaterials’ properties to harvest energy [39], [80]. We can
cite as an example of these technologies: piezoelectric [81],
flexoelectric [82], [83], and thermoelectric [84]. The piezo-
electric is the most experimentally demonstrated technology
to develop nanogenerator [38].

Two different approaches adopting piezoelectric nanogen-
erators have been proposed for WNSNs, namely, energy har-
vesting from the environment and Wireless Power Transfer
(WPT) [37]. Some studies combine both approaches as a
hybrid solution [40], [60].

o Energy harvesting from the environment: in this
approach, the nanodevice is self-powered by the
mechanical forces in the surrounding environment [38].
Hence, the nanodevice can be either active or asleep to
save its energy and resources. This concept is introduced
in many studies, such as [85]-[87]. However, the energy
harvested rate is not constant since it varies based on the
environment [37], [40].

o Wireless Power Transfer (WPT): in this approach,
an external entity such as ultrasound [88] radiates waves.
These waves vibrate the piezoelectric nanogenerator,
generating a constant energy harvest rate, irrespec-
tive of environmental conditions. The harvested energy
is up to three orders of magnitude higher than the
energy harvested from the environment [37]. However,
it demands turning on the external entity to activate the
network [53], which, in turn, forces the nanodevices to
be always active.

Due to the nanodevice’s size restriction, the harvested
energy takes several seconds to be harvested. However, it is
consumed in nanoseconds [38]. It is essential to know the
energy requirement and the adopted energy supply system
when designing solutions for WNSNs. For example, in the
medical domain, heartbeats provide an energy harvesting
scheme for nanodevices inside the human body [19], where
the nanogenerator of the nanodevice is motivated by the
heartbeat to achieve 95% of the maximum energy in 2361s.
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With this maximum harvested energy, the nanodevice can
send up to 8 packets of 200 bits [19].

Since the time needed to recharge the individual nanode-
vice is very high, finding alternative ways to reduce the
nanodevice energy consumption is critical. In fact, optimizing
the consumed energy is a significant challenge when design-
ing perpetual WNSNs. Many studies exploit the harvesting
energy techniques effectively and optimize energy consump-
tion to prolong the network lifetime [72], [73], [89]. Due to
the large data gathered from nanodevices, and since most of
the nanodevice energy is dissipated on packets transmission,
an energy efficient routing protocol plays a major role in
optimizing the energy consumption and improve the network
performance [7].

In general, designing a routing protocol must consider the
specification and communication at the physical and MAC
layers, which affect the overall performance. In the following
section, the efforts in these layers are presented.

IV. PROTOCOLS AND SPECIFICATIONS AT PHYSICAL
AND MAC LAYERS

Due to the peculiar specifications and characteristics of
WNSNSs and nanoscale restrictions, traditional communica-
tion protocols are not feasible. This necessitates the devel-
opment of new communication protocols that tackle these
requirements to provide robust communication [42]. Consid-
erable efforts have been devoted to design protocol stacks of
WNSN that meet nanonetwork specifications. A quick review
of communication protocols and specifications at physical
and MAC layers is presented in the next subsections.

A. PROTOCOL AND SPECIFICATIONS AT PHYSICAL LAYER

The communication protocols at the physical layer play a
significant role in transmitting data over the physical link.
This subsection briefly describes some specifications of the
physical layer.

At the physical layer, severe EM communication issues
must be addressed to design effective routing protocol, start-
ing from communication channel and hardware, channel
models, data modulation schemes and channel coding [90].
The following presents a quick review of some research’s
efforts on the physical layer for nano communications with
the different aspects of each.

1) TB CHANNEL MODELS

Many factors affect the characteristics of a transmitted
signal in wireless communication when it travels through
the medium to reach the receiver. These factors include
the medium composition, the frequency of the transmis-
sion, the environment obstacles, and the distance between
the communicating pair [91]. Channel characteristics for
nanonetworks may differ based on application scenar-
ios [18]. Thus, providing a channel model for EM commu-
nication must incorporate path loss, molecular absorption
noise, channel capacity, and studied under different network
conditions [18], [92].
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An early effort to investigate the TB channel capacity for
EM communication is presented in [93] and [94]. For these
works, the TB channel capacity is evaluated using a proposed
TB propagation model under different proposed power allo-
cation schemes. Moreover, a physical channel model for EM
communication based on radiative transfer theory is proposed
in [94] to compute the TB path loss and molecular absorption
noise. On the other hand, [69] proposes a simple TB channel
model for WNSN applications that can be adopted for com-
plex mediums such as the human body or air and can easily
be extended to other environments.

2) CHANNEL HARDWARE (NANOANTENNA UNIT)

Each nanodevice has a very limited size and is built from
nanoscale components, including antenna, EM transceiver,
etc. [7], [28]. The limited size and power require an antenna
that can radiate in extremely high frequencies at the nanoscale
in an energy efficient way [36]. Designing a nanoantenna
that radiates in TB [95] is a necessity. As explained before
in section III-A, a graphene is used to develop a nanoan-
tenna that radiates in TB (0.1THz-10THz). This permits the
implementation of nanodevices that communicate using EM
waves. It provides large bandwidth, but it has a limited trans-
mission range that does not exceed a few tens of millimeters
[6], [26]. Hence, the multi-hop transmission is the most
affordable method between the communicating pairs to route
data until it reaches its destination.

The study [96] analyses the characteristics of a graphene-
based nanoantenna and studies their radiation performance.
This study paves the way for the future design of graphene-
based nanoantenna for nanoscale communication. As [97]
investigated, designing a directional nanoantenna can affect
the overall network performance. Taking advantage of signal
strength increase towards the intended direction can offer
stable links and more extended range. The study discusses
efforts by other studies on this aspect.

3) DATA MODULATION

Due to the nanoscale constraints mentioned above, adopting
long duration signal transmission techniques [98] to transfer
information via physical link is not feasible for the nano
world. Utilizing the TB characteristics and the vast available
bandwidth paves the way to adopt short pulse transmission
techniques, which is called Time Spread On-Off Keying
(TS-OOK) [99].

Jornet and Akyldiz propose a femtosecond long pulse
communication technique that enables the exchange of very
short pulses spread throughout the entire spectrum [99]. The
graphene-based nanoantenna can radiate these pulses in TB
frequency. Moreover, it allows nanodevices to communicate
at a very high speed, supporting a very high transmission
rate in the short-range and reducing the chance of colli-
sions [29]. A pulse in TS-OOK is encoded as ’1° where
the absence of a pulse is encoded as ’0’. This modulation
scheme acts as the building block for most of the existing
routing protocols, such as [8], [68] and [58], among others.
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Furthermore, this modulation paves the way for the inven-
tion of other modulations. Thus, designing a low-complexity
spike-based signaling encoding scheme through gossiping is
discussed in [100]. In this solution, the information extraction
method is proposed to get data from the network using spike-
based communication between nodes. On the other hand,
the work [101] proposes a distance-aware and multicarrier-
based modulation scheme that provides parallel data trans-
mission in several sub-channels. Another modulation scheme
based on TS-OOK is proposed [95], called Rate Division
(RD) TS-OOK, and is adopted in the routing algorithm pro-
posed in study [53].

4) CHANNEL CODING

In dense networks, huge nanodevices must be deployed to
serve the intended application. Thus, the adjacent transmis-
sion of packets could collide and interfere, resulting in packet
loss and waste of nodes’ energy and resources. To cope with
this issue, efforts are dedicated to provide low-complexity
channel coding mechanisms for EM communication.

Jornet et al., in [102] and [103], propose a scheme using a
low-weight coding mechanism that controls the weight of the
transmitted code to minimize the interference in pulse-based
EM communication.

Other two efficient coding algorithms, namely, binary
tree-based weight-decreasing and binary tree-based length-
decreasing, are proposed in [104]. Their target is to minimize
transmission energy while maintaining a decent throughput
for WNSN. The study constructs variable-length low-weight
prefix-free codes based on pulse-based modulation.

The tradeoff between error correction, latency, and energy
consumption using the offered mathematical framework is
investigated in [105]. The study presents a cross-layer anal-
ysis of error control schemes for five error control strate-
gies. Another study, in [106], presents a pulse-position cod-
ing scheme to minimize interference while improving both
the information delay and capacity for EM communica-
tion. To achieve energy efficient and robust WNSN com-
munication in a multimedia application, [107] examines
energy awareness and reliable correction codes. It proposes
different coding schemes, namely, Nanonetwork Minimum
Energy code, Simple and Energy Efficient Image Compres-
sion, and Simple Block Nanocode. Meanwhile, [108] pro-
poses an energy efficient coding and energy model consid-
ering both the energy consumption of a transmitter and a
receiver. Research on the existing coding solutions for EM
communication is presented in [109]. Based on their study
and classifications, a communication energy-consumption
minimization coding is proposed.

The direct effect of nanodevices’ specifications and proto-
cols at the physical layer on routing data can affect the over-
all network performance. Hence, many issues can challenge
the realization of WNSN and IoNT communication, which
demands considering these aspects at the physical layer when
designing a routing protocol.
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B. PROTOCOLS AND SPECIFICATIONS AT MAC LAYER

In traditional wireless communication, the MAC layer is one
of the two sub-layers in the data link layer. This layer speci-
fies rules and agreements to coordinate accessing the shared
medium among multiple nodes at the same time while main-
taining better network performance and throughput. Many
efforts are made in this layer to control accessing the shared
TB channel. This section presents the challenges faced while
designing MAC protocols.

In contrast to wireless networks where the limited band-
width forces nodes to follow either a tight time-scheduling
scheme or fight to acquire the channel, EM WNSN with
TB channel offers a huge available bandwidth. This huge
available bandwidth provides a very high data rate and, hence,
a very short transmission time, which considerably reduces
the collision probability. Nevertheless, the nanoscale con-
straints that impose the nanodevices’ limited energy with the
low transmission power of nano transceivers and high path-
loss in TB require the use of MAC protocols to control the
channel behavior [32]. Moreover, the nature of nanoscale
density in most application scenarios increases the collision
probability between concurrent transmissions of adjacent
nodes [65], [90]. The MAC protocol will coordinate the
access to the shared TB channel among nodes to optimize
the bandwidth usage and minimize the number of collisions.
As a result, the network performance is maintained, and the
nodes’ resources are conserved while routing data.

However, the classical MAC protocols designed for WSN,
are not directly applicable for WNSN due to the peculiar-
ities of nanodevices mentioned above and the pulse-based
communication system. In light of the nanodevices’ energy
and size constraints at TB frequencies, nanodevices cannot
generate a high-power signal. They need fast and energy
efficient communication, which is provided by pulse-based
approaches. The use of pulse-based communication, how-
ever, makes the traditional access control protocols as Carrier
Sensing Multiple Access (CSMA) protocol and all its vari-
ants, not a feasible candidate because there is no continuous
carrier signal to sense. Also, protocols based on synchroniza-
tion are challenging to be adopted in dense networks [6].
Such protocols should be modified, simplified, and adapted
to WNSN specificities.

The research works [6], [110] and [18] discuss the chal-
lenges that need to be addressed and pinpoint suggestions
while designing effective MAC protocols for WNSN. In this
direction, several new protocols have been recently proposed.
A comprehensive survey that reviews many MAC protocols
for TB communication is presented in [111]. This paper
highlights the challenges faced and the future research direc-
tions of MAC protocols. The proposed MAC protocols for
TB are studied in-depth and categorized into three classes
based on:

1) Network topologies as centralized, distributed, and

clustered networks,

2) Channel access mechanisms as contention-based,

contention-free and hybrid protocols,
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3) Handshake mechanisms as receiver-initiated or
transmitter-initiated communication.

In all cases, to maintain a high network throughput,
the intended routing protocol must consider the adopted MAC
protocol. This guarantees efficient data delivery, especially in
simultaneous transmissions to mitigate packet collision and
consequently minimize packet loss.

V. SURVEY OF ROUTING PROTOCOLS FOR

WNSN AND IoNT

Routing and forwarding are defined as the essential process
of communication network to allow data transmission from
one node to another [7].

Traditional routing protocols such as the hierarchi-
cal protocol Low-Energy Adaptive Clustering Hierarchy
(LEACH) [112], the geographical protocol Geographic
and Energy Aware Routing (GEAR) [113], the classical
ad-hoc protocol Ad-hoc On-Demand Distance Vector Rout-
ing (AODV) [114] or the proactive protocol Energy efficient
Optimized Link State Routing (EOLSR) [115] among others
designed for ad hoc and WSN, cannot be applied in WNSNs
due to the nanodevices specificities and constraints men-
tioned above. The suitable routing protocol for the nanoscale
network should be simple, scalable, and optimize the use of
the nodes’ resources.

Flooding routing is the most straightforward communica-
tion protocol where the received packet is blindly retrans-
mitted to all nodes. Using the flooding routing in a dense
nanoscale network as WNSN, exhausts the nodes’ resources
and degrades the network performance by drowning the net-
work with redundant packets forming a broadcast storm prob-
lem [116]. Reducing the number of packet retransmissions
and providing efficient networking and application services
for EM WNSNs while maintaining lower design cost is still
an issue. Many studies have focused on this issue and pro-
posed routing protocols for EM WNSNs that consider the
specificities of WNSNs and aim to improve the network
performance.

In the following, we present a review of a number of
these routing protocols. We classify these protocols into six
categories: probabilistic-based routing scheme, cluster-based
routing scheme, node classification-based routing scheme,
hop count-based routing scheme, wake up-based routing
scheme, and other routing schemes. This classification is
conducted based on how the forwarding process is done.

1) PROBABILISTIC-BASED ROUTING SCHEME

Some studies direct their routing scheme design toward a
probabilistic forwarding. Among these studies, the work
in [36] is designed for 2D topology with static nanodevices,
where only one nanocontroller manages the forwarding pro-
cess on the nanosensors. However, the studies [117] and [118]
are designed for 3D topology using mobile nanosensors,
where the forwarding decision is achieved locally at each
nanosensor. Both works [36] and [118] consider the energy
harvesting process of nanodevices, while [117] does not.
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FIGURE 4. Nanonetwork graphical representation to compute the
probability of energy savings.

The research target in [36] is to develop an energy efficient
routing algorithm while considering the characteristics of
the energy harvesting process of nanodevices and TB com-
munication. The study proposes a novel routing framework
that saves the nanosensors’ average energy harvested from
the environment while increasing overall throughput. The
proposed nanonetwork is organized in hierarchical clusters
with a nanocontroller as a cluster head. The routing frame-
work decision is devised based on a MAC protocol proposed
in [119]. The suggested routing algorithm is either single
hop or multi-hop. The decision is taken in each hop by
the nanocontroller based on a probability value consider-
ing energy savings through multi-hop transmission. Fig.4.
presents a graphical representation of the nanonetwork for
computing the probability of energy saving. This probability
is based on the distance between the nanocontroller and the
nanosensor (Zn) for one-hop communication. For two-hop
communication, the distance between the nanosensor and the
next hop (Xn) and the distance between the next hop and the
nanocontroller (Yn) is used to compute this probability. Two
parameters are evaluated, namely, the Critical Neighborhood
Range (CNR) and the Required Transmission Power (RTP),
to achieve the best tradeoff between the distance and the
throughput while satisfying the condition for infinite network
lifetime (consumed energy < harvested energy). Every time
a nanosensor intends to transmit data, the nanocontroller
based on the computed probability decides if the data should
be sent directly to the nanocontroller in one-hop transmis-
sion or to another node for multi-hop transmission. This
decision is sent to the nanosensor with the transmission
power that should be used to forward the data. In the pro-
posed framework, the probability of energy saving increases
when the distance between the nanosensors and the nanocon-
troller increases. In this case, the multi-hop transmission
is more beneficial. However, for the multi-hop, simulations
are done for only two hops count. Moreover, the approach
is complex, and its complexity increases when the number
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of hops increases. This solution has been studied on static
Nanosensors.

Nevertheless, nanosensor mobility may increase the packet
loss since it causes changes in the node link and channel
quality. Thus, designing a routing scheme for mobile WNSN
is a challenge. To solve this issue, [118] and [117] intro-
duce routing schemes for mobile WNSN5s that aim to reduce
the redundant transmissions while maintaining network con-
nectivity. Both solutions are simulated using the Nano-Sim
model.

Xu et al., in [118], propose an opportunistic routing pro-
tocol. This protocol is based on an energy harvesting sys-
tem. In this solution, a piezoelectric nano energy acquisition
system is adopted as an energy supplement. A survivability
model and motion vector model are also introduced to char-
acterize the energy harvesting feature and the movement of
the nanosensors. In the beginning, a forwarding probability
is set to 0. Then, it is computed periodically based on the
nanosensor’s distance from the nanocontroller and its residual
energy. A nanosensor that is closer to the nanocontroller and
has more reliable survivability will have higher forwarding
probability. Based on this forwarding probability, a set of
nanosensor candidates is selected to forward the data packet.
Then, a back-off time is set for each candidate to wait before
forwarding the data packet. This back-off time is computed
based on the forwarding probability. All candidate nodes
receive the data packet and cache it. Node with the short-
est back-off time will have a higher priority to forward the
data packet. The protocol is evaluated in terms of energy
consumption, effective throughput, and transmission success
rate. The comparison is made with flooding protocol [31] and
ExOR [120]. The authors show that the proposed solution
can be adopted in mobile WNSN and provides better results
when node density is increased compared with the other
schemes. The results prove that adopting energy harvesting
can prolong the network lifetime. Even though, it does not uti-
lize the sleeping technique to conserve nanosensors’ energy.
Furthermore, the computation of periodic forward probability
increases the processing overhead.

Seeking simplicity, Oukhatar et al. in [117] introduce a
simple probabilistic forwarding scheme. For each data packet
reception, a nanosensor generates a random forwarding prob-
ability value and compares it with a fixed threshold value.
If the value is lesser than the threshold, then it forwards
the packet, stores its ID, and sets a local flag. Otherwise,
it discards it. The threshold value is fixed based on the net-
work density. If the network has low density, the threshold
selection is between 0.6 and 1, because few nanosensors
share the transmission coverage. Hence, only some nodes
can retransmit. However, in a dense network, the thresh-
old value falls between O and 0.6, reducing the number of
nanosensors that should forward the data. Three metrics are
used to evaluate the performance of this solution: energy
consumption, average packet delivery ratio, and latency. The
simulation results indicate that this solution outperforms
the simple flooding in terms of energy saving and packet
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delivery ratio. Furthermore, a reduction in the packet retrans-
missions is observed while the latency in both protocols is
close. The energy supplement is not adopted in this solution.

Tables 1 and 2 summarize the main points of these works.

TABLE 1. Summary of probabilistic-based routing schemes.

The work Forwarding | Architecture | Paradigm and | Sleeping
decision application mode

area

Pierobon Centralized | Hierarchical | WNSN No

et al. 2014

[36]

Oukhatar Distributed | Identical WNSN No

et al. 2017

[117]

Xu et al |Distributed |Identical WNSN, med- | No

2018 [118] ical

TABLE 2. Simulation summary of probabilistic-based routing schemes.

The work Dimension | Mobility model | No. of | Simulator

(2D/3D) (position) nanocon- tool
troller

Pierobon et | 2D All Static 1 -

al. 2014 [36]

Oukhatar et |3D Mobile 0 Nano-

al. 2017 [117] nanosensors Sim

Xuetal. 2018 | 3D Mobile 0 Nano-

[118] nanosensors Sim

2) CLUSTER-BASED ROUTING SCHEME

To mitigate the operation complexity toward nanocontrollers
while relieving nanosensors from computation overhead,
some studies adopt cluster-based topology in their solutions.
This subsection reviews routing schemes that are applied over
formed clusters. These research works can be classified into
two classes based on the type of the target network. When the
solutions aim for the intra-body applications, the [oNT net-
work is considered. Other solutions are proposed for WNSNs.
In the following, we review some protocols proposed for each
class.

2.1 Routing schemes for IoONT
Lee et al. [8] have designed a conceptual WNSN model
for intra-body communications in disease detection
applications. The proposed design represents the organ
as a cylindrical 3D shape where the nanosensors are
deployed in the hexagonal cell, as shown in Fig.5. The
study presents an energy consumption model based
on the path loss model proposed in [93] and [94].
Three different routing methods, namely single hop,
multi-hop, and hybrid form, are studied to find the
best solution for the proposed architecture. These rout-
ing methods are used: (1) within layer, sensed data
will be transmitted from nanosensors to that layer’s
nanocontroller. This nanocontroller acts as a cluster
head for the layer. (2) between layers, all collected data
at the nanocontroller of each layer is transmitted to
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FIGURE 5. The cylindrical shape 3D hexagonal model.

the top layer-nanocontroller. Each possible combina-
tion of the three routing methods is applied to select
the best and most effective combination within the
layer and between layers. The selected methods must
demonstrate a lower total energy consumption of the
overall system based on the proposed energy model.
Performance evaluation shows that the best routing
methods combination to minimize the total energy are
multi-hop or hybrid within layer and hybrid between
layers. However, the adopted routing scheme suffers
from a single point of failure. Since all the collected
data is transmitted to a single nanocontroller in the
top layer, the energy of this nanocontroller will expire
quickly. Thus, the communication between the intra-
body nanonetwork and the external world will discon-
nect. Moreover, no mechanism to prolong the lifetime
of this nanocontroller is used since the study does not
exploit the energy harvesting process of nanodevices.

In [19], Piro et al. incorporated intra-body nanonet-
work with a macro scale healthcare system in hierar-
chical network architecture. This architecture handles
the request/response communication process between
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macro scale devices and nanodevices in both directions.
Two different energy efficient routing protocols are
deployed to deliver the incoming requests to a suit-
able nanonode while considering the energy harvesting
process of nanodevices. In the first approach, called
optimal routing protocol, the nanocontroller selects the
most suitable nanosensor to relay the request while
maximizing the overall amount of energy available for
each cluster. It is based on the energy model derived
in [38]. This approach is complex and needs high
computational cost to be performed with the nan-
odevices’ constraints. In the second approach, called
greedy routing protocol, the nanocontroller selects the
nanosensor with the highest energy level to relay the
request. This approach is simpler and can be imple-
mented easily in nanosensors. In order to identify the
available nanosensors in each cluster and know their
energy level, a handshake mechanism is developed at
the MAC layer in both approaches. The simulation is
conducted using Nano-Sim, where a nano-micro inter-
face (gateway) and nanocontrollers are placed in fixed
positions, and nanosensors move with the blood flow.
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Comparable to the simple flooding scheme, the pro-
posed routing schemes provide better performance.
An energy efficient routing scheme based on cluster-
ing composition where nanosensors are deployed in
clusters to retain efficient connectivity among them is
proposed in [121] and [67]. Each cluster is constructed
from a cluster coordinator, cluster members, and coop-
erative relays. The nanosensors with a value of resid-
ual energy above a certain threshold will participate
in forming the cluster. From these nanosensors, only
one will be selected as the cluster coordinator. The
determination of the cluster coordinator is based on
residual energy, and packet forward ratio. The process
of building clusters and the election of a cluster coor-
dinator will be done periodically to distribute the load
uniformly among nanosensors. The cluster relays act
as a cluster gateway performing the communication
between the cluster coordinators when the cluster coor-
dinators are not in the transmission range of each other.
Two different communication schemes are performed:
intra cluster and inter cluster. The intra cluster commu-
nication is performed between the cluster coordinator
and the cluster members who have data to transmit.
The transmission may be single hop or multi-hop based
on the energy consumed per bit. If the energy con-
sumed in the multi-hop link is higher than the direct
link, the data will be transmitted directly using single
hop to the cluster coordinator. Otherwise, a multi-hop
transmission will take place between cluster members
to reach the coordinator. On the other hand, the inter
cluster communication is performed between cluster
coordinators using cluster relays if the communication
cannot be done in one hop. The proposed scheme
outperforms the random forwarding scheme. However,
this solution does not consider the characteristics of the
energy harvesting process of nanodevices.

Afsana et al., in [59], extend the work done in [67].
They investigate a model for channel behavior and
introduce an energy model joining the energy harvest-
ing and consumption. The considered nanonetwork is
divided into layers as shown in Fig.6. Each layer con-
tains many clusters. The clustering process is done only
once for the entire network. Each nanosensor deter-
mines its respective layer upon receiving a broadcast
message from the nanocontroller. Then, an election
process occurs. A nanosensor is elected as a cluster
head (cluster coordinator) based on its residual energy.
The data transmission phase is conducted periodically.
First, the nanocontroller broadcasts a request packet.
Any nanosensor that has data to send replies with
the amount of data to send and its residual energy.
The nanocontroller prioritizes the receiving data pro-
cess based on the amount of data. Then, it conducts
the transmission scheduling in three phases. Initially,
a nanocontroller sends a wake-up packet to the highest
priority layer to activate nanosensors with data to send.
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FIGURE 6. The nanonetwork architecture of the proposed model.

In the intra cluster period, the nanosensors forward
the collected data to its respective cluster coordinator
in single or multi-hop based on the energy consump-
tion per bit. Then, inter cluster communication occurs
where cluster coordinators aggregate and forward data
to adjacent coordinators of the lower layer. After that,
the cluster coordinators start a new election process.
All nanosensors go to harvesting state at the end of
the process, except the new cluster coordinators. The
data transmission phase is stopped until another wake-
up message arrives. This solution is simulated using the
Nano-Sim model. Evaluation is conducted in terms of
energy saving probability, outage capacity and outage
probability compared to [36]. Results confirm that the
scheme’s effectiveness in both single and multi-hop
communication outperforms the compared approach in
saving energy.

In the solutions proposed for IoNT, the high number
of control messages exchanged to build the cluster and
elect the cluster coordinator for each data transmission
phase reduces the network performance. As in [8],
the topology in [59] is based only on one nanocon-
troller that receives all data collected. The energy of
this nanocontroller will run out quickly since nanocon-
trollers like nanosensors are limited by their size and
power constraints. As a result, this nanocontroller
presents a single point of failure between the intra-
body nanonetwork and the external world. Moreover,
in all presented solutions, no mechanism to conserve
the energy of this nanocontroller is considered.
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TABLE 3. Summary of cluster-based routing schemes.

The work Forwarding | Architecture | Paradigm and | Sleeping
decision application mode
area
Lee et al. |Semi- Hierarchical | IoNT, Nanosensors
2015 [8] Distributed medical
Piro et al. | Centralized | Hierarchical | IoNT, Nanosensors
2015 [19] medical
Rikhtegar Distributed | Hierarchical | WNSN, Nanosensors
et al. 2017 indoor air
[58] quality
monitoring
Afsana et al. | Semi- Hierarchical | IoNT, Nanosensors
2018 [59] Distributed medical
Afsana et al. | Distributed | Hierarchical | IoNT, No
2015 [67] medical
Afsana et al. | Distributed | Hierarchical | IoNT, No
2015 [121] medical

2.2 Routing schemes for WNSN

In the context of cluster-based WNSN, where nanosen-
sors are mobile, authors, in [58], introduce mobil-
ity management based on fuzzy logic to deliver the
data packet to static nanocontrollers. In this solution,
energy scavenging techniques are considered. The net-
work is divided into clusters, each controlled by a
nanocontroller. Each mobile nanosensor should select
the appropriate nanocontroller when it has data to send.
The decision to select the nanocontroller is based on
three criteria: the distance from the nanocontroller,
residual energy, and the traffic load of this nanocon-
troller. Nanosensors periodically broadcast exploration
packets to detect the most suitable nanocontroller
for receiving its data packet. Any nanocontroller that
receives this packet will answer with an ACK packet
containing its residual energy and traffic load. These
metrics are used by the nanosensor to apply fuzzy logic
functions and infer a decision value. The decision value
determines which nanocontroller is selected to be the
cluster head for this nanosensor. The communication
between the nanosensor and the nanocontroller of its
cluster is done in one hop. The proposed model is
simulated using NS-3 and compared to a non-fuzzy
scheme that is based on the distance to deliver the data.
The evaluation is conducted in terms of energy con-
sumption, packet loss ratio, successful packet delivery
rate, and end-to-end delay. This solution outperforms
the compared approach. However, the proposed model
suffers from: (1) a computation complexity at nanosen-
sors that is imposed by the fuzzy logic methods,
(2) alarge memory needed to store the fuzzy rules, and
(3) the clustering overhead of message exchange when-
ever nanosensors move.

Tables 3 and 4 summarize research works in this category.

3) NODE CLASSIFICATION-BASED ROUTING SCHEME
As a means of improving performance and decreasing the
number of packet retransmission in the network, many studies
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TABLE 4. Simulation summary of cluster-based routing schemes.

The work Dimension | Mobility model | No. of | Simulator
(2D/3D) (position) nanocon- tool
troller
Lee et al |3D All static Many but |-
2015 [8] only one is
connected
to the
gateway
Piro et al. |3D All static Many Nano-sim
2015 [19]
Rikhtegar 2D Mobile Many NS-3
et al. 2017 nanosensor,
[58] static
nanocontroller
Afsanaetal. | 3D All static 1 Nano-sim
2018 [59]
Afsanaetal. | - All static 0 Monte
2015 [67] Carlo
simulations
/MATLAB
Afsanaetal. | - All static 0 Monte
2015 [121] Carlo
simulations
/MATLAB

propose to reduce the number of nanosensors that forward
the same packet between the source and the destination. The
concept is based on the nanosensors’ self-classification either
as a retransmitter or as a user in the network. The retransmit-
ter nanosensor will forward any incoming packet. However,
the user nanosensor can perform read-only or sensing tasks
but it is not involved in the packet-forwarding process.

In this context, efforts to guarantee nanosensors communi-
cation while minimizing the number of packets exchanged
and redundant transmissions are presented in research
works [122], [123] and [53]. The presented schemes are
simulated using the Anylogic platform [124] and consider
identical WNSN architecture, where all nanodevices are
nanosensors placed on static positions.

Based on the reception quality, Liaskos et al., in [122],
introduce a 2D routing scheme where nanosensors with good
reception quality are considered as retransmitters while oth-
ers considered as users. Initially, any packet received will
be forwarded blindly. During the packet reception, each
nanosensor computes its signal to interference ratio (SINR)
level. Based on this SINR, the nanosensor classifies itself as
a retransmitter or a user. The proposed solution is evaluated
by comparing the theoretical results of nanosensors’ patterns
with results derived from the simulation. Then, the proto-
col performance is compared with optimal probabilistic and
the CSMA/CA in terms of coverage, service time, packets
sent, packets received, and collide rate. Results prove that
the simulated patterns match the theoretically expected one.
Furthermore, the comparison of results proves the protocol
effectiveness in reducing the redundant packets and eventu-
ally saving energy.

The research work in [123] discusses many aspects of
realistic implementation requirements using 2D and 3D
topologies. The power supplies for nanosensors are based on
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two approaches: WPT [125], which is the eminent solution
and energy harvesting which is considered as the secondary
solution.
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FIGURE 7. Nanosensor classification simulated in 2D layout.

Tsioliaridou et al., in [123], propose a scheme that clas-
sifies nanosensors based on local packet reception statistics.
Every nanosensor logs reception outcomes of the received
packets into successful or failed events in a sequential stream.
The sequential stream is processed by a Misra-Gries-based
Dynamic Infrastructure (MG-DI) algorithm to discover the
most frequent event to infer the node classification. If suc-
cessful reception is the most frequent, then the nanosen-
sor is classified as a retransmitter, otherwise, as a user.
An example of nanosensor classification in the 2D layout is
shown in Fig.7. The performance is evaluated and compared
to the previous work [122], CSMA/CA [126], and optimal
flood [127]. Results show that only CSMS/CA and [122]
outperform other approaches in terms of network coverage.
However, the proposed scheme is better than the complex
CSMA/CA, providing good network coverage with shorter
network service time, reduced packet retransmissions, and
lower packet collision rate with fewer resources.

The study [53] introduces a 2D routing scheme that route
packets in a peer-to-peer mode based on past statistics of
packet reception and adopting the same infrastructure concept
used in [123]. The assumed power source for the system is
WPT. Each nanonode can transmit a packet in two modes:
low power (small transmission range) and normal power
(larger transmission range). The system defines two operation
phases: the deployment phase and the data routing phase.
In the former, an external user selects a beacon node to
broadcast a beacon packet periodically. This beacon packet is
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then retransmitted until it reaches all nanosensors. This phase
is conducted in two rounds. In the first round, the low power
mode is used. Then, the normal power is used in the sec-
ond round. In each round, packet statistics (failed or suc-
cessful packet reception) are collected. After both rounds
are terminated, the deployment phase is stopped, and each
nanosensor classifies itself as a retransmitter or user based
on the collected statistics. Then, the data-routing phase starts
where a nanosensor retransmits a data packet based on its
classification. This solution is compared to the related peer-
to-peer Coordinate and Routing system for Nanonetworks
(CORONA) [128], optimal flood, and the scheme in [123].
The results prove the effectiveness of the proposed scheme in
peer-to-peer mode compared to the other solutions with lower
packet retransmission rates.

Previous researches presented in this subsection V-3
assume a static position for the nanosensors. These works
reduce the number of packets sent and received in the net-
work, since only retransmitter nanosensors forward data
packets. However, there is no defined path for the data packet;
each node that receives the packet, if it is a retransmit-
ter, retransmits it blindly. Consequently, there are broadcast
exchange packets overhead. The study [123] suffers from
computation overheads in the deployment phase. The energy
source in [53] depends on WPT. Hence, nanosensors are
active only when the external entity is turned on. Thus,
no sleeping techniques can be applied. However, [123] inves-
tigates the energy harvesting approach, but the scheme per-
formance was reduced.

Tables 5 and 6 summarizes the mentioned works.

TABLE 5. Summary of node classification-based routing schemes.

The work Forwarding | Architecture | Paradigm and | Sleeping
decision application mode

area

Liaskos et | Distributed | Identical WNSN, SDN | No

al. 2016

[53]

Liaskos et | Distributed | Identical WNSN No

al. 2015

[122]

Tsioliaridou | Distributed | Identical WNSN, SDM | No

et al. 2016 and real time

[123] monitoring of
objects

4) HOP COUNT-BASED ROUTING SCHEME
This subsection presents routing schemes that forward data
packets based on the number of hops on the path between the
source and the destination. In this context, different routing
schemes are proposed with different perspectives and con-
cerns. We can classify these protocols in two classes based
on the adopted network: protocols for WNSN and protocols
for IoNT networks.
4.1 Routing schemes for WNSN
In [128], the authors propose a 2D peer-to-peer address-
ing and routing scheme, called CORONA, for WNSN.
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TABLE 6. Simulation summary of node classification-based routing

schemes.

The work Dimension | Mobility model | No. of | Simulator

(2D/3D) (position) nanocon- tool
troller

Liaskos et | 2D Static 0 AnyLogic
al. 2016

(53]

Liaskos et | 2D Static 0 AnyLogic
al. 2015

[122]

Tsioliaridou | 2D/3D Static 0 AnyLogic
et al. 2016

[123]
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CORONA is a geographic routing protocol that has two
phases: setup and operation. Two types of nodes are
presented, the anchor nodes and the user nodes. In the
setup phase (addressing phase), each user node must
obtain the number of hops from four anchor nodes. Ini-
tially, the anchor nodes sequentially broadcast a single
packet with the hop count field set to 1. The receiving
nodes update their hop count from the corresponding
anchor. Then, it increases the hop count field in the
packet by 1 and retransmits the packet. At the end
of the process each node localizes its position relative
to the anchors. Then, the operation phase starts to route
the packets over short paths. The target is to reduce
the number of retransmitted packets by defining a path
between the source and the destination and reducing the
number of hops in this path. For each packet transmis-
sion, the sender nanosensor selects two anchor nodes
from the four, which yield the lowest number of hops
for packet transmission. When the sender selects the
appropriate anchor pair, the transmission process is
started. The routing scheme shows effective point-to-
point communication in the 2D network.

Tsioliaridou et al., in [54], extend the addressing
scheme of [128] to a 3D novel trilateration geographic
addressing scheme. The addressing scheme is initial-
ized first and conducted only once. The address of
nanosensor is a trilateration process [129]. It defines the
hop distances from eight anchors, as shown in red and
dark blue nodes in Fig.8. All nanosensors in the same
area share the same address. On top of the addressing
scheme, the routing scheme defines the geometric area
that contains the communicated nanosensor pair. Any
nanosensor in this area acts as a retransmitter, and this
decision is taken based on local information. In the
routing phase, the sender selects three anchor points
out of the eight that yields the shortest path. These
points, transmitted within the packet, are considered as
the coordinate system to deliver the packet towards the
destination. The receiver checks if the packet already
received, it discards it. Otherwise, it stores the packet
ID for an interval of time and obtains the usable address
from the three anchor points. If the receiver is in the

@ Anchor-node o
© Selected coordinate system {A, A, A}

FIGURE 8. The studied nanonetwork model.

computed address area, then it retransmits the packet.
Otherwise, it discards it. The proposed scheme is eval-
uated using the AnyLogic platform and is compared to
the shortest path routing approach. Results show that
the scheme reduces the number of retransmissions and
provides good performance.

In [130], the study proposes Stateless Linear-path
Routing (SLR) that uses the same addressing mecha-
nism as [54], minimizing the path redundancy. Each
nanosensor acts as a retransmitter when it is located on
the linear path of the communicated nanosensor pair.
This routing scheme provides a tunable redundant path
to cover network failures while reducing the redun-
dant transmission by adjusting the 3D linear path’s
width. The efficiency of SLR [130] is compared to
CORONA [128]. The simulation is conducted using
the AnyLogic platform. The scheme provides better
performance in reducing the number of retransmissions
per nanosensor while providing better data delivery
gained from redundant paths.

All the previous studies propose selective flood-
ing routing within network volumes. Unlike works
[128] and [54], the study in [55] proposes a routing
scheme over curvilinear paths. This study introduces
a viewpoints selection optimization algorithm to find
the best viewpoints that fit the model. To send a data
packet, the sender selects the best viewpoints to be used
by the receiver in the routing decision. The nanosensor
retransmits the incoming data packet if it is located
on the line that connects the communicated pairs. The
work has also been simulated using the AnyLogic plat-
form and compared to CORONA. The comparison is
made in terms of successful pair communication under
different network conditions. The results prove that the
proposed scheme achieves a better performance than
CORONA in reducing the number of retransmitters,
where nanosensors can control the linear path’s width.
Thus, it provides a tunable path redundancy to cover the
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4.2

high-loss communications while reducing the number
of retransmitters. Hence, it provides a balance between
path redundancy and energy consumption.

All the cited works are based on the nanosensor’s
static position and cannot be adopted easily to a
mobile network. Furthermore, the schemes do not
apply sleeping techniques, and no energy supplement is
defined or specified where the energy is not the primary
concern of these studies. Moreover, these schemes still
have selected flooding when forwarding the packets to
reach their destinations. The selected flooding influ-
ences energy consumption and affects network con-
nectivity. The schemes also still have computation and
memory overheads for every routing decision.
Authors in work [57], evaluate the performance of
existing WSN routing protocols when adopting them
in WNSN. Based on study findings, enhancements in
the network layer and transport layer for WNSN can
improve the performance. A hierarchical AODV rout-
ing protocol is proposed on static hierarchical archi-
tecture to reduce control packets transmission while
maintaining good performance. In hierarchical AODV,
only nanocontrollers participate in the forwarding pro-
cess of the Route Request (RREQ) packet. This packet
travels from the gateway to find the path toward the des-
tination nanosensor. The study simulates the solution
using NS-2. Results confirm that the proposed solu-
tion achieves a better performance than Destination-
Sequenced Distance Vector (DSDV) routing, Dynamic
Source Routing (DSR) and AODV. The study plans
to implement the solution in real settings. However,
the proposed solution still suffers from many con-
trol messages. Moreover, the energy harvesting tech-
niques and sleeping propriety for nanodevices are not
considered.

Proposing a forwarding scheme that selects the next
hop based on the local decision of the node while con-
sidering the TB communication channel is presented
in [66]. This work proposes a novel forwarding scheme
for WNSN to achieve a high channel capacity and
avoid large hop counts. The decision to select the next
hop balances between minimizing the frequency selec-
tive and the number of hops to reach the destination.
The scheme performance is evaluated, and the results
show that the proposed forwarding scheme outper-
forms traditional WSN forwarding schemes. Neverthe-
less, it does not utilize the sleeping techniques, and no
energy harvesting techniques are applied.

Routing schemes for IoONT

Two protocols are proposed in [62] for the IoNT
network used for healthcare applications: naive and
destructive retrieval. Initially, a hop-count propagation
phase is started by the gateway, where all nanosensors
have an infinite hop count. The gateway broadcasts
a propagation packet with a hop count equal to 0.
Upon receiving this packet, any nanosensor determines
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its hop count; if the stored value is higher than the
incoming hop count, it updates its hop count by the
incoming hop count plus 1, and broadcasts it to other
nanosensors. When all nanosensors determine their
hop count, the data-routing phase then takes place.
Any nanosensor with data to send attaches its hop
count within the data packet and broadcasts it. The
receiver nanosensor decides to forward the incoming
data packet if its stored hop count is lesser than the
one attached to the data packet. If so, the nanosensor
forwards the data packet with its hop count attached
to it. This process, called naive algorithm, continues
until the packet reaches the gateway. This algorithm
can be improved by reducing forwarded data messages,
proposing a destructive retrieval algorithm. In this algo-
rithm, the nanosensor that forwards the data packet
resets its hop count to infinity. This makes nanosen-
sors forward the data packet only once. However, this
improvement requires the gateway to reestablish the
hop-count phase again. In both algorithms, nanosensors
are assumed to have infinite energy, placed in static
positions, and communicate successfully. The evalua-
tion discusses the performance analytically based on
the number of messages in the proposed algorithms.
To confirm the analytical evaluation, the proposed
algorithms are simulated using NS-3 in two different
distributions. Results demonstrate that the destructive
retrieval algorithm outperforms the naive algorithm
in reducing the number of messages. Nevertheless,
such a scheme cannot be adopted easily in the mobile
nanosensors network. Furthermore, there is no indica-
tion of how energy is infinite since the energy source
is not specified. Even though the solution reduces
the messages transmitted, it still floods messages with
no consideration for energy constraints. In dense net-
works, the number of forwarded messages is huge if
many nodes have the same hop count. On the other
hand, in the second algorithm, the execution of hop-
count phase, each data gathering process, adds an over-
head to the network.

A summary of the works posted in this subsection is
presented in Tables 7 and 8.

5) WAKE UP-BASED ROUTING SCHEME

Some of the revised routing designs ignore nanosensors’
ability to conserve energy while they are in a sleep state.
In this subsection, we present routing schemes that are
based on wake-up mechanisms. In these routing solutions,
the nanosensors state is changed from active to sleep to
conserve energy. Some solutions are proposed for WNSN
architecture, while others focus on IoNT for healthcare appli-
cations.

5.1 Routing schemes for WNSN

To avoid the complex computation needed to handle
routing operations, [68] proposes a simple and efficient
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TABLE 7. Summary of hop count-based routing schemes.

The work Forwarding | Architecture | Paradigm and | Sleeping
decision application mode

area

Tsioliaridou | Distributed | Identical WNSN, No

et al. 2016 Smart mate-

[54] rial(SDN)

Tsioliaridou | Distributed | Identical WNSN, No

et al. 2017 Smart mate-

[55] rial(SDN)

Tairin et al. | Distributed | Hierarchical | WNSN No

2017 [57]

Buther et al. | Distributed | Hierarchical | [oNT No

2018 [62] (gateway and
nanosensors),
medical

Yu et al.|Centralized | Hierarchical | WNSN No

2015 [66]

Tsioliaridou | Distributed | Identical WNSN No

et al. 2015

[128]

Tsioliaridou | Distributed | Identical WNSN, No

et al. 2016 Smart mate-

[130] rial(SDN)

TABLE 8. Simulation summary of hop count-based routing schemes.

The work Dimension | Mobility model | No. of | Simulator

(2D/3D) (position) nanocon- tool

troller
Tsioliaridou | 3D Static 0 AnyLogic
et al. 2016
[54]
Tsioliaridou | 3D Static 0 AnyLogic
et al. 2017
[55]
Tairin et al. | 2D Static Many NS-2
2017 [57]
Buther et al. | 3D Static But | Not  clear, | NS-3
2018 [62] they  suggest |if there is
solution for | nanocon-
mobile troller

Yu et al.|2D (string | Static 1 sink node |-
2015 [66] network)
Tsioliaridou | 2D Static 0 -
et al. 2015
[128]
Tsioliaridou | 3D Static 0 AnyLogic
et al. 2016
[130]
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flooding technique for identical WNSN architecture,
called RADAR. A central entity rotates regularly at a
certain angle and radiates to change the nanosensors’
state from sleeping to active in the region of radia-
tion. Hence, at any given time, some nanosensors are
active while others are in the sleep state. Consequently,
the number of packets in the network is reduced com-
pared to the original flooding techniques, leading to a
better throughput and collision reduction. In this rout-
ing scheme, nanosensors are placed in static positions.
Each nanosensor acts as a router and broadcast any
packet received for the first time. The simulation results
of the proposed routing using Nano-Sim prove its
effectiveness in network reliability and energy savings.

5.2

However, this work does not consider the energy har-
vesting process characteristics of nanodevices. More-
over, in dense nanonetwork, broadcasting is a source
of energy consumption, which reduces the network
lifetime.

Routing schemes for IoONT

Many studies focus on IoNT for the intra-body
application while considering energy consumption.
Liu et al. in [131] and [132] propose an energy effi-
cient data collection scheme that adopts piezoelec-
tric system to gain energy from the heartbeat of the
human body. Hierarchical network architecture is con-
sidered where nanocontrollers and gateway are placed
in static positions while nanosensors move along the
artery. A request is sent from an external entity toward
the gateway to start the data gathering process. The
gateway then sends the request to all nanocontrollers.
The nanocontrollers, in turn, broadcast an activation
message to activate the sleeping nanosensors in its
wake-up area and request the available energy. It is
assumed that all nanosensors will stay in sleep state
and change to an active state when the activation mes-
sage is received. However, the nanosensors that are
outside the wake-up area will stay in the sleep state. The
activated nanosensors answer the specified nanocon-
troller by sending a feedback message containing their
current energy. Based on the received messages, each
nanocontroller selects a nanosensor with the highest
amount of energy. Then, it sends the request message
to the selected nanosensor to perform the required
task. After the selected nanosensor completes the data-
gathering task, it sends back the answer message to the
nanocontroller. Then, it returns to the sleep state. The
response will be sent back from the nanocontroller to
the gateway then reach the external entity. The perfor-
mance of the proposed solution is evaluated in terms
of path loss and available energy. The result shows
that nanosensors’ density directly impacts the available
energy and a slight effect on path loss. The scheme
achieves better performances when the nanosensors’
density is between 1.0 to 1.5 nanosensors per mm,
and a smaller wake-up region is specified. However,
activating all nanosensors in the area and receiving the
feedback lead to a high delay and energy consumption.
Moreover, the energy is wasted in nanosensors that
have been awakened but not selected.

To minimize energy consumption and delays from
sending feedback messages in studies [131] and [132],
Chen et al. enhance the wake-up strategy by propos-
ing a mechanism that gradually activates the nanosen-
sors, called a Local Node Respond (LNR) [133].
A selection strategy called Node Priority (NP) is intro-
duced to select a target nanosensor to finish the data-
gathering task. The LNR starts when the nanocontroller
first broadcasts challenge messages containing budget
energy to perform the required task. The broadcast
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range is divided into layers. If the first layer does not
respond during the defined period, then the message
enters the next layer until a response meets the budget
value. Nanosensors that receive a challenge message
and have energy within the this budget range will
switch to active mode and send a feedback message
with the current energy. However, other nanosensors
in the wake-up area but not within the budget energy
range stay in the sleep state. Then, the nanocontroller
performs the NP strategy to select the target nanosen-
sor to collect data. This strategy is performed every
time a nanocontroller receives the feedback messages
from nanosensors. It considers the distance from the
nanocontroller and each node’s current energy as the
priority in the selection process. The nanosensor with
the shortest distance and highest energy has the high-
est chance to be selected. The selected nanosensor

Ultrasounds ENanccomroller

= THz waves ONanosensor

collects and sends the data. Then, it saves its current (1 Ultrasounds source and Gateway
energy and goes to sleep state. The performance of
the proposed scheme [133] is evaluated in terms of FIGURE 9. Hierarchical BAN architecture in human hand scenario.

the available nanosensors and the probability of energy
saving. Results demonstrate that the proposed scheme
can achieve effective improvement in saving energy
and transmission quality compared with the traditional
wake-up mechanism.

In these solutions [131]-[133], the wake-up mecha-
nism is not clear, since, in the sleep state, the nodes can-
not perform any operation. When nodes are sleeping,

their radios are turned off, and they cannot receive any ) ) ]
message. Furthermore, there are broadcast overhead Table 9 and Table 10 summarize the routing protocols cited

with the nanocontroller. The results from the analytical
assessment reveal that the nanosensors can communi-
cate with the nanocontroller every 52 min. Neverthe-
less, the work has not been simulated; it has only been
investigated analytically. This study considers only one
nanocontroller in its solution, which will add an over-
head on this nanocontroller.

and messages overhead for each data request to select in this section.
nodes that perform data collection.

The Research work in [60] introduces hierarchical =~ TABLE - Summary of wake up-based routing schemes.

BAN architecture in a human hand scenario, where The work | Forwarding | Architecture | Paradigm and [ Sleeping
an external gateway is placed at the dorsum of a decision application | mode
PO . . area
hand, a nanocontrolljcr 1S 1mp lanted into thF: skin, and Canovas Centralized | Hierarchical | IoNT, Nanosensors
nanosensors move with the bloodstream. Fig.9. shows et al. 2018 medical
the model architecture. Both nanodevices (nanocon- [60]
_ Neupane Distributed | Identical WNSN Nanosensors

trollF:r and ne%nosenso'rs) are powerefi by energy har ot al 2014 (sensor and
vesting techniques using piezoelectric nanowires and [68] gateway)
a rechargeable nanocapacitor. The study analyzes an Liu et al |Centralized | Hierarchical | IoNT, Nanosensors
energy management model for the proposed BAN to 20151131 g‘z‘;;ﬂ
assess the consumed and harvested energy for nan- Liu et al. |Centralized |Hierarchical | IoNT, Nanosensors
odevices. Using the WPT method, the nanocontroller 2016 [132] medical
harvests energy from an external ultrasound source A , ___|BANN

. Chen et al. | Centralized | Hierarchical | IoNT, Nanosensors
placed near the gateway. The nanosensors harvesting 2017 [133] medical
the energy from the bloodstream will also utilize the BANN

WPT method when they are near the gateway. In the

proposed routing scheme, the nanosensors stay in sleep

mode, storing the harvested energy until they have 6) OTHER ROUTING SCHEMES

enough energy. When an unexpected increase in the This section presents alternative routing schemes with differ-

charge level is detected, it means the nanosensors enter ent directions toward improving the performance of WNSN.
the ultrasound region. They wake up for a fixed time The works [31] and [56] develop an upgradable and modu-
interval to ensure arriving at the shortest distance point lar NS-3 simulator called Nano-Sim, used in many studies to
from the nanocontroller. Then, they switch to reception simulate their protocols. In Nano-sim, two routing protocols

mode to exchange control messages and required data are proposed and implemented.

VOLUME 8, 2020 200741



IEEE Access

A. O. Balghusoon, S. Mahfoudh: Routing Protocols for Wireless Nanosensor Networks and IoNT: A Comprehensive Survey

TABLE 10. Simulation summary of wake up-based routing schemes.

The work Dimension | Mobility model | No. of | Simulator
(2D/3D) (position) nanocon- tool
troller
Canovas - Mobil 1 Analytical
et al. 2018 nanosensors, evaluation
[60] static
nanocontroller
Neupane 2D Static 0 Nano-Sim
et al. 2014
[68]
Liu et al |2D Mobil Many -
2015 [131] nanosensors,
static
nanocontroller
Liu et al |2D Mobil Many -
2016 [132] nanosensors,
static
nanocontroller
Chen et al. | 3D Mobil Many -
2017 [133] nanosensors,
static
nanocontroller

The first protocol, presented in [31], is a routing scheme
based on selective flooding strategies. It provides a multi-hop
path between the sender and the destination. The nanosensor
sends the received packet to all other devices within its trans-
mission range, and that are not in the opposite direction of the
destination node. Each nanodevice keeps the last 20 received
packets in its memory to avoid duplicating the same packet’s
forwarding operations. This routing scheme requires small
computation power. The simulation result proves that there
is a need to have a more sophisticated routing scheme.
Even though the flooding is selective, every nanosensor that
receives a packet for the first time will forward it, which leads
to unnecessary waste of bandwidth and node energy.

The second protocol in [56] is proposed to enhance the
selective flooding scheme, which suffers from the duplicated
forward operation. It extends the simulator by developing a
new random routing algorithm. The proposed random routing
can be adopted for point-to-point communication (between
nanosensors and the gateway). It is developed to prevent net-
work loop creation in the multi-hop transmission. The routing
algorithm allows the nanodevice to randomly select the next
hop among its neighbor nanodevices and avoid nodes that
have already been selected for previous transmissions. Thus,
amemory is required for each nanodevice to keep information
about the previously received packets. The routing algorithm
must work jointly with specific proposed MAC called (Smart-
MAC) to allow nanosensors to discover all nanodevices in
its transmission range. Three different combinations of pro-
tocol stacks are evaluated: selective flooding routing with
two proposed MACs and random routing with Smart-MAC.
However, a large memory is needed for both protocols to store
the required information for the previously received packets.

An energy efficient routing protocol for WNSN is pro-
posed in [134] to reduce the number of retransmitter nanosen-
sors by limiting the forwarding area. It starts with hello
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messages broadcasted from the nanocontroller to inform
nanosensors of its location. When the nanosensors receive
these messages, they reply with their IDs and locations. This
information will be stored by the nanocontroller. Then, if a
nanosensor has data to send, and if the nanocontroller is in
its transmission range, the data is sent in a single hop to the
nanocontroller. Otherwise, it starts a multi-hop forwarding
process by broadcasting its location to neighboring nanosen-
sors. Only nanosensors in the candidate area as shown with
a red circle in Fig.10. reply with an ACK. This ACK con-
tains the nanosensor ID and a link cost value considering
the energy consumption, distance between candidate node
and nanocontroller, and channel capacity. When ACKs are
received, the source nanosensor sorts all the received costs in
ascending order and selects the first low-cost nanosensors as
the next hop. A forwarding probability is then calculated and
stored with the corresponding IDs in a forwarding list to avoid
redundant selection of the same node. The data packet is then
forwarded with a certain probability to one of the candidate
nodes. The data receiver starts the process again as a source
until the data reaches the nanocontroller successfully. The
solution is evaluated based on NS-3 simulations. Results
prove the scheme’s effectiveness compared with selective
flooding [31] in terms of throughput, end-to-end delay, and
energy saving. However, there is a flooding overhead in the
beginning and in each data-forwarding process. Moreover,
there is a computation overhead in each data-forwarding
process and memory requirements for the nanocontroller and
each nanosensor.

To minimize the transmission of packets in WNSN,
an energy efficient and signal quality-aware data aggregation
routing protocol is proposed in [135]. This scheme reduces
the number of packet transmissions by combining and com-
puting the gathered data at an aggregated node. Then, this
aggregated node transmits only one copy of the data to the
nanocontroller. A novel heuristic algorithm called Power

VOLUME 8, 2020



A. O. Balghusoon, S. Mahfoudh: Routing Protocols for Wireless Nanosensor Networks and IoNT: A Comprehensive Survey

IEEE Access

Efficient Signal Aware in WNSN (PESAWNSN) has been
proposed to identify the reversed minimum cost multicast tree
to all data source nodes. It begins by including the nanocon-
troller in the graph, then constricting the links between the
nodes only when the receiving node gets enough SNR from
the transmitting node. Then, the lowest transmission power
cost is assigned as the arc weight of the link. To get the
minimum-cost tree, the algorithm performs a minimum span-
ning tree algorithm and omits the unnecessary links that
are not included in the routing paths. The study supposes
that packets collision is unlikely to occur at the aggregated
node and assumes no power loss of retransmission at the
MAC layer. The proposed work is evaluated using compu-
tational experiments. Results show a reduction in the total
radio power consumption in large networks. Nevertheless,
the study assumes that the collisions are unlikely to occur,
while other works prove that there is a packet collision. This
collision could occur at the aggregated point if the data is
coming from many nodes, and no mechanism is used to
avoid it. The aggregated node could suffer from energy deple-
tion, which causes broken links in the routing path, and the
work does not present any mechanism to solve these broken
links.

The large density of nanonetworks makes them vulnerable
to interference gained from the transmissions over multiple
nanosensors. Tairin et al., in [97], propose a propagation-loss
aware routing protocol for WNSNs. They assume that:

« only nanocontrollers can forward packets,

« gateway can communicate directly with nanosensors,

o each nanodevice knows its position in cartesian

coordinates.
Before a data packet is sent by the sender (gateway) to reach
a nanosensor, a query packet is forwarded to discover the
neighbors’ position, and a timer starts. When the neigh-
bor receives this packet, it replies with its position. After
receiving the reply packet, the sender converts the neighbor
and its cartesian position into spherical coordinates. Using
the spherical coordinates, the sender obtains the neighbor’s
direction and its own direction from the neighbor in an angle.
After that, the sender calculates the gain and path loss, and
stores the value along with the neighbor ID. When a reply
packet is received from the next neighbor, the sender again
calculates path loss and updates the existing one if the stored
value is more than the computed one. The sender continues
this procedure until the timer expires then selects the min-
imum path loss neighbor. Finally, it sends the data packet
to the target neighbor. This neighbor selects its next hop by
the same procedure until the destination node is reached.
NS-2 simulator is used to evaluate the protocol performance,
which is compared with existing routing protocols, including
AODV, Hierarchical AODV [57], and Amorphous PM [136].
The results show that path loss, total energy consumption,
energy-per-bit, and end-to-end delay are much better when
compared to other protocols. Nevertheless, there are broad-
cast control packets, computations, and memory overheads
for every data request. When comparing the evaluations with
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TABLE 11. Summary of other routing schemes.

The work Forwarding | Architecture | Paradigm and | Sleeping
decision application mode
area

Hierarchical | WNSN, med- | No

Piro et al. | Distributed

2013 [31] ical

Piro et al. | Distributed | Hierarchical | WNSN, med- | No
2013 [56] ical

Tairin et al. | Distributed | Hierarchical | WNSN, in the | No
2017 [97] air

Xu et al.|Distributed | Hierarchical | WNSN No
2016 [134]

Yen et al. | Distributed | Identical WNSN, med- | No

2017 [135] ical

TABLE 12. Simulation summary of other routing schemes.

The work Dimension | Mobility model | No. of | Simulator
(2D/3D) (position) nanocon- tool
troller

Piro et al.|3D Mobile 1 Nano-sim
2013 [31] nanosensors,

static

nanocontroller
Piro et al.|3D Mobile Many Nano-sim
2013 [56] nanosensors,

static

nanocontrollers
Tairin et al. | 2D Static Many NS-2
2017 [97]
Xu et al |2D Static 1 NS-3
2016 [134]
Yen et al.|2D Static - -
2017 [135]

some non-WNSNSs, more research is needed to be done as the
study demonstrates.

Tables 11 and 12 summarize the research works presented
in this subsection.

VIi. SUMMARY AND LESSONS LEARNED

Table 13 summarizes all routing protocols reviewed in this
paper from energy, application, and node mobility perspec-
tives. In this survey, we have covered the recent research
contributions made towards routing protocols for IoNT and
WNSNs. While nanotechnology has great potential in many
application areas, it also has many constraints and limitations
that need to be worked upon to achieve the application target.
In this section, we summarize the lessons we have learned by
this review.

First, even though WNSN and IoNT are both using nan-
odevices, designing a routing protocol for [oNT should tackle
the communication between the nano and the macro sides.
In fact, this point adds complexity to the routing proto-
col, which should maintain a path between the nanosensors
and the nanocontrollers, and between nanocontrollers and
the gateway. These two nano communications must accom-
modate the nanonetworks’ limited characteristics, providing
effective data transmission while maintaining a persistent
network operation.

200743



IEEE Access

A. O. Balghusoon, S. Mahfoudh: Routing Protocols for Wireless Nanosensor Networks and IoNT: A Comprehensive Survey

TABLE 13. Routing schemes from energy, application, and node mobility perspectives.

The work Energy source Energy Application | Mobility
efficiency
Lee et al. 2015 [8] No energy supplement is adopted Yes IoNT No
Piro et al. 2015 [19] The energy is harvested from the environment | Yes IoNT No
(bloodstream)
Piro et al. 2013 [31] No energy supplement is adopted No WNSN Yes
Pierobon et al. 2014 [36] | The energy is harvested from the environment | Yes WNSN No
Liaskos et al. 2016 [53] | Adopts WPT approach only The energy ef- | WNSN No
ficiency is not
the main con-
cern
Tsioliaridou et al. 2016 | No energy supplement is adopted Yes, but not the | WNSN No
[54], Tsioliaridou et al. main concern
2017 [55]
Piro et al. 2013 [56] No energy supplement is adopted No WNSN Yes
Tairin et al. 2017 [57] No energy supplement is adopted Yes WNSN No
Rikhtegar et al. 2017 | The energy scavenging techniques is consid- | Yes WNSN Yes
[58] ered but not specified which method
Afsana et al. 2018 [59] | No energy source is specified (introduces an | Yes IoNT No
energy model joining the energy harvesting and
consumption)
Canovas et al. 201 [60] | Adopted both approaches WPT and harvest | Yes TIoNT Yes
from environment (bloodstream) using piezo-
electric system, where both methods are used
by nanosensors while WPT is used for the
nanocontroller
Buther et al. 2018 [62] | The energy source is not specified (infinite | No IoNT No
energy)
Yu et al. 2015 [66] No energy supplement is adopted No WNSN No
Afsana et al. 2015 [67] | No energy supplement is adopted Yes IoNT No
Neupane et al. 2014 [68] | No energy supplement is adopted Yes WNSN No
Tairin et al. 2017 [97] No energy supplement is adopted Yes, but not the | WNSN No
main concern
Oukhatar et al. 2017 | No energy supplement is adopted Yes WNSN Yes
[117]
Xuetal. 2018 [118] The energy is harvested using a piezoelectric | Yes WNSN Yes
system but not specified which method
Afsana et al. 2015 [121] | No energy supplement is adopted Yes TIoNT No
Liaskos et al. 2015 [122] | No energy supplement is adopted The energy ef- | WNSN No
ficiency is not
the main con-
cern
Tsioliaridou et al. 2016 | Adopts both approaches WPT and harvest en- | The energy ef- | WNSN No
[123] ergy from environment ficiency is not
the main con-
cern
Tsioliaridou et al. 2015 | No energy supplement is adopted Yes WNSN No
[128]
Tsioliaridou et al. 2016 | No energy supplement is adopted Yes, but not the | WNSN No
[130] main concern
Liuetal. 2015 [131], Liu | The energy is harvested from environment | Yes TIoNT Yes
etal. 2016 [132], Chen et | (heartbeat) using piezoelectric system
al. 2017 [133]
Xuetal. 2016 [134], Yen | No energy supplement is adopted Yes WNSN No
et al. 2017 [135]

Second, based on reviewed studies, we constate that energy
is one of the most critical design issues in WNSN as in
WSN. In fact, based on whether the routing protocol is energy
efficient or not, the complexity of the protocol increases.
Some protocols ignore the limited energy of nanosensors,
which is one of the most restrictive constraints. Other pro-
tocols suppose that nanosensors recharge their battery with
a constant rate from an external device (WPT); in this case,
the nanodevices are always active. However, in general cases,
the nanodevice has a limited amount of energy. This energy
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may be non-renewable or harvested from the surrounding
environment. Hence, knowledge of the energy requirement
for data transmission and the energy harvesting rate is essen-
tial when designing routing protocols to extend the network
lifetime and maintain efficient data transmission. Moreover,
utilizing the nodes’ sleep state in the routing protocol design
improves the network lifetime as the nodes kept in this state
cannot perform any operation. Consequently, it can conserve
and harvest a much higher energy amount than other situa-
tions where the nodes are always active. Thus, it is essential
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to design routing protocol strategies that deal with these
different states and avoid packet loss when some nodes are
in the sleep state.

Third, one of the routing protocol’s main targets is to
reduce the vast number of packet retransmission occurring
from using flooding strategy to deliver the collected data
to its destination. This flooding exhausts the nanodevices’
resources by overwhelming the network with packets. This
problem is tackled by routing protocols in different ways:
finding an end-to-end route between source and destina-
tion, reducing the area of retransmission, opting for sin-
gle hop or multi-hops, etc. Ultimately, the routing protocol
should not add overhead to the network and the individ-
ual nodes to establish its strategy under different network
conditions.

Finally, in any case, the routing protocol should first

follow the target of the application, the network architec-
ture, and network constraints (energy efficient or not, for
example). Defining the application’s goal and purpose is the
primary step in designing routing protocol since all other
considerations are affected by the application area and its
domain. In fact, there is no best individual routing protocol
for all applications. Routing protocols should consider the
application’s needs, such as the best service time, quality
of data, the quantity of data, network lifetime, and many
other aspects. This would help in determining how the routing
protocol will behave under the circumstances.
Moreover, determining the type of network architecture
depends on the application area and its required characteris-
tics, where it can be either non-hierarchical (identical) or hier-
archical. The network architecture affects the design of the
routing protocol. In fact, in hierarchical architecture, the com-
plexity (the processing) of the routing protocols can be
pushed to nanocontrollers. Nanosensors, in this case, are pas-
sive or less involved in the routing protocol. However, if the
network is identical, with no central node, each nanosen-
sor is involved in the routing decision, which is considered
a distributed forwarding decision. These protocols should
consider the limited resources, such as memory, energy, and
processing capability, of these nanosensors.

On the other hand, a critical issue that should be tackled by
routing protocols is the nanodevices’ mobility. Indeed, many
applications demand node movement ability, such as some
in-body WNSN applications. This network dynamicity adds
alevel of complexity to routing strategies that should be taken
into consideration when designing this protocol.

Designing an effective routing protocol for WNSN or [oNT
that maintains simplicity and can cope with nanoscale restric-
tions without compromising lifetime and connectivity can be
challenging. The consideration of the points mentioned above
guarantees a robust routing protocol design that conserves
nodes’ resources and maintains perpetual network operations.

Vil. CONCLUSION
Due to the nanodevices’ characteristics and limited resources,
designing a routing protocol for WNSN or IoNT that can
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effectively deliver the collected data while meeting the con-
ditions for perpetual network operations must be addressed.
The design should tackle the many challenges and consider-
ations discussed here. In this paper, we briefly presented a
background for the WNSN and IoNT paradigms. Moreover,
we highlighted the characteristics of WNSN, including TB
communication and the different energy supply systems that
have been adopted to power nanodevices. We also reviewed
several efforts that have been devoted to physical and MAC
specifications and the protocols that directly affect the rout-
ing operations. We then presented a comprehensive review
of the existing routing protocols for WNSN and IoNT
adapted to nano communication’s characteristics and fea-
tures. Finally, we discussed some challenges that should be
considered when designing an effective routing protocol for
WNSN or IoNT.

REFERENCES

[1]1 R.P. Feynman, “There’s plenty of room at the bottom: An invitation to
enter a new field of physics,” in Handbook of Nanoscience, Engineer-
ing, and Technology, 3rd ed. Boca Raton, FL, USA: CRC Press, 2012
pp. 26-35.

[2] E. Omanovié-Mikli¢anin, M. Maksimovié, and V. Vujovi¢, “The future
of healthcare: Nanomedicine and Internet of nano Things,” Folia Medica
Facultatis Medicinae Univ. Saraeviensis, vol. 50, no. 1, p. 15, 2015.

[3] M. Nasrollahzadeh, S. M. Sajadi, M. Sajjadi, and Z. Issaabadi, “Applica-
tions of nanotechnology in daily life,” in Interface Science Technology,
vol. 28. Amsterdam, The Netherlands: Elsevier, 2019. pp. 113-143,

[4] F. Pulizzi, “Nano in the future of crops,” Nature Nanotechnol., vol. 14,
p- 507, Jun. 2019.

[5] K. Dabhi, A. Maheta, and A. P. Student, “Internet of nano Things-the
next big thing,” Int. J. Eng. Sci. Comput., vol. 7, no. 4, pp. 10602—-10604,
2017.

[6] I. F. Akyildiz and J. M. Jornet, “The Internet of nano-Things,” IEEE
Wireless Commun., vol. 17, no. 6, pp. 58-63, Dec. 2010.

[7] S.Balasubramaniam and J. Kangasharju, “Realizing the Internet of nano
Things: Challenges, solutions, and applications,” Computer, vol. 46,
no. 2, pp. 62-68, Feb. 2013.

[8] S.J.Lee,C.(.Jung, K. Choi, and S. Kim, “Design of wireless nanosensor
networks for intrabody application,” Int. J. Distrib. Sensor Netw., vol. 11,
no. 7, Jul. 2015, Art. no. 176761.

[9] M. loanna, “A brief introduction to nanonetwork with references to the
applications of nanotechnology in the fields of medicine and environ-
ment,” Univ. Macedonia, Thessaloniki, Greece, Tech. Rep. MIS 18008,
2018, p. 17.

[10] I.F. Akyildiz, F. Brunetti, and C. Blazquez, “Nanonetworks: A new com-
munication paradigm,” Comput. Netw., vol. 52, no. 12, pp. 2260-2279,
Aug. 2008.

[11] J. M. Dubach, D. I. Harjes, and H. A. Clark, “Fluorescent ion-selective
nanosensors for intracellular analysis with improved lifetime and size,”
Nano Lett., vol. 7, no. 6, pp. 1827-1831, Jun. 2007.

[12] J. Li, T. Peng, and Y. Peng, “A cholesterol biosensor based on entrap-
ment of cholesterol oxidase in a silicic sol-gel matrix at a prussian blue
modified electrode,” Electroanalysis, vol. 15, no. 12, pp. 1031-1037,
Jul. 2003.

[13] 1. E. Tothill, “‘Biosensors for cancer markers diagnosis,” Seminars Cell
Develop. Biol., vol. 20, no. 1, pp. 55-62, Feb. 2009.

[14] P. Tallury, A. Malhotra, L. M. Byrne, and S. Santra, ‘“Nanobioimaging
and sensing of infectious diseases,” Adv. Drug Del. Rev., vol. 62, nos. 4-5,
pp. 424-437, Mar. 2010.

[15] R. Fernandez-Pacheco, J. G. Valdivia, and M. R. Ibarra, ‘“Magnetic
nanoparticles for local drug delivery using magnetic implants,” in
Micro Nano Technology Bioanalysis. Cham, Switzerland: Springer, 2009,
pp. 559-569.

[16] K. Ashton, “That Internet of Things’ thing,” RFID J., vol. 22, no. 7,
pp. 97-114, 2009.

[17] M.N. Al-Rawabhi, T. Sharma, and P. Palanisamy, “‘Internet of nanothings:
Challenges & opportunities,” in Proc. Majan Int. Conf. (MIC), Mar. 2018,
pp. 1-5.

200745



IEEE Access

A. O. Balghusoon, S. Mahfoudh: Routing Protocols for Wireless Nanosensor Networks and IoNT: A Comprehensive Survey

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]
[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

N. A. Ali and M. Abu-Elkheir, “Internet of nano-Things healthcare appli-
cations: Requirements, opportunities, and challenges,” in Proc. IEEE
11th Int. Conf. Wireless Mobile Comput., Netw. Commun. (WiMob),
Oct. 2015, pp. 9-14.

G. Piro, G. Boggia, and L. A. Grieco, “On the design of an energy-
harvesting protocol stack for body area nano-NETworks,” Nano Com-
mun. Netw., vol. 6, no. 2, pp. 74-84, Jun. 2015.

M. Heil and J. Ton, “Long-distance signalling in plant defence,” Trends
Plant Sci., vol. 13, no. 6, pp. 264-272, Jun. 2008.

M. Heil and J. C. Silva Bueno, ‘“Within-plant signaling by volatiles leads
to induction and priming of an indirect plant defense in nature,” Proc.
Nat. Acad. Sci. USA, vol. 104, no. 13, pp. 5467-5472, Mar. 2007.

C. M. J. Pieterse and M. Dicke, “Plant interactions with microbes and
insects: From molecular mechanisms to ecology,” Trends Plant Sci.,
vol. 12, no. 12, pp. 564-569, Dec. 2007.

J. Han, J. Fu, and R. B. Schoch, ‘“Molecular sieving using nanofilters:
Past, present and future,” Lab Chip, vol. 8, no. 1, pp. 23-33, 2008.

A. Awasthi, A. Awasthi, D. Riordan, and J. Walsh, “Non-invasive sen-
sor technology for the development of a dairy cattle health monitoring
system,” Computers, vol. 5, no. 4, p. 23, Oct. 2016.

A. Nayyar and V. Puri, “Data glove: Internet of Things (IoT) based smart
wearable gadget,” Brit. J. Math. Comput. Sci., vol. 15, no. 5, pp. 1-12,
Jan. 2016.

A. Nayyar, V. Puri, and D.-N. Le, “Internet of nano Things (iont): Next
evolutionary step in nanotechnology,” Nanosci. Nanotechnol, vol. 7,
no. 1, pp. 4-8, 2017.

P. Fraga-Lamas, T. Ferndndez-Caramés, M. Sudrez-Albela, L. Castedo,
and M. Gonzélez-Lopez, “A review on Internet of Things for defense
and public safety,” Sensors, vol. 16, no. 10, p. 1644, Oct. 2016.

I. F. Akyildiz and J. M. Jornet, ““Electromagnetic wireless nanosensor
networks,” Nano Commun. Netw., vol. 1, no. 1, pp. 3-19, Mar. 2010.

I. F. Akyildiz, “Nanonetworks: A new frontier in communications,” in
Proc. 18th Annu. Int. Conf. Mobile Comput. Netw., 2012, pp. 1-2.

H. Rafae, S. W. Jamil, M. 1. Aslam, and I. Ahmed, “Internet of nano
Things: Next step for future of nanotechnology,” in Proc. 4th Int. Electr.
Eng. Conf. (IEEC), 2019, p. 8.

G. Piro, L. A. Grieco, G. Boggia, and P. Camarda, ““Simulating wireless
nano sensor networks in the NS-3 platform,” in Proc. 27th Int. Conf. Adv.
Inf. Netw. Appl. Workshops, Mar. 2013, pp. 67-74.

Q. H. Abbasi, K. Yang, N. Chopra, J. M. Jornet, N. A. Abuali,
K. A. Qaraqge, and A. Alomainy, ‘“Nano-communication for biomedical
applications: A review on the State-of-the-Art from physical layers to
novel networking concepts,” IEEE Access, vol. 4, pp. 3920-3935, 2016.
S. Mavridopoulos, P. Nicopolitidis, O. Tsave, I. Kavakiotis, and A. Sal-
ifoglou, “Using bacterial concentration as means of dissipating infor-
mation through chemotaxis,” Nano Commun. Netw., vol. 13, pp. 1-8,
Sep. 2017.

I. Akyildiz, M. Pierobon, S. Balasubramaniam, and Y. Koucheryavy,
“The Internet of bio-nano Things,” IEEE Commun. Mag., vol. 53, no. 3,
pp. 32-40, Mar. 2015.

F. Dressler and S. Fischer, “Connecting in-body nano communication
with body area networks: Challenges and opportunities of the Internet of
nano Things,” Nano Commun. Netw., vol. 6, no. 2, pp. 29-38, Jun. 2015.
M. Pierobon, J. M. Jornet, N. Akkari, S. Almasri, and I. F. Akyildiz,
“A routing framework for energy harvesting wireless nanosensor
networks in the terahertz band,” Wireless Netw., vol. 20, no. 5,
pp. 1169-1183, Jul. 2014.

S. Canovas-Carrasco, A.-J. Garcia-Sanchez, and J. Garcia-Haro, “On
the nature of energy-feasible wireless nanosensor networks,” Sensors,
vol. 18, no. 5, p. 1356, Apr. 2018.

J. M. Jornet and I. F. Akyildiz, “Joint energy harvesting and communica-
tion analysis for perpetual wireless nanosensor networks in the terahertz
band,” IEEE Trans. Nanotechnol., vol. 11, no. 3, pp. 570-580, May 2012.
Z. L. Wang, “Energy harvesting for self-powered nanosystems,” Nano
Res., vol. 1, no. 1, pp. 1-8, Jul. 2008.

S. Canovas-Carrasco, A.-J. Garcia-Sanchez, F. Garcia-Sanchez, and
J. Garcia-Haro, “Conceptual design of a nano-networking device,” Sen-
sors, vol. 16, no. 12, p. 2104, Dec. 2016.

J. M. Jornet and 1. F. Akyildiz, “The Internet of multimedia nano-things
in the terahertz band,” in Proc. 18th Eur. Wireless Conf., 2012, pp. 1-8.
J. M. Jornet, “Fundamentals of electromagnetic nanonetworks in the
terahertz band,” Found. Trends Netw., vol. 7, nos. 2-3, pp. 77-233,
2012.

200746

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

F. Vullum and D. Teeters, ““Investigation of lithium battery nanoelectrode
arrays and their component nanobatteries,” J. Power Sources, vol. 146,
nos. 1-2, pp. 804-808, Aug. 2005.

C. Liu, E. I. Gillette, X. Chen, A. J. Pearse, A. C. Kozen, M. A. Schroeder,
K. E. Gregorczyk, S. B. Lee, and G. W. Rubloff, “An all-in-one nanopore
battery array,” Nature Nanotechnol., vol. 9, no. 12, p. 1031, 2014.

C. K. Chan, X. F. Zhang, and Y. Cui, “High capacity li ion battery anodes
using ge nanowires,” Nano Lett., vol. 8, no. 1, pp. 307-309, Jan. 2008.
L. Ji, Z. Tan, T. Kuykendall, E. J. An, Y. Fu, V. Battaglia, and Y. Zhang,
“Multilayer nanoassembly of sn-nanopillar arrays sandwiched between
graphene layers for high-capacity lithium storage,” Energy Environ. Sci.,
vol. 4, no. 9, pp. 3611-3616, 2011.

Z. L. Wang, “Towards self-powered nanosystems: From nanogenerators
to nanopiezotronics,” Adv. Funct. Mater., vol. 18, no. 22, pp. 3553-3567,
Nov. 2008.

S. Xu, B. J. Hansen, and Z. L. Wang, ‘Piezoelectric-nanowire-enabled
power source for driving wireless microelectronics,” Nature Commun.,
vol. 1, no. 1, p. 93, Dec. 2010.

S. Xu, Y. Qin, C. Xu, Y. Wei, R. Yang, and Z. L. Wang, “Self-powered
nanowire devices,” Nature Nanotechnol., vol. 5, no. 5, p. 366, 2010.

E. Zarepour, “Efficient communication protocols for wireless nanoscal
sensor networks,” Ph.D. dissertation, Dept. Comput. Sci. Eng., Univ. New
South Wales, Sydney, NSW, Australia, 2015.

H. Yu, “Data acquisition dissemination for Internet nano Things,” Ph.D.
dissertation, Dept. Eng., Victoria Univ. Wellington, Wellington, CA,
USA, 2018.

S. Abadal, C. Liaskos, A. Tsioliaridou, S. Ioannidis, A. Pitsillides,
J. Sole-Pareta, E. Alarcon, and A. Cabellos-Aparicio, ‘“‘Computing and
communications for the software-defined metamaterial paradigm: A con-
text analysis,” IEEE Access, vol. 5, pp. 6225-6235, 2017.

C. Liaskos, A. Tsioliaridou, S. Ioannidis, N. Kantartzis, and A. Pitsillides,
“A deployable routing system for nanonetworks,” in Proc. IEEE Int.
Conf. Commun. (ICC), May 2016, pp. 1-6.

A. Tsioliaridou, C. Liaskos, L. Pachis, S. Ioannidis, and A. Pitsillides,
“N3: Addressing and routing in 3D nanonetworks,” in Proc. 23rd Int.
Conf. Telecommun. (ICT), May 2016, pp. 1-6.

A. Tsioliaridou, C. Liaskos, E. Dedu, and S. Ioannidis, ‘‘Packet routing
in 3D nanonetworks: A lightweight, linear-path scheme,” Nano Commun.
Netw., vol. 12, pp. 63-71, Jun. 2017.

G. Piro, L. A. Grieco, G. Boggia, and P. Camarda, ‘“Nano-sim: Simulating
electromagnetic-based nanonetworks in the network simulator 3,” in
Proc. 6th Int. Conf. Simul. Tools Techn., 2013, pp. 203-210.

S. Tairin, N. Nurain, and A. B. M. A. Al Islam, “Network-level perfor-
mance enhancement in wireless nanosensor networks through multi-layer
modifications,” in Proc. Int. Conf. Netw., Syst. Secur. (NSysS), Jan. 2017,
pp. 75-83.

N. Rikhtegar, R. Javidan, and M. Keshtgari, “Mobility management in
wireless nano-sensor networks using fuzzy logic,” J. Intell. Fuzzy Syst.,
vol. 32, no. 1, pp. 969-978, Jan. 2017.

F. Afsana, M. Asif-Ur-Rahman, M. R. Ahmed, M. Mahmud, and
M. S. Kaiser, “An energy conserving routing scheme for wireless
body sensor nanonetwork communication,” IEEE Access, vol. 6,
pp. 9186-9200, 2018.

S. Canovas-Carrasco, A.-J. Garcia-Sanchez, and J. Garcia-Haro,
“A nanoscale communication network scheme and energy model for
a human hand scenario,” Nano Commun. Netw., vol. 15, pp. 17-27,
Mar. 2018.

F. Al-Turjman, “A rational data delivery framework for disaster-inspired
Internet of nano-Things (iont) in practice,” Cluster Comput., pp. 1-13,
2017.

F. Bither, I. Traupe, and S. Ebers, “Hop count routing: A routing algo-
rithm for resource constrained, identity-free medical nanonetworks,” in
Proc. 5th ACM Int. Conf. Nanosc. Comput. Commun., Sep. 2018, p. 17.
S. D’Oro, L. Galluccio, G. Morabito, and S. Palazzo, ““A timing channel-
based MAC protocol for energy-efficient nanonetworks,” Nano Commun.
Netw., vol. 6, no. 2, pp. 39-50, Jun. 2015.

I. F. Akyildiz, J. M. Jornet, and C. Han, “Terahertz band: Next fron-
tier for wireless communications,” Phys. Commun., vol. 12, pp. 16-32,
Sep. 2014.

V. Rupani, S. Kargathara, and J. Sureja, ““A review on wireless nanosensor
networks based on electromagnetic communication,” Int. J. Comput. Sci.
Inf. Technol., vol. 6, no. 2, pp. 1019-1022, 2015.

H. Yu, B. Ng, and W. K. G. Seah, “Forwarding schemes for EM-based
wireless nanosensor networks in the terahertz band,” in Proc. 2nd Annu.
Int. Conf. Nanosc. Comput. Commun., 2015, p. 17.

VOLUME 8, 2020



A. O. Balghusoon, S. Mahfoudh: Routing Protocols for Wireless Nanosensor Networks and IoNT: A Comprehensive Survey

IEEE Access

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

F. Afsana, S. A. Mamun, M. S. Kaiser, and M. R. Ahmed, ““Outage capac-
ity analysis of cluster-based forwarding scheme for body area network
using nano-electromagnetic communication,” in Proc. 2nd Int. Conf.
Electr. Inf. Commun. Technol. (EICT), Dec. 2015, pp. 383-388.

S. R. Neupane, “Routing in resource constrained sensor nanonetworks,”
M.S. thesis, Dept. Comput. Elect. Eng., Commun. Eng., Tampere Univ.
Technol., Tampere, Finland, 2014.

I. T. Javed and I. H. Naqvi, “Frequency band selection and channel
modeling for WNSN applications using simplenano,” in Proc. IEEE Int.
Conf. Commun. (ICC), Jun. 2013, pp. 5732-5736.

E. Zarepour, M. Hassan, C. T. Chou, and M. Ebrahimi Warkiani, ‘“‘Char-
acterizing terahertz channels for monitoring human lungs with wire-
less nanosensor networks,” Nano Commun. Netw., vol. 9, pp. 43-57,
Sep. 2016.

G. Piro, P. Bia, G. Boggia, D. Caratelli, L. A. Grieco, and L. Mescia, “Ter-
ahertz electromagnetic field propagation in human tissues: A study on
communication capabilities,” Nano Commun. Netw., vol. 10, pp. 51-59,
Dec. 2016.

S. Mohrehkesh and M. C. Weigle, “Optimizing energy consumption in
terahertz band nanonetworks,” IEEE J. Sel. Areas Commun., vol. 32,
no. 12, pp. 2432-2441, Dec. 2014.

S. Mohrehkesh and M. C. Weigle, “Optimizing communication energy
consumption in perpetual wireless nanosensor networks,” in Proc. IEEE
Global Commun. Conf. (GLOBECOM), Dec. 2013, pp. 545-550.

M.-H. Park, M. G. Kim, J. Joo, K. Kim, J. Kim, S. Ahn, Y. Cui, and
J. Cho, “Silicon nanotube battery anodes,” Nano Lett., vol. 9, no. 11,
pp- 3844-3847, 2009.

F. Vullum, D. Teeters, A. Nyten, and J. Thomas, ‘““Characterization of
lithium nanobatteries and lithium battery nanoelectrode arrays that bene-
fit from nanostructure and molecular self-assembly,” Solid State Ionics,
vol. 177, nos. 26-32, pp. 2833-2838, Oct. 2006.

N. Liu, Z. Lu, J. Zhao, M. T. McDowell, H.-W. Lee, W. Zhao, and
Y. Cui, “A pomegranate-inspired nanoscale design for large-volume-
change lithium battery anodes,” Nature Nanotechnol., vol. 9, no. 3,
p- 187,2014.

K. Kaushik, D. Mishra, and S. De, ““Stochastic solar harvesting character-
isation for sustainable sensor node operation,” IET Wireless Sensor Syst.,
vol. 9, no. 4, pp. 208-217, Aug. 2019.

F. C. Obodoeze, N. F. Ugwoke, and E. A. Ugwu, “Energy harvesting
alternatives for powering critical wsn-based and autonomous monitoring
systems,” Energy, vol. 3, no. 6, 2019.

M. D. Stoller, S. Park, Y. Zhu, J. An, and R. S. Ruoff, “Graphene-based
ultracapacitors,” Nano Lett., vol. 8, no. 10, pp. 3498-3502, Oct. 2008.
Z.L. Wang and W. Wu, “Nanotechnology-enabled energy harvesting for
self-powered micro-/Nanosystems,” Angew. Chem. Int., vol. 51, no. 47,
pp. 11700-11721, Nov. 2012.

Z. L. Wang, ““Piezoelectric nanogenerators based on zinc oxide nanowire
arrays,” Science, vol. 312, no. 5771, pp. 242-246, Apr. 2006.

X. Jiang, W. Huang, and S. Zhang, “‘Flexoelectric nano-generator: Mate-
rials, structures and devices,” Nano Energy, vol. 2, no. 6, pp. 1079-1092,
Nov. 2013.

Q. Deng, M. Kammoun, A. Erturk, and P. Sharma, ‘“Nanoscale flex-
oelectric energy harvesting,” Int. J. Solids Struct., vol. 51, no. 18,
pp. 3218-3225, Sep. 2014.

L. Shi, D. Li, C. Yu, W. Jang, D. Kim, Z. Yao, P. Kim, and A. Majumdar,
“Measuring thermal and thermoelectric properties of one-dimensional
nanostructures using a microfabricated device,” J. Heat Transf., vol. 125,
no. 5, pp. 881-888, Oct. 2003.

Z. L. Wang, “Self-powered nanotech,” Sci. Amer., vol. 298, no. 1,
pp. 82-87, Jan. 2008.

R. Yang, Y. Qin, C. Li, G. Zhu, and Z. L. Wang, “Converting biomechan-
ical energy into electricity by a Muscle-Movement-Driven nanogenera-
tor,” Nano Lett., vol. 9, no. 3, pp. 1201-1205, Mar. 2009.

Z. L. Wang, “Self-powered nanosensors and nanosystems,” Adv. Mater.,
vol. 24, no. 2, pp. 280-285, Jan. 2012.

M. Donohoe, S. Balasubramaniam, B. Jennings, and J. M. Jornet, “Pow-
ering in-body nanosensors with ultrasounds,” IEEE Trans. Nanotechnol.,
vol. 15, no. 2, pp. 151-154, Mar. 2016.

K. F. Kantelis, “Modelling and performance analysis of information dis-
semination in communication nanonetworks,”” Ph.D. dissertation, School
Inform., Aristotle Univ. Thessaloniki, Thessaloniki, Greece, 2018.

A. Afsharinejad, “A cross-layer communication framework for THz
band plant monitor. nanonetworks,” Ph.D. dissertation, School Sci. Com-
put., Dept. Comput., Maths Phys., Waterford Inst. Technol., Waterford,
Ireland, 2016.

VOLUME 8, 2020

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

R. Jain, “Channel models: A tutorial,” in Proc. WiMAX AATG, 2007,
pp. 1-6.

I. F. Akyildiz, J. M. Jornet, and M. Pierobon, “Propagation models
for nanocommunication networks,” in Proc. 4th Eur. Conf. Antennas
Propag., 2010, pp. 1-5.

J. M. Jornet and I. F. Akyildiz, ““Channel capacity of electromagnetic
nanonetworks in the terahertz band,” in Proc. IEEE Int. Conf. Commun.,
May 2010, pp. 1-6.

J. M. Jornet and I. F. Akyildiz, “‘Channel modeling and capacity analysis
for electromagnetic wireless nanonetworks in the terahertz band,” IEEE
Trans. Wireless Commun., vol. 10, no. 10, pp. 3211-3221, Oct. 2011.

J. C. Pujol, J. M. Jornet, and J. S. Pareta, “PHLAME: A physical layer
aware MAC protocol for electromagnetic nanonetworks,” in Proc. IEEE
Conf. Comput. Commun. Workshops, Apr. 2011, pp. 431-436.

I. Llatser, C. Kremers, D. N. Chigrin, J. M. Jornet, M. C. Lemme,
A. Cabellos-Aparicio, and E. Alarcon, “Radiation characteristics of tun-
able graphennas in the terahertz band,” Radioengineering, vol. 21, no. 4,
pp. 946-953, 2012.

S. Tairin and A. B. M. Alim Al Islam, “‘Propagation loss aware rout-
ing in wireless nanosensor networks having directional nano-antennas,”
in Proc. IEEE 42nd Conf. Local Comput. Netw. (LCN), Oct. 2017,
pp. 239-242.

M. R. Palattella, N. Accettura, X. Vilajosana, T. Watteyne, L. A. Grieco,
G. Boggia, and M. Dohler, ““Standardized protocol stack for the Internet
of (Important) things,” IEEE Commun. Surveys Tuts., vol. 15, no. 3,
pp. 1389-1406, 3rd Quart., 2013.

J. M. Jornet and I. F. Akyildiz, “Information capacity of pulse-based
wireless nanosensor networks,” in Proc. 8th Annu. IEEE Commun. Soc.
Conf. Sensor, Mesh Ad Hoc Commun. Netw., Jun. 2011, pp. 80-88.

F. Peper, K. Leibnitz, J.-N. Teramae, T. Shimokawa, and N. Wakamiya,
“Low-complexity nanosensor networking through spike-encoded signal-
ing,” IEEE Internet Things J., vol. 3, no. 1, pp. 49-58, Feb. 2016.

C. Han and I. F. Akyildiz, “Distance-aware multi-carrier (DAMC) mod-
ulation in terahertz band communication,” in Proc. IEEE Int. Conf.
Commun. (ICC), Jun. 2014, pp. 5461-5467.

J. M. Jornet and I. F. Akyildiz, ‘‘Low-weight channel coding for interfer-
ence mitigation in electromagnetic nanonetworks in the terahertz band,”
in Proc. IEEE Int. Conf. Commun. (ICC), Jun. 2011, pp. 1-6.

J. M. Jornet, “Low-weight error-prevention codes for electromagnetic
nanonetworks in the terahertz band,” Nano Commun. Netw., vol. 5,
nos. 1-2, pp. 35-44, Mar. 2014.

K. Chi, Y.-h. Zhu, X. Jiang, and V. C. M. Leung, “‘Energy-efficient prefix-
free codes for wireless nano-sensor networks using OOK modulation,”
IEEE Trans. Wireless Commun., vol. 13,n0. 5, pp. 2670-2682, May 2014.
N. Akkari, J. M. Jornet, P. Wang, E. Fadel, L. Elrefaei, M. G. A. Malik,
S. Almasri, and I. F. Akyildiz, ““Joint physical and link layer error control
analysis for nanonetworks in the terahertz band,” Wireless Netw., vol. 22,
no. 4, pp. 1221-1233, May 2016.

X.-W. Yao, X.-G. Pan, C. Zhao, C.-C. Wang, W.-L. Wang, and S.-H. Yang,
“Pulse position coding for information capacity promotion in electro-
magnetic nanonetworks,” in Proc. 2nd Annu. Int. Conf. Nanosc. Comput.
Commun., 2015, p. 16.

M. A. Zainuddin, “Efficient lower layer techniques for electromagnetic
nanocommunication networks,” Ph.D. dissertation, Dept. Inform., Univ.
Bourgogne Franche-Comté, Besangon, France, 2017.

L.-J. Huang, X.-W. Yao, W.-L. Wang, and Shi-Genshen, “EOC: Energy
optimization coding for wireless nanosensor networks in the terahertz
band,” IEEE Access, vol. 5, pp. 2583-2590, 2017.

L.-J. Huang, “A brief review on coding for electromagnetic wireless
nanosensor networks,” in Proc. Int. Conf. Inf., Electron. Commun. Eng.
Jaipur, India: IECE, 2018, pp. 74-79.

Y. Bhatt and C. Bhatt, “Internet of Things in healthcare,” in Internet
of Things and Big Data Technologies For Next Generation Healthcare.
Cham, Switzerland: Springer, 2017, pp. 13-33.

S. Ghafoor, N. Boujnah, M. Husain Rehmani, and A. Davy, “MAC
protocols for terahertz communication: A comprehensive survey,” 2019,
arXiv:1904.11441. [Online]. Available: http://arxiv.org/abs/1904.11441
W. R. Heinzelman, A. Chandrakasan, and H. Balakrishnan, “Energy-
efficient communication protocol for wireless microsensor networks,” in
Proc. 33rd Annu. Hawaii Int. Conf. Syst. Sci., 2000, p. 10.

Y. Yu, R. Govindan, and D. Estrin, “Geographical and energy aware
routing: A recursive data dissemination protocol for wireless sensor net-
works,” Dept. Comput. Sci., Univ. California, Los Angeles, Los Angeles,
CA, USA, Tech. Rep. UCLA/CSD-TR-01-0023, 2001.

200747



IEEE Access

A. O. Balghusoon, S. Mahfoudh: Routing Protocols for Wireless Nanosensor Networks and IoNT: A Comprehensive Survey

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124

[125]

[126]

[127]

[128]

[129]

[130]

S. Das, C. Perkins, and E. Royer, Ad Hoc on Demand Distance Vector
(AODV) Routing, document IETF RFC3561, Jul. 2003. [Online]. Avail-
able: https://dl.acm.org/doi/pdf/10.17487/RFC3561

S. Mahfoudh, “Energy efficiency wireless ad hoc sensor networks: Rout-
ing, node activity scheduling cross-layering,” Ph.D. dissertation, Dept.
Comput. Sci., Univ. Pierre et Marie Curie-Paris VI, Paris, France, 2010.
S.-Y. Ni, Y.-C. Tseng, Y.-S. Chen, and J.-P. Sheu, “The broadcast storm
problem in a mobile ad hoc network,” in Proc. 5th Annu. ACM/IEEE Int.
Conf. Mobile Comput. Netw., 1999, pp. 151-162.

A. Oukhatar, M. Bakhouya, D. El Ouadghiri, and K. Zine-Dine,
““Probabilistic-based broadcasting for EM-based wireless nanosensor net-
works,” in Proc. 15th Int. Conf. Adv. Mobile Comput. Multimedia, 2017,
pp. 232-236.

J. Xu, J. Jiang, Z. Wang, and Y. Zhao, “Energy harvesting based oppor-
tunistic routing for mobile wireless nanosensor networks,” in Proc. Int.
Conf. Wireless Algorithms, Syst., Appl., Springer, 2018, pp. 760-766.

P. Wang, J. M. Jornet, M. G. Abbas Malik, N. Akkari, and I. F. Akyildiz,
“Energy and spectrum-aware MAC protocol for perpetual wireless
nanosensor networks in the terahertz band,” Ad Hoc Netw., vol. 11, no. 8,
pp. 2541-2555, Nov. 2013.

S. Biswas and R. Morris, “ExOR: Opportunistic multi-hop routing for
wireless networks,” ACM SIGCOMM Comput. Commun. Rev., vol. 35,
no. 4, pp. 133-144, Oct. 2005.

F. Afsana, N. Jahan, and M. S. Kaiser, “An energy efficient cluster based
forwarding scheme for body area network using nano-scale electromag-
netic communication,” in Proc. IEEE Int. WIE Conf. Electr. Comput. Eng.
(WIECON-ECE), Dec. 2015, pp. 491-494.

C. Liaskos and A. Tsioliaridou, “A promise of realizable, ultra-scalable
communications at nano-scale:A multi-modal nano-machine architec-
ture,” IEEE Trans. Comput., vol. 64, no. 5, pp. 1282-1295, May 2015.
A. Tsioliaridou, C. Liaskos, S. Ioannidis, and A. Pitsillides,
“Lightweight, self-tuning data dissemination for dense nanonetworks,”
Nano Commun. Netw., vol. 8, pp. 215, Jun. 2016.

AnyLogic: Simulation Modeling Software Tools & Solution for Business.
Accessed: 2019. [Online]. Available: https://www.anylogic.com

A. Kurs, A. Karalis, R. Moffatt, J. D. Joannopoulos, P. Fisher, and
M. Soljacic, “Wireless power transfer via strongly coupled magnetic
resonances,” Science, vol. 317, no. 5834, pp. 83-86, Jul. 2007.

H. Shah-Mansouri, S. Bahramian, and M. R. Pakravan, ‘“‘Performance
analysis of flooding over CSMA in wireless ad-hoc networks,” in Proc.
IEEE 19th Int. Symp. Pers., Indoor Mobile Radio Commun., Sep. 2008,
pp. 1-5.

T. Zhu, Z. Zhong, T. He, and Z.-L. Zhang, “Achieving efficient flooding
by utilizing link correlation in wireless sensor networks,” IEEE/ACM
Trans. Netw., vol. 21, no. 1, pp. 121-134, Feb. 2013.

A. Tsioliaridou, C. Liaskos, S. Ioannidis, and A. Pitsillides, “CORONA:
A coordinate and routing system for nanonetworks,” in Proc. 2nd Annu.
Int. Conf. Nanosc. Comput. Commun., 2015, p. 18.

D. E. Manolakis, “Efficient solution and performance analysis of 3-D
position estimation by trilateration,” IEEE Trans. Aerosp. Electron. Syst.,
vol. 32, no. 4, pp. 1239-1248, 1996.

A. Tsioliaridou, C. Liaskos, E. Dedu, and S. Ioannidis, ‘‘Stateless linear-
path routing for 3d nanonetworks,” in Proc. 3rd ACM Int. Conf. Nanosc.
Comput. Commun., 2016, p. 28.

200748

[131]

[132]

[133]

[134]

[135]

[136]

B. Liu, Y. Zhang, X. Jiang, and Z. Wu, “‘An energy-efficient data collec-
tion scheme in body area nanonetworks,” in Proc. 3rd Int. Symp. Comput.
Netw. (CANDAR), Dec. 2015, pp. 240-245.

B. Liu, P. Lu, X. Hao, X. Jiang, and Z. Wu, “Data collection scheme based
on wake-up in body area nanonetworks,” in Proc. Int. Conf. Netw. Netw.
Appl. (NaNA), Jul. 2016, pp. 438—443.

J. Chen, “Node priority strategy for energy efficient data collection
scheme in wireless body area networks,” in Proc. 2nd Int. Conf. Commun.
Inf. Syst., 2017, pp. 49-53.

J. Xu, R. Zhang, and Z. Wang, “An energy efficient multi-hop routing
protocol for terahertz wireless nanosensor networks,” in Proc. Int. Conf.
Wireless Algorithms, Syst., Appl., 2016, pp. 367-376.

H.-H. Yen, “Energy aware and signal quality aware data aggregation
touting in wireless nanosensor networks,” in Proc. 14th IEEE Annu.
Consum. Commun. Netw. Conf. (CCNC), Jan. 2017, pp. 879-884.

A. Pineda-Brise, R. Menchaca-Mendez, E. Chavez, G. Guzman,
R. Menchaca-Mendez, and R. Quintero, “A probabilistic approach to
location estimation in manets,” Ad Hoc Sensor Wireless Netw., vol. 28,
pp. 97-114, Dec. 2015.

AREEJ OMAR BALGHUSOON received the B.S. degree in computer
science from King Abdulaziz University, Jeddah, Saudi Arabia, in 2009,
where she is currently pursuing the M.S. degree in information technology
with the Faculty of Computing and Information Technology. Her current
research interests include the nanotechnologies, internet of nano things,
routing protocols, energy harvesting, and energy efficiency.

SAOUCENE MAHFOUDH received the engineering degree in computer
engineering from the Ecole Nationale des Sciences de 1’Informatique
(ENSI), Tunis, Tunisia, in 2005, the M.S. degree in network and computer
science from the University of Paris VI, France, in 2006, and the Ph.D.
degree in computer science, in 2010. From 2011 to 2012, she was with the
University of Telecom SudParis, France, as a Postdoctoral Fellow, and from
2012 to 2013 with the Institut National de Recherche en Informatique et en
Automatique (INRIA), Paris, France. She is currently an Assistant Professor
with Dar Al-Hekma University, Jeddah, Saudi Arabia. Her research interests
include wireless sensor networks, routing protocols, network deployment,
and network security.

VOLUME 8, 2020


https://www.researchgate.net/publication/346633813

