
 

 

 

Chapter One 

An Introduction to Advanced Neuroprosthetics 

Abstract. This text presents an introduction to neuroprosthetic devices and systems 

that explores both the state of the art of sensory, motor, and cognitive neuroprostheses 

that are currently in use as well as more sophisticated kinds of neuroprosthetic technol-

ogies that are being actively pursued or that are expected to be developed in the future. 

This overview takes us from the contemporary world of neuroprostheses that have been 

designed primarily for purposes of therapeutic treatment of medical disorders and the 

restoration of natural human abilities lost due to illness or injury to an emerging future 

world in which neuroprosthetic devices offer the possibility of augmenting and trans-

forming the capacities of their users in such a way that they can perhaps best be de-

scribed as Ǯposthumanizingǯ technologies. 

). Overview of current neuroprosthetic devices 

The integration of human beings with computers at both the physical and 
cognitive levels is growing ever deeper, as new technologies are developed 
and the daily routines of our human existence adapt to incorporate these new 
means of experiencing and shaping reality. Traditionally, human-computer in-

teraction (HCI) has relied on tools that are external to the human body, such as 
keyboards, mice, computer screens, and speakers. In recent years, the emer-
gence of mobile and wearable technologies such as smartphones, smart-
watches, and virtual reality headsets has created a new range of devices that 
are more intimately connected with the bodies of their human users. But for 
a growing population of persons, computerized information systems are no 
longer technologies that simply exist outside of – or even on the surface of – 
their bodies; for these persons, computing technologies have passed through 
the boundaries of the human body and have come to exist and to operate 
within their physical being. For example, an increasing number of human be-
ings now house within their bodies implantable computers that are active and 
functioning continually as those persons go about their everyday activities. 
Such implantable computers often form key components of implantable 
medical devices (IMDs) such as defibrillators, pacemakers, deep brain stimu-
lators, retinal and cochlear implants, or diagnostic devices such as body area 
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networks (BANs) or body sensor networks (BSNs). Some of the more sophis-
ticated forms of implantable RFID transponders also function as implantable 
computers.1 Such implantable computers are increasingly serving as sites for 
the reception, generation, storage, processing, and transmission of large 
quantities of highly sensitive information2 regarding almost every aspect of 
the lives of their human hosts, including their hostsǯ everyday interactions 
with the environment (including interactions with other human beings), 
their internal biological processes, and even their cognitive activity. 

One kind of computer that becomes linked with a particular human be-
ingǯs organism in an especially powerful and intimate way is a neuroprosthetic 

device that is integrated directly into the bodyǯs neural circuitry.3 A neuro-
prosthetic device may either be physically inserted into the brain, as in the 
case of many kinds of brain implants already in use, or it could potentially 
surround the brain, as in the case of a full cyborg body of the sort envisioned 
by some researchers and futurologists.4 Neuroprosthetic devices increasingly 
operate in rich and complex biocybernetic and neurocybernetic control loops 
with the body and mind of their human host, allowing the hostǯs cognitive 
activity to be detected, analyzed, and interpreted for use in exercising real-
time control over computers or robotic devices.5 

The terminology used to describe such devices is still quite fluid and not 
always precise, as it is evolving rapidly alongside the underlying technologies. 

                                                 
1 See Gasson et al., ǲHuman ICT Implants: From Invasive to Pervasiveǳ ȋ͜͞͝͞Ȍ, and Gasson, ǲICT 
Implantsǳ ȋͤ͜͜͞Ȍ. 
2 See Kosta & Bowman, ǲImplanting Implications: Data Protection Challenges Arising from the 
Use of Human ICT Implantsǳ ȋ͜͞͝͞Ȍ; Li et al., ǲAdvances and Challenges in Body Area Networkǳ 
ȋ͜͞͝͝Ȍ; and Rotter & Gasson, ǲImplantable Medical Devices: Privacy and Security Concernsǳ 
(2012). 
3 For a discussion of circuit models as they apply to neural information processing, see Ma et al., 
ǲCircuit Models for Neural Information Processingǳ ȋ͜͜͞͡Ȍ. For the challenges involved with de-
signing electrodes and other implantable electronic devices or structures that can create a sus-
tainable interface with individual neurons, see Passeraub & Thakor, ǲInterfacing Neural Tissue 
with Microsystemsǳ ȋ͜͜͞͡Ȍ. For a discussion of different technologies used to interface electronic 
systems with peripheral nerves (e.g., cuff, book, or helix electrodes) or cortical neurons (e.g., 
needle arraysȌ, see Koch, ǲNeural Prostheses and Biomedical Microsystems in Neurological Re-
habilitationǳ ȋͣ͜͜͞Ȍ. Emerging technologies such as optogenetics used to modulate neuronal fir-
ing may make it possible to solve (or avoid) some problems relating to biocompatibility and the 
degradation of tissues and electrodes experienced with conventional implanted electrode sys-
tems; see (umphreys et al., ǲLong Term Modulation and Control of Neuronal Firing in Excitable 
Tissue Using Optogeneticsǳ (2011). 
4 See Lebedev, ǲBrain-Machine Interfaces: An Overviewǳ ȋ͜͞͝͠Ȍ, p. ͥͥ. 
5 See Fairclough, ǲPhysiological Computing: Interfacing with the Human Nervous Systemǳ ȋ͜͜͞͝Ȍ, 
and Park et al., ǲThe Future of Neural Interface Technologyǳ ȋͥ͜͜͞Ȍ. 
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Lebedev notes that while particular terms may be more appropriate in spe-
cific circumstances, neuroprosthetic devices and systems are often described 
interchangeably as ǲbrain-machine interfacesǳ ȋor BM)sȌ, ǲneural prostheses, 
brain-computer interfaces (BCIs), neural interfaces, mind-machine interfaces 
and brain implants.ǳ6 The design and use of such devices is sometimes under-
stood as a subfield of operative neuromodulation, which involves ǲaltering 
electrically or chemically the signal transmission in the nervous system by 
implanted devices in order to excite, inhibit or tune the activities of neurons 
or neural networksǳ – something that is done typically (at least, at present) to 
produce therapeutic effects.7 Drawing on definitions offered by Lebedev8 and 
others, for the purposes of this text we can define a neuroprosthetic device as 
a technological device that is integrated into the neural circuitry of a human being. 
Such a definition is intentionally broad; at the same time, it is specific enough 
to exclude some kinds of devices that might be considered Ǯneuroprosthetic 
devicesǯ by other authors writing in different contexts. We can note some key 
implications of our definition as it will be employed in this text: 

 A neuroprosthetic device does not need to be physically implanted 
within the body of a human host; in principle, it could function out-
side of its hostǯs body (e.g., as a wearable device). 

 The neuroprosthetic device must, however, be ǲintegrated intoǳ the 
neural circuitry of its human host. This requirement for integration 
entails a relatively rich and stable systematic connection between the 
device and some neurons within the hostǯs body. An fMR) machine, 
for example, would thus typically not qualify as a Ǯneuroprosthetic 
device,ǯ because despite the large amount of information that it gen-
erates regarding the neural activity of its host – and the effect of its 
magnetic field on the brain – it is not ǲintegrated intoǳ the hostǯs neu-
ral circuitry. 

 In order for a neuroprosthetic device to be integrated into the neural 
circuitry of its human host, it is not sufficient for the device to phys-
ically adjoin particular neurons or even to be completely surrounded 
by the hostǯs neurons; rather there must be some functional interac-
tion between the device and neurons in the hostǯs body. Such inter-
action does not need to be bidirectional: a retinal prosthesis, for ex-
ample, might generate and transmit an electrochemical stimulus that 

                                                 
6 See Lebedev (2014), p. 99. 
7 See Sakas et al., ǲAn Introduction to Neural Networks Surgery, a Field of Neuromodulation 
Which Is Based on Advances in Neural Networks Science and Digitised Brain Imagingǳ ȋͣ͜͜͞Ȍ. 
8 See Lebedev (2014) and Gladden, ǲEnterprise Architecture for Neurocybernetically Augmented 
Organizational Systems: The Impact of Posthuman Neuroprosthetics on the Creation of Strate-
gic, Structural, Functional, Technological, and Sociocultural Alignmentǳ ȋ͜͢͞͝Ȍ. 
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affects adjacent neurons while not being able to receive any stimulus 
from those neurons in return.  

 A neuroprosthetic device does not need to be connected to neurons 
in its hostǯs brain. While some existing kinds of neuroprosthetic de-
vices indeed possess a physical interface with interneurons found in 
the gray matter of the human brain, a neuroprosthetic device might 
instead be connected to sensory or motor neurons located in limbs, 
sensory organs, or other parts of the body. 

 A neuroprosthetic device does not need to be electronic in nature. 
Ongoing developments in fields such as genetic engineering, syn-
thetic biology, bionanotechnology, and biomolecular computing are 
opening the door to the creation of neuroprosthetic devices that are 
partially or wholly composed of biological material (perhaps based 
on the DNA of the deviceǯs hostȌ or other components.9 It must, how-
ever, be a Ǯdeviceǯ that has been developed through the use of some 
specific technology; in the absence of specific augmentations or mod-
ifications, a limb or organ that has simply been transplanted from 
another human being into its new human host would generally not 
qualify as a neuroprosthetic device. 

A. Neuroprosthetic devices categorized by function 

Existing kinds of neuroprosthetic devices have been categorized in differ-
ent ways.10 For example, a neuroprosthetic device can be classified based on 
the nature of its interface with the brainǯs neural circuitry as either sensory, 
motor, bidirectional sensorimotor, or cognitive.11 We can consider each of these 
types of devices in turn. 

͙. Sensory neuroprostheses 

A sensory neuroprosthesis is a neuroprosthetic device whose function is 
to present sense data to the mind of the deviceǯs human host.12 Typical kinds 

                                                 
9 For a hybrid biological-electronic interface device (or Ǯcultured probeǯ) that includes a network 
of cultured neurons on a planar substrate, see Rutten et al., ǲNeural Networks on Chemically 
Patterned Electrode Arrays: Towards a Cultured Probeǳ ȋͣ͜͜͞Ȍ. As Rutten et al. note, such a cul-
tured neural network would not only serve as a link between the interfaceǯs electronic compo-
nents and natural neurons within the hostǯs body but could potentially carry out its own special-
ized information-processing functions. Hybrid biological-electronic interface devices are also 
discussed in Stieglitz, ǲRestoration of Neurological Functions by Neuroprosthetic Technologies: 
Future Prospects and Trends towards Micro-, Nano-, and Biohybrid Systemsǳ ȋͣ͜͜͞Ȍ. 
10 See Gladden, ǲNeural Implants as Gateways to Digital-Physical Ecosystems and Posthuman 
Socioeconomic Interactionǳ ȋ͜͢͞͝). 
11 See Lebedev (2014). 
12 See Lebedev ȋ͜͞͝͠Ȍ and Troyk & Cogan, ǲSensory Neural Prosthesesǳ ȋ͜͜͞͡Ȍ. 
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of sensory neuroprostheses already in use include cochlear implants, auditory 
brainstem implants,13 and retinal prostheses.14 

Sensory neuroprostheses may participate in different stages of a human 
mindǯs process of acquiring and perceiving sensory information. Some sen-
sory neuroprostheses perform, participate in, or support the acquisition of 
raw sense data from distal stimuli. For example, a retinal prosthesis that reg-
isters the arrival of photons from the external environment and then electri-
cally stimulates its hostǯs natural biological retinal ganglion cells is filling 
such a role.  

Other sensory neuroprostheses may perform the function of transmitting, 
translating, or transducing electrochemical signals bearing sensory infor-
mation that are already present within their hostǯs body. For example, if the 
retina of a human subject is still intact but part of the attached optic nerve 
has been damaged, a sensory neuroprosthesis could replace a portion of the 
optic nerve in performing the task of carrying signals from the retina to the 
brain. Alternatively, a sensory neuroprosthesis could be used to translate 
sense data from one sensory modality to another:15 for example, auditory 
sense data received by hair cells in the inner ear or by a cochlear implant 
could be translated by the neuroprosthetic device into signals that are sup-
plied to the optic nerve, thereby causing the incoming sounds not to be 
Ǯheardǯ by its host through the sensory modality of hearing but instead to be 
Ǯseenǯ through the sensory modality of vision – with the sounds perhaps ap-
pearing as patterns of light within a small portion of the hostǯs field of vision, 
thereby creating a form of visual augmented reality. 

Yet other kinds of sensory neuroprostheses might directly stimulate por-
tions of the brain to create a particular sensory experience. For example, in 
the case of a human being whose optic nerve is destroyed or absent, a neuro-
prosthetic implant that is interconnected with neurons of its hostǯs lateral 
geniculate nucleus or visual cortex could – by directly stimulating those areas 
– potentially cause the hostmind to experience visual phenomena that were 

                                                 
13 Regarding cochlear implants and auditory brainstem implants, see Dormer, ǲImplantable elec-
tronic otologic devices for hearing rehabilitationǳ ȋ͜͜͟͞Ȍ; Cervera-Paz et al., ǲAuditory Brainstem 
Implants: Past, Present and Future Prospectsǳ ȋͣ͜͜͞Ȍ; Bostrom & Sandberg, ǲCognitive Enhance-
ment: Methods, Ethics, Regulatory Challengesǳ (2009), p. 321; Gasson et al. (2012); Hochmair, 
ǲCochlear Implants: Factsǳ ȋ͜͟͞͝Ȍ, and Ochsner et al., ǲHuman, non-human, and beyond: coch-
lear implants in socio-technological environmentsǳ ȋ͜͞͝͡Ȍ. 
14 For retinal prostheses, see Weiland et al., ǲRetinal Prosthesisǳ ȋ͜͜͞͡Ȍ; Linsenmeier, ǲRetinal 
Bioengineeringǳ ȋ͜͜͞͡Ȍ; and Viola & Patrinos, ǲA Neuroprosthesis for Restoring Sightǳ ȋͣ͜͜͞Ȍ. 
15 This possibility was foreseen by cyberneticists as early as the 1940s. See Wiener, Cybernetics: 
Or Control and Communication in the Animal and the Machine (1961), loc. 2784ff, and Lebedev 
(2014), p. 106. 
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not caused by any stimuli or signals present in the retina or optic nerve and 
which may not correspond to any distal stimuli existing in the external envi-
ronment.16 Data transmitted wirelessly to such an implant from an external 
computer could allow the host to experience either sense data corresponding 
to the Ǯrealǯ environment existing outside the hostǯs body or corresponding to 
some entirely Ǯvirtualǯ environment whose characteristics are created and 
maintained by software within the computer. In all of these cases, a common 
trait is the fact that sensory neuroprosthetic devices are helping to present 
sense data to the mind of the devicesǯ human host. 

͚. Motor neuroprostheses 

Motor neuroprostheses, conversely, are devices that convey motor in-
structions – typically either from their human hostǯs brain or from the de-
viceǯs own computer that is acting as a surrogate for the hostǯs brain – to some 
organ, device, or system within or outside of the hostǯs body for physical ac-
tuation.17 Devices of this sort are already being used to fill a wide range of 
roles in treating diverse medical conditions and providing therapeutic bene-
fits to many people around the world. For example, motor neuroprostheses 
are capable of detecting and interpreting their hostǯs thoughts in order to al-
low the host to steer a wheelchair or guide a cursor around a computer 
screen.18 They can provide life-altering benefits as the only means of commu-
nication with the outside world for locked-in patients who are completely 
paralyzed yet fully conscious, including those suffering from ALS, stroke, or 
traumatic brain injury.19 They are also used to control internal bodily actions 
– for example, to restore bladder function after spinal cord injury, eliminate 
the need for an external ventilator in severely paralyzed individuals, or stim-
ulate nerves that coordinate breathing and swallowing reflexes in order treat 
sleep apnea or facilitate swallowing after a stroke.20 Motor neuroprostheses 
can also potentially be used to predict21 or stop22 epileptic seizures. They can 

                                                 
16 For the possibility of visual cortical implants, see Thanos et al., ǲ)mplantable Visual Prosthesesǳ 
(2007). 
17 See Lebedev ȋ͜͞͝͠Ȍ and Patil & Turner, ǲThe Development of Brain-Machine Interface Neuro-
prosthetic Devicesǳ ȋͤ͜͜͞Ȍ. 
18 See Edlinger et al., ǲBrain Computer )nterfaceǳ ȋ͜͞͝͝Ȍ; Lebedev ȋ͜͞͝͠Ȍ; Merkel et al., ǲCentral 
Neural Prosthesesǳ ȋͣ͜͜͞Ȍ; and Widge et al., ǲDirect Neural Control of Anatomically Correct Ro-
botic (andsǳ ȋ͜͜͞͝Ȍ. 
19 See Donchin & Arbel, ǲP͟͜͜ Based Brain Computer )nterfaces: A Progress Reportǳ ȋͥ͜͜͞Ȍ. 
20 See Taylor, ǲFunctional Electrical Stimulation and Rehabilitation Applications of BC)sǳ ȋͤ͜͜͞Ȍ. 
21 For the use of EEG-based systems for this purpose, see Drongelen et al., ǲSeizure Prediction in 
Epilepsyǳ ȋ͜͜͞͡Ȍ. 
22 See Fountas & Smith, ǲA Novel Closed-Loop Stimulation System in the Control of Focal, Med-
ically Refractory Epilepsyǳ (2007). 
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be used for functional electrical stimulation (FES) to restore muscle function-
ality to individuals suffering from paralysis23 (either as a permanent assistive 
technology or temporary rehabilitative tool24), to treat central hypoventila-
tion syndrome,25 and for neurally augmented sexual function (NASF) to re-
store or improve sexual function in both male and female subjects.26 Mean-
while, the use of BCI devices for vagus nerve stimulation (VNS) is being ex-
plored or considered to treat conditions such as Alzheimerǯs disease, anxiety 
disorders, bulimia, addictions, and narcolepsy.27 Nontherapeutic applications 
of motor brain-computer interface (BCI) technologies have included, for ex-
ample, the use of an EEG-based BCI to allow its human operator to drive a 
car in a 3D virtual reality environment.28 

Some motor neuroprostheses are implanted in or interface with neurons 
in their hostǯs brain, detecting neuronal activity that relates to a conscious 
volition or unconscious motor instruction and translating that activity into 
an output stimulus or signal produced by the device that activates or informs 
the functioning of transmission mechanisms that carry instructions to the 
motor plants or effectors that ultimately manifest the motor action. Other 
motor neuroprostheses directly perform the work of transmitting such in-
struction-bearing stimuli to a motor plant or effector (in the human organ-
ism, typically via a neuroeffector junction); still others receive and interpret 
such instructions and then execute the intended action through control of a 
motor plant, motor organ, or effector. Technologies that can be used to detect 
intent manifested within a human organism include electroencephalography 
(EEG), electrocorticography (ECoG), recordings of local field potentials 
(LFPs), and recordings of single-neuron action potentials,29 as well as func-
tional near infrared spectroscopy (fNIR).30 Each technology has its unique 

                                                 
23 See Durand et al., ǲElectrical Stimulation of the Neuromuscular Systemǳ ȋ͜͜͞͡Ȍ, and Moxon, 
ǲNeuroroboticsǳ ȋ͜͜͞͡Ȍ. 
24 See Masani & Popovic, ǲFunctional Electrical Stimulation in Rehabilitation and Neurorehabil-
itationǳ ȋ͜͞͝͝Ȍ. 
25 See Taira & (ori, ǲDiaphragm Pacing with a Spinal Cord Stimulator: Current State and Future 
Directionsǳ ȋͣ͜͜͞Ȍ. 
26 See Meloy, ǲNeurally Augmented Sexual Functionǳ ȋͣ͜͜͞Ȍ. 
27 See Ansari et al., ǲVagus Nerve Stimulation: )ndications and Limitationsǳ (2007). 
28 See Zhao et al., ǲEEG-Based Asynchronous BCI Control of a Car in 3D Virtual Reality Environ-

mentsǳ ȋͥ͜͜͞Ȍ. 
29 See Principe & McFarland, ǲBM)/BC) Modeling and Signal Processingǳ ȋͤ͜͜͞Ȍ.  
30 See Ayaz et al., ǲAssessment of Cognitive Neural Correlates for a Functional Near Infrared-

Based Brain Computer )nterface Systemǳ (2009). 
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strengths and weaknesses; for example, single-neuron recording is more in-
vasive than EEG but less likely to be affected by artifacts from skin and muscle 
activity.31 

͛. Bidirectional sensorimotor neuroprostheses 

Bidirectional sensorimotor neuroprostheses combine sensory and motor 
neuroprostheses in a single device that both provides sense data to the de-
viceǯs human host and receives instructions from the host that control the 
movement or other operation of the device. Some kinds of advanced pros-
thetic limbs are bidirectional sensorimotor neuroprosthetics: for example, an 
artificial hand may not only allow its human host to control the motion of the 
handǯs fingers simply by willing such movements, but it may also provide the 
host with the ability to feel an object grasped within the hand and to sense 
how much pressure is being generated from the handǯs contact with the ob-
ject.32 

Although most contemporary VR video game systems do not satisfy the 
definition of Ǯneuroprosthesesǯ offered here (insofar as they do not directly 
integrate with a playerǯs neural circuitryȌ, systems that allow a player to con-
trol his or her action in a virtual game-world by motions of his or her real-
world body (e.g., registered using motion-detecting sensors) and which then 
provide through the VR headset immediate visual and auditory feedback 
about the way in which the playerǯs action has changed the game-world offer 
an example of the kind of intense biocybernetic feedback cycle that can be 
generated using bidirectional sensorimotor technologies.33 

͜. Cognitive neuroprostheses 

A cognitive neuroprosthetic device participates in or supplements pro-
cesses that are internal to the mind of its human host and which do not di-
rectly involve either sensory or motor organs (although the processes may 
receive input from or transmit output to such organs). Such neuroprosthetic 
devices may participate in cognitive processes and phenomena such as 

                                                 
31 See Miller & Ojemann, ǲA Simple, Spectral-Change Based, Electrocorticographic Brain–Com-

puter )nterfaceǳ ȋͥ͜͜͞Ȍ. 
32 See Hoffmann & Micera, ǲ)ntroduction to Neuroprostheticsǳ ȋ͜͞͝͝Ȍ, pp. ͣͥ͞-93. 
33 See Gladden, ǲCybershells, Shapeshifting, and Neuroprosthetics: Video Games as Tools for 
Posthuman ǮBody Schema ȋReȌEngineeringǯǳ ȋ͜͞͝͡Ȍ. 
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memory, imagination,34 emotion,35 belief, identity,36 agency, attentiveness, 
consciousness,37 and conscience. 

The development of such technologies for use in human beings is still in 
its earliest stages. Although not the primary purpose for which the devices 
were designed, effects relating to creativity and oneǯs sense of authenticity 
and agency have been reported in patients utilizing neuroprosthetic devices 
for deep brain stimulation.38 Mnemoprosthetic devices that allow the creation 
or alteration of memories by manipulating the brainǯs natural mechanisms 
for the storage of memories have been experimentally tested in mice39 and in 
principle could potentially be employed with the human brain, as well. How-
ever, such technologies currently fall far short of allowing the implantation 
of complex, content-rich memories into a mind or allowing the precise and 
detailed editing of existing memories.40 Indeed, deep mysteries exist regard-
ing the mechanisms by which long-term memories are created, stored, and 
retrieved in the human mind, and divergent theories have been proposed to 
explain the functioning of such systems.41 As neuroscience continues to ad-
vance and competing theories are either confirmed or rejected, we will learn 
more about the  kinds of cognitive neuroprosthetic devices that theoretically 
can or cannot be created and successfully integrated into the neural circuitry 
and functioning of a human mind. (And conversely, the ability or inability to 

                                                 
34 See Cosgrove, ǲSession ͢ : Neuroscience, brain, and behavior V: Deep brain stimulationǳ ȋ͜͜͞͠Ȍ, 
and Gasson, ǲ(uman )CT )mplants: From Restorative Application to (uman Enhancementǳ 
(2012). 
35 For the possibility of developing emotional neuroprostheses, see Soussou & Berger, ǲCognitive 
and Emotional Neuroprosthesesǳ ȋͤ͜͜͞Ȍ; (atfield et al., ǲBrain Processes and Neurofeedback for 
Performance Enhancement of Precision Motor Behaviorǳ ȋͥ͜͜͞Ȍ; Kraemer, ǲMe, Myself and My 
Brain Implant: Deep Brain Stimulation Raises Questions of Personal Authenticity and Aliena-
tionǳ ȋ͜͞͝͝Ȍ; and McGee, ǲBioelectronics and )mplanted Devicesǳ ȋͤ͜͜͞Ȍ, p. ͣ͞͝. 
36 See Kraemer (2011) and Van den Berg, ǲPieces of Me: On Identity and Information and Com-
munications Technology )mplantsǳ (2012). 
37 For the possibility of neuroprosthetic devices relating to sleep, see Claussen & Hofmann, 
ǲSleep, Neuroengineering and Dynamicsǳ ȋ͜͞͝͞Ȍ, and Kourany, ǲHuman Enhancement: Making 
the Debate More Productiveǳ ȋ͜͟͞͝Ȍ, pp. ͥͥ͞-93. 
38 See Kraemer (2011).  
39 See (an et al., ǲSelective Erasure of a Fear Memoryǳ ȋͥ͜͜͞Ȍ; Josselyn, ǲContinuing the Search 
for the Engram: Examining the Mechanism of Fear Memoriesǳ ȋ͜͜͞͝Ȍ; and Ramirez et al., ǲCreat-
ing a False Memory in the (ippocampusǳ ȋ͜͟͞͝Ȍ. 
40 For questions about the extent to which technological devices that directly store memories 
can ever become a part of the human mind, see Clowes, ǲThe Cognitive )ntegration of E-Memoryǳ 
(2013). 
41 See, for example, Dudai, ǲThe Neurobiology of Consolidations, Or, (ow Stable )s the Engram?ǳ 
(2004). 
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successfully develop and implement particular kinds of neuroprosthetic de-
vices may shed light on whether particular proposed brain theories are cor-
rect or incorrect.) For example, if holographic brain models42 were found to 
be correct, it might largely rule out the possibility of constructing neuropros-
thetic devices that can create or alter a complex long-term memory simply by 
manipulating a modest number of neurons in a particular region of the brain. 

B. Neuroprosthetic devices categorized by purpose: therapy vs. 
enhancement 

In addition to categorizing neuroprosthetic devices according to their 
function (i.e., as sensory, motor, bidirectional, or cognitive), such devices 
may also be categorized according to their purpose. For example, some neu-
roprosthetic devices are used for purposes of therapeutic restoration, to re-
store abilities that have been lost by a human being due to illness or injury. 
Other neuroprosthetic devices do not directly treat a medical condition but 
are instead used for purposes of diagnosis, to gather information about the 
condition of their human host and allow medical decisions to be made. Still 
other neuroprosthetic devices may be used for purposes of identification, to 
verify the identity of the deviceǯs human host, allow his or her whereabouts 
or activities to be tracked, or allow him or her access to some restricted area 
or resource.43 Finally, some neuroprosthetic devices are designed for purposes 
of human enhancement: such devices augment, modify, or replace the sensory, 
motor, or cognitive abilities of their human host, allowing him or her to ex-
perience phenomena or perform actions that are not possible for the minds 
and bodies of natural, unmodified human beings.44 

C. Neuroprosthetic devices categorized by physical location: implant 
vs. prosthesis 

Neuroprosthetic devices may alternatively be categorized according to 
their relationship with the body of their human host.45 In this text, we use the 
word Ǯimplantǯ to describe a neuroprosthetic device that is surgically inserted 
into the body of its human host and which remains within the hostǯs body 

                                                 
42 Such models have been described, e.g., in Longuet-(iggins, ǲ(olographic Model of Temporal 
Recallǳ ȋͥͤ͢͝Ȍ; Westlake, ǲThe possibilities of neural holographic processes within the brainǳ 
ȋͥͣ͜͝Ȍ; Pribram, ǲProlegomenon for a (olonomic Brain Theoryǳ ȋͥͥ͜͝Ȍ; and Pribram & Meade, 
ǲConscious Awareness: Processing in the Synaptodendritic Web – The Correlation of Neuron 
Density with Brain Sizeǳ ȋͥͥͥ͝Ȍ. An overview of conventional contemporary models of long-term 
memory is found in Rutherford et al., ǲLong-Term Memory: Encoding to Retrievalǳ ȋ͜͞͝͞Ȍ. 
43 The term Ǯidentificationǯ has been used here in a loose sense; from the perspective of infor-
mation security, what has just been described as Ǯidentificationǯ actually involves identification, 
authentication, and authorization. 
44 See Gasson (2012), p. 25. 
45 See Gasson (2012), p. 14. 
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during the deviceǯs operation. Devices that are introduced into the body of 
their human host by nonsurgical means (such as nanorobots that are orally 
ingested) would not be Ǯimplantsǯ in this sense, even if they establish a per-
manent connection with particular neurons after their entry into their hostǯs 
body; such technologies could be described more broadly as Ǯendosomaticǯ de-
vices or systems that are housed within their hostǯs body but are not surgically 
implanted. Neuroprosthetic devices formed of biological components that 
are grown or cultivated in situ within their hostǯs body would be another ex-
ample of such endosomatic systems that are not, strictly speaking, implants. 

Meanwhile, we can define a neurocybernetic Ǯprosthesisǯ as a device that is 
integrated into the neural circuitry of its human host but which is not com-
pletely contained within the hostǯs body; it instead forms part of the exterior 
surface or boundary of the body and extends the body outward into the sur-
rounding environment. It is possible for a single device to be both a neuro-
prosthetic implant and a prosthesis: for example, an artificial eye that has 
been surgically implanted but which (at least, when the eyelid is open) forms 
part of the bodyǯs exterior surface and a portion of its physical interface with 
the external environment. It is also possible for an implant and prosthesis to 
work together closely as part of a larger system. For example, an individual 
who has lost an arm due to injury may now possess a permanent implant 
located in the shoulder area that is integrated with the sensory and motor 
nerves that previously innervated the arm. If that implant contains an exter-
nal socket that allows different robotic arms to be attached to it and con-
trolled by the deviceǯs host ȋor which perhaps even allows different kinds of 
robotic limbs and manipulators to be swapped in and out of the socket), then 
the socket itself would be considered an implant, and a robotic arm capable 
of connecting with the socket (and, through it, becoming indirectly inte-
grated into the neural circuitry of the deviceǯs human hostȌ would be consid-
ered a prosthesis. 

Note that some other texts that focus specifically on brain-computer in-
terfaces (BCIs) may use terms such as Ǯinvasive,ǯ Ǯpartially invasive,ǯ and Ǯnon-
invasiveǯ to refer to a deviceǯs physical relationship to the brain of its human 
host rather than its relationship to the hostǯs body as a whole. According to 
such definitions, a device could be wholly contained within the body of its 
human host but would be classified as Ǯnoninvasiveǯ if it were implanted in, 
say, the hostǯs abdomen rather than the gray matter of his or her brain.46 As 
defined in this text, a neuroprosthetic device must be integrated into the 
Ǯneural circuitryǯ of its human host, but this does not necessarily require a 

                                                 
46 See Gasson ȋ͜͞͝͞Ȍ, p. ͝͠, and Panoulas et al., ǲBrain-Computer Interface (BCI): Types, Pro-
cessing Perspectives and Applicationsǳ (2010). 
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connection to interneurons contained within the brain; a neuroprosthetic de-
vice could be located elsewhere in the body and possess a physical interface 
with afferent or efferent neurons in that location. In the context of this book, 
Ǯinvasiveǯ is best used to refer to neuroprosthetic devices that are endosomatic 
or fully contained within the human body of their host; Ǯnoninvasiveǯ neuro-
prosthetic devices would be those that have no physical components con-
tained within the body of their human host (such devices might include wear-
able neuroprostheses that rest on the external surface of the body and which 
communicate with neurons via signals transmitted through the skin, or even 
devices that can communicate with neurons at a greater distance through the 
generation and detection of electromagnetic fields or radiation); and Ǯsemi-
invasiveǯ neuroprosthetic devices would be those that have components that 
are external to ȋand perhaps not even physically connected toȌ their hostǯs 
body but which simultaneously possess some components that must be in-
troduced into the body of their human host (such as electronic components 
that must be inserted into the ear canal or through a permanent port installed 
in the body via a surgically created stoma, or biochemical agents that must 
be introduced into the hostǯs bloodstreamȌ. 

D. Neuroprosthetic devices categorized by agency: active vs. passive 

With regard to their interaction with the biological structures and pro-
cesses of their human host, some neuroprosthetic devices may be considered 
Ǯactive,ǯ insofar as they possess an internal computer or other mechanism (e.g., 
a transmitter that allows the device to receive instructions from an external 
systemȌ that governs the deviceǯs behavior and allows the device to proac-
tively undertake actions and to determine how it will respond to stimuli re-
ceived from its human host or the external environment. A Ǯpassiveǯ neuro-
prosthetic device, on the other hand, is essentially an inert tool that lacks its 
own centralized internal control mechanism and whose behavior is con-
trolled by the biological processes of and input supplied by the deviceǯs hu-
man host.47 

An artificial eye that uses its built-in video camera to register light from 
the external environment, utilizes its internal computer to process those in-
coming signals and convert them into a pattern of stimuli, and then stimu-
lates retinal ganglion cells according to that pattern would be an active neu-
roprosthetic device; its internal computer governs its behavior, and if an ad-
versary were able to access and compromise the computer, he or she could 

                                                 
47 For one approach to classifying information and communications technology (ICT) implants 
as Ǯactiveǯ or Ǯpassiveǯ with regard for their functionality, see Roosendaal, ǲImplants and Human 
Rights, in Particular Bodily Integrityǳ ȋ͜͞͝͞Ȍ. 
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potentially use the device to supply its host with manipulated or even entirely 
fabricated visual data.48 

On the other hand, an example of a passive implant would be an array of 
synthetic biomimetic physical neurons that is implanted into its hostǯs brain 
to replace a group of natural biological neurons that had been destroyed 
through illness or injury. Although each individual synthetic neuron may 
possess a limited form of agency and control over its own actions – insofar as 
it possesses mechanisms that determine how it will react to particular stimuli 
– the device as a whole possesses no centralized control mechanism and is, 
in essence, an empty scaffolding that cannot fill itself with information or 
decide to take action. The natural biological neurons that are connected to 
the implant may eventually begin to Ǯuseǯ it by supplying stimuli to it and 
incorporating it into their network of activity and information storage, but 
such action cannot be forced or compelled by the implant itself. 

Attacks against active vs. passive neuroprostheses 

Note that if a neuroprosthetic device is controlled by an internal computer 
that possesses its own memory, processor, and input/output mechanisms and 
which runs its own operating system (and potentially additional specialized 
software), the device is almost certainly an Ǯactiveǯ one, even if the intended 
purpose of the device is simply to detect the wishes and volitions of its human 
host and then to execute them. Although such a device may typically operate 
in a way that creates the appearance that it is strictly passive, an adversary 
who gained access to the deviceǯs computer and compromised its hardware 
or software could use the device as (or turn the device into) an active agent 
that behaves in ways that were not at all requested or desired by the deviceǯs 
human host. On the other hand, a purely passive neuroprosthetic device 
could not be directly hijacked by an adversary and utilized to perform certain 
actions or behaviors, because the device itself has no internal control mech-
anism that can be commandeered; the only way that an adversary could in-
directly dictate the actions of a passive neuroprosthetic device (without rad-
ically reengineering the device itself) would be to control the biological struc-
tures or processes of the deviceǯs human host that interact with the device, 
causing them to externally stimulate the device in ways that would produce 
a particular response. 

E. )mplantable computers vs. neuroprosthetic devices 

Not all implantable computers are neuroprosthetic devices: it is possible 
to have a miniaturized computer (e.g., as part of an active RFID transponder) 
that is implanted within a human beingǯs body but which has no interface or 
                                                 
48 Regarding such possibilities of neuroprostheses being used to provide false data or information 
to their hosts or users, see McGee (2008), p. 221. 
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interaction with the personǯs neural circuitry. Conversely, not every neuro-
prosthetic device is (or contains) an Ǯimplantableǯ computer: for example, the 
external portion of a prosthetic arm may contain a highly sophisticated com-
puter that is integrated into the neural circuitry of its human host through a 
stable physical connection and interaction with nerves in the personǯs shoul-
der, however the computer would be considered part of a Ǯprosthesisǯ rather 
than an Ǯimplant.ǯ 

)). Expected developments in neuroprosthetics: toward 
posthuman enhancement 

The kinds of neuroprosthetic devices that are currently in widespread use 
have typically been designed to serve a restorative or therapeutic medical 
purpose – for example, to treat a particular illness or restore some sensory, 
motor, or cognitive ability that their user has lost as a result of illness or in-
jury. It is expected, though, that future generations of neuroprostheses will 
increasingly be designed not to restore some ordinary human capacity that is 
absent but to enhance their userǯs physical or intellectual capacities by 
providing abilities that exceed or differ from what is naturally possible for 
human beings.49 The potential use of such technologies for physical and cog-
nitive enhancement is expected to expand the market for neuroprostheses 
and implantable computers to reach new audiences well beyond the limited 
segment of the population that currently relies on them to treat medical con-
ditions.50 

Researchers expect that future versions of sensory neuroprostheses such 
as retinal implants may give human beings the capacity to experience their 
environments in dramatically new ways, for example through the use of tele-
scopic or night vision51 or by using a form of augmented reality that overlays 
actual sense data provided by the environment with supplemental infor-
mation received or generated by a neuroprosthetic deviceǯs computer.52 Some 
researchers envision the development of devices that resemble more sophis-
ticated forms of retinal and cochlear implants that can record all of a personǯs 
audiovisual experiences for later playback on demand, effectively granting 

                                                 
49 See Gasson (2008); Gasson et al. (2012); McGee (2008); and Merkel et al. (2007). 
50 See McGee (2008) and Gasson et al. (2012). 
51 See Gasson et al. (2012) and Merkel et al. (2007). 
52 See Koops & Leenes, ǲCheating with )mplants: )mplications of the (idden )nformation Ad-
vantage of Bionic Ears and Eyesǳ ȋ͜͞͝͞Ȍ. 
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the person perfect audiovisual memory53 and potentially allowing the individ-
ual to share his or her sensory experiences with others (e.g., through auto-
matic upload to a streaming website). 

Building on successful experiments with implanting artificial memories in 
mice, other researchers have envisioned the possibility of a person being able 
to regularly download new content onto a memory chip implanted in his or 
her brain, thereby instantaneously gaining access to new knowledge or 
skills.54 Even more futuristic scenarios envisioned by scholars include the de-
velopment of a Ǯknowledge pillǯ that can be ingested and whose contents – 
perhaps a swarm of web-enabled nanorobots55 – travel to the brain, where 
they modify or stimulate neurons to create engrams containing particular 
memories.56 Another potentially revolutionary technological advancement is 
the ongoing development of brain-machine-brain interfaces57 that may even-
tually allow direct and instantaneous communication between two human 
brains physically located thousands of miles apart. 

                                                 
53 See Merkel et al. (2007) and Robinett, ǲThe consequences of fully understanding the brainǳ 
(2002). 
54 See McGee (2008).   
55 See Pearce, ǲThe Biointelligence Explosionǳ ȋ͜͞͝͞Ȍ. 
56 See Spohrer, ǲNB)CS ȋNano-Bio-Info-Cogno-Socio) Convergence to Improve Human Perfor-
mance: Opportunities and Challengesǳ ȋ͜͜͞͞Ȍ. 
57 See Rao et al., ǲA direct brain-to-brain interface in humansǳ (2014). Existing experimental tech-
nologies of this sort are sometimes described as Ǯbrain-brain interfacesǯ (BBIs), although we 
would argue that such terminology is somewhat misleading; it would be more appropriate to 
describe the system as a Ǯbrain-machine-brain interfaceǯ (BMBI) or Ǯbrain-computer-brain-inter-
faceǯ (BCBI). If one were allowed to describe as a Ǯbrain-brain interfaceǯ a system that actually 
interposes between the two brains some complex technological device that enables and mediates 
their communication, then traditional technologies such as telephones and even books could 
similarly be described as Ǯbrain-brain interfacesǯ with just as much legitimacy. It can be argued 
that a true Ǯbrain-brain interfaceǯ would instead be one in which the communication between 
the two brains does not rely on any Ǯexternalǯ device or system; rather, the means of communi-
cation between the two brains would be contained within and fully integrated into one or both 
of the brains themselves. An electronic transmitter that is permanently implanted within a hostǯs 
brain and which harvests energy from the brain itself and allows the brain to communicate with 
other brains possessing similar devices could conceivably be described as a Ǯbrain-brain inter-
face.ǯ A clearer example would be that of a prosthesis composed of biological material that is 
either implanted into or grown or assembled within a brain, and which through its unique or-
ganic design is capable of generating and detecting radio frequency transmissions, light, electro-
magnetic fields, ultrasonic waves, or other phenomena that are detectable at a distance. If two 
brains possessing such prostheses were able to communicate with one another by means of the 
devices, this could well be understood as an example of a Ǯbrain-brain interface,ǯ even if the de-
vices in fact were reliant on a medium (such as that of the atmosphere) for transmission of their 
signals. In its functioning, such a system would approach traditional definitions of Ǯtelepathy.ǯ 
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A. Early adopters of neuroprosthetic devices for posthuman 
enhancement 

One group of potential Ǯearly adoptersǯ of neuroprosthetic devices de-
signed for human enhancement includes military forces, intelligence agen-
cies, police forces, and other government agencies that may use such tech-
nologies to enhance the capacities of their personnel to engage in conven-
tional combat operations, cyberwarfare, and the gathering and analysis of in-
telligence.58 Another potential group of early adopters of such technologies 
includes hardcore computer gamers (including professional competitive 
gamers) who wish to experience more sophisticated and immersive forms of 
sensorimotor interaction with game-worlds and cybernetic interaction with 
their fellow gamers than can be provided by external virtual reality systems. 

B. The meaning of Ǯadvancedǯ neuroprosthetics 

This text addresses the necessity of and practices for ensuring information 
security for advanced neuroprosthetic devices. By Ǯadvanced,ǯ we mean that 
this book considers all types of neuroprosthetic devices whose future devel-
opment is anticipated and not simply those kinds that already are in wide-
spread use among human beings (like cochlear implants), are undergoing 
testing for therapeutic use in human beings (like retinal prostheses with lim-
ited visual resolution), or which are currently being tested in animals but 
could potentially be adapted someday for use in human beings (like some 
kinds of mnemoprostheses designed to create or alter particular memories).  

Many of the IMDs that are currently in use around the world – especially 
those that were implanted years or even decades ago – present both an ad-
vantage and a unique challenge from the perspective of information security, 
insofar as their internal computers are severely constrained in their capacities 
and functionality; this may prevent one from applying conventional InfoSec 
mechanisms and software that are commonly employed with more powerful 
computers (e.g., those found in desktop computers or smartphones) while 
simultaneously shielding the devices from attacks to which only more pow-
erful conventional computers and operating systems may be vulnerable. 
Looking ahead to the future, though, we can anticipate the need to provide 
information security to implanted neuroprosthetic devices that differ radi-
cally from todayǯs best desktop computers not in being much less powerful 
than they are but in being much more so – or in utilizing exotic hardware and 
software platforms (such as biomolecular computing) that have little in com-
mon with todayǯs computers designed for general office or home use. 

                                                 
58 On potential military use of neuroprosthetic devices, see Schermer, ǲThe Mind and the Ma-
chine. On the Conceptual and Moral Implications of Brain-Machine )nteractionǳ ȋͥ͜͜͞Ȍ, and 
Brunner & Schalk, ǲBrain-Computer )nteractionǳ ȋ͞009). 
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While this text considers all such devices that are currently in widespread 
use or are undergoing testing, the scope of the book is broader: it also ad-
dresses the information security needs of those more advanced kinds of neu-
roprosthetic devices (such as artificial eyes possessing human-like visual res-
olution) that scientists, engineers, and entrepreneurs have declared their in-
tention to create and are actively working to bring to market, as well as more 
sophisticated neuroprosthetic devices whose eventual development is ex-
pected by researchers and professional futurists and whose legal, ethical, po-
litical, economic, cultural and technological implications are already being 
debated by the proponents and critics of such technologies. 

Among such potential future neuroprosthetic technologies are ones that 
may allow human beings to acquire new sensory capacities, adopt radically 
nonhuman bodies, inhabit virtual worlds in which different laws of physics 
and biology hold sway, and directly link their minds with one another or with 
artificial intelligences to create new kinds of communal thought and agency.59 
Although today there is not yet a widespread practical necessity to implement 
InfoSec mechanisms and procedures for such systems, it is important to begin 
developing the theoretical, conceptual, and organizational frameworks that 
will be needed to promote the information security of systems utilizing such 
technologies – especially insofar as the formulation of sound information se-
curity frameworks can aid those individuals and organizations that are ac-
tively pursuing the development of such technologies, to help ensure that 
they are designed and eventually deployed in ways that will advance rather 
than undermine essential aims such as human authenticity, agency, and full 
human development.60

 

 

                                                 
59 See Merkel et al. (2007); Gladden, ǲCybershells, Shapeshifting, and Neuroprostheticsǳ ȋ͜͞͝͡Ȍ; 
and Gladden, ǲEnterprise Architecture for Neurocybernetically Augmented Organizational Sys-
temsǳ ȋ͜͞͝6). 
60 See Gladden, ǲNeural Implants as Gateways to Digital-Physical Ecosystems and Posthuman 
Socioeconomic Interactionǳ ȋ͜͢͞͝). 
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