
 

 

 

Chapter Three 

An Ontology of Neuroprostheses  

as Instruments of ǮCyborgizationǯ:  
Portals to the Experience of Posthumanized  

Digital-Physical Worlds 

Abstract. The incorporation of a neuroprosthetic device into oneǯs being at the physi-
cal, cognitive, and social levels constitutes a form of Ǯcyborgizationǯ that imposes new 

constraints on oneǯs existence while simultaneously opening a path to new forms of ex-

perience. This text explores the boundaries of this qualitatively novel form of being by 

formulating an ontology of the neuroprosthesis as an instrument that shapes the way 

in which its human host experiences and acts within emerging posthumanized digital-

physical ecosystems. 

The ontology addresses four main roles that a neuroprosthetic device may play in this 

context. First, a neuroprosthesis may serve as a means of human augmentation by al-

tering the cognitive and physical capacities possessed by its host. Second, it may ma-

nipulate the contents of information produced or utilized by its human host. Third, a 

neuroprosthesis may shape the manner in which its host inhabits a digital-physical body 

and external environment. And finally, a neuroprosthesis may regulate the autonomous 

agency possessed and experienced by its host. 

The development and use of such an ontology can allow researchers to better under-

stand the psychological, social, and ethical ramifications of such technologies and can 

enable the architects of neuroprosthetic systems and the digital-physical ecosystems 

within which their human hosts operate to formulate principles of design and manage-

ment that minimize the dangers and maximize benefits for the neuroprosthetically aug-

mented inhabitants of such environments. 

)ntroduction 

The previous chapters have presented an ontology of the neuroprosthesis 
as a computing device and as a biocybernetic instrument that becomes inte-
grated into the neural circuitry of a human organism in order to participate 
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114  •  Neuroprosthetic Supersystems Architecture 

in processes of sensation, cognition, and motor action. In this chapter, we 
advance this exploration of the nature of neurocybernetic technologies by de-
veloping an ontology of the neuroprosthesis as a means for the Ǯcyborgizationǯ 
of human beings that shapes how such individuals experience posthuman-
ized digital-physical worlds.1 

An Overview of Neuroprostheses 

A neuroprosthesis may be defined as an artificial device that is integrated 
into the neural circuitry of a human being to create a neurocybernetic host-
device system that possesses both human and computerized elements.2 In 
principle, it is possible for neuroprostheses to be either Ǯinvasiveǯ ȋi.e., surgi-
cally implanted in the brain of a human hostȌ or Ǯnon-invasiveǯ ȋe.g., consist-
ing of an external device worn by a human host); however, it currently re-
mains quite challenging to develop non-invasive technologies that can be-
come fully integrated into the neural circuitry of a human being.3 According 
to the definition employed in this text, contemporary neuroprostheses can 
thus typically be identified with invasive Ǯneural implants.ǯ Devices involving 
non-invasive technologies such as EEG or fMRI are likely to be classified more 
generally as brain-computer interfaces (BCIs) or brain-machine interfaces 
(BMIs) rather than neuroprostheses. 

                                                 
1 (ere the term Ǯcyborgizationǯ is used to describe the process by which a human host incorpo-
rates artificial biocybernetic components into his or her body, thereby becoming a cyborg. For 
use of the term in this context, see, e.g., Maguire & McGee, ǲ)mplantable Brain Chips? Time for 
Debateǳ ȋͥͥͥ͝Ȍ; Koltko-Rivera, ǲThe Potential Social )mpact of Virtual Realityǳ ȋ͜͜͞͡Ȍ; Novakovic 
et al., ǲArtificial )ntelligence and Biorobotics: )s an Artificial Human Being Our Destiny?" (2009); 
and Nayar, An Introduction to New Media and Cybercultures (2010). 

The term Ǯcyberizationǯ is also sometimes used to describe the process of cyborgization. How-
ever, Ǯcyberizationǯ is also used in a broader or alternative sense to refer to processes by which a 
human being becomes proficient in the use of (and perhaps psychologically and socially depend-
ent on) – rather than physically integrated into – forms of electronic information and communi-
cations technology. When referring to the use of ICT such as email, social media, or computer 
gaming platforms, the term Ǯcyberizationǯ does not imply that an individual has been subjected 
to physical biocybernetic augmentation; it is thus more appropriate to use the word Ǯcyborgiza-
tionǯ when discussing the process of augmenting a hostǯs body through the permanent incorpo-
ration of artificial biocybernetic components. For various uses of the term Ǯcyberization,ǯ see, e.g., 
Miller, ǲConclusion: Beyond the (uman: Ontogenesis, Technology, and the Posthuman in Ku-
brick and Clarkeǯs ͜͜͞͝ǳ ȋ͜͞͝͞Ȍ; Baranyi et al., ǲSynergies Between Cog)nfoCom and Other Fieldsǳ 
ȋ͜͞͝͡Ȍ; and Ma et al., ǲPerspectives on Cyber Science and Technology for Cyberization and Cyber-
Enabled Worldsǳ (2016). 
2 See Lebedev, ǲBrain-Machine )nterfaces: An Overviewǳ ȋ͜͞͝͠Ȍ, and Gladden, ǲEnterprise Archi-
tecture for Neurocybernetically Augmented Organizational Systemsǳ ȋ͜͢͞͝Ȍ. 
3 See Gasson, ǲ(uman )CT )mplants: From Restorative Application to (uman Enhancementǳ 
ȋ͜͞͝͞Ȍ, p. ͝ ͠, and Panoulas et al., ǲBrain-Computer Interface (BCI): Types, Processing Perspectives 
and Applicationsǳ ȋ͜͜͞͝Ȍ. 
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Chapter Three: An Ontology of Neuroprostheses as Instruments of ǮCyborgizationǯ  •  115 

Neuroprosthetic devices are commonly classified as either sensory, motor, 
bidirectional sensorimotor, or cognitive neuroprostheses.4 At present, such 
devices primarily fill therapeutic roles, as a means of restoring some capacity 
that is absent as a result of injury or illness: for example, auditory brainstem 
implants and retinal prostheses are used to restore sensory functionality to 
those who have lost the ability to hear or see, thought-controlled wheelchairs 
are used to restore some degree of mobility to those who are paralyzed, and 
experimental neural bridges are being developed to restore memory function 
in those who are unable to access their long-term memory due to hippocam-
pal damage.5 However, efforts are underway to develop and implement neu-
roprosthetic technologies whose purpose is not to restore some capacity typ-
ically found in human beings but to grant their human hosts sensory, cogni-
tive, and motor capacities that greatly exceed those possible for natural bio-
logical human beings.6 

The Emergence of Posthumanized Digital-Physical Ecosystems 

The world within which the human hosts and users of neuroprosthetic 
devices exist is an increasingly rich and complex array of digital-physical eco-
systems that reflect the ongoing Ǯtechnologizationǯ of humankind.7 The pro-
cesses of technologization are manifested in phenomena such as the increas-
ing physical integration of human beings with electronic computerized sys-
tems, our expanding interaction with and dependence on robots and artificial 
intelligences, our growing immersion in virtual worlds, and the use of genetic 
engineering to design human beings as if they were consumer products.8 

                                                 
4 See Lebedev (2014). 
5 See, e.g., Cervera-Paz et al., ǲAuditory Brainstem )mplants: Past, Present and Future Prospectsǳ 
ȋͣ͜͜͞Ȍ; Weiland et al., ǲRetinal Prosthesisǳ ȋ͜͜͞͡Ȍ; Viola & Patrinos, ǲA Neuroprosthesis for Re-
storing Sightǳ ȋͣ͜͜͞Ȍ; and Soussou & Berger, ǲCognitive and Emotional Neuroprosthesesǳ ȋͤ͜͜͞Ȍ. 
6 Regarding the use of neuroprostheses for human enhancement, see, e.g., McGee, ǲBioelectron-
ics and )mplanted Devicesǳ ȋͤ͜͜͞Ȍ; Warwick & Gasson, ǲ)mplantable Computingǳ ȋͤ͜͜͞Ȍ; Gasson 
ȋ͜͞͝͞Ȍ; Gladden, ǲNeural )mplants as Gateways to Digital-Physical Ecosystems and Posthuman 
Socioeconomic )nteractionǳ ȋ͜͢͞͝Ȍ; and Gladden, ǲEnterprise Architecture for Neurocybernet-
ically Augmented Organizational Systemsǳ ȋ͜͢͞͝Ȍ. 
7 For a philosophical investigation (drawing on Actor-Network Theory) of ways in which human 
and nonhuman agents coexisting within digital-physical ecosystems might enter into Ǯsymbiosesǯ 
that are not simply metaphorical but are true symbioses at the physical, cognitive, and social 
levels, see Kowalewska, ǲSymbionts and Parasites – Digital Ecosystemsǳ ȋ͜͢͞͝Ȍ. 
8 Processes of technologization are discussed as such in detail in Herbrechter, Posthumanism: A 
Critical Analysis (2013), and Gladden, Sapient Circuits and Digitalized Flesh: The Organization as 
Locus of Technological Posthumanization (2016). The relationship of posthumanism to the com-
mercialization of the human entity is discussed in Herbrechter (2013), pp. 42, 150-52. For the 
analysis (and, in many ways, indictment) of technologization offered by critical posthumanism, 
see Herbrechter (2013), pp. 90, 19, and Gladden, Sapient Circuits and Digitalized Flesh (2016), p. 
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116  •  Neuroprosthetic Supersystems Architecture 

These processes of technologization are themselves among the most visi-
ble manifestations of larger forces of posthumanization that are at work 
within contemporary society. Such posthumanization can be understood as 
a process by which society comes to include at least some intelligent personal 
subjects that are not natural biological human beings and which leads to a 
nonanthropocentric understanding of reality. It is anticipated that our 
emerging future will include many different sources of intelligence and 
agency that create meaning in the universe through their networks and rela-
tions:9 such entities might include Ǯnaturalǯ human beings, genetically engi-
neered human beings, human beings with extensive neurocybernetic aug-
mentation, human beings dwelling in virtual realities, social robots, artifi-
cially intelligent software, nanorobot swarms, sentient or sapient networks, 
and hive minds that link human and artificial intellects to create a unitary 
collective intelligence. Within the digital-physical ecosystems that constitute 
the functional infrastructure of that posthumanized world, the Ǯbioagencyǯ 
possessed by traditional human beings will act alongside (and mutually in-
fluence) the Ǯcyberagencyǯ of artificial beings and Ǯcollective agencyǯ of net-
works and hive minds.10 

Within this context, neuroprosthetic devices are expected to increasingly 
become gateways that allow their human hosts to more deeply experience, 
control, and be controlled by the structures and dynamics of such digital-
physical ecosystems.11 The development of an ontology of the neuroprosthe-
sis as a catalyst for cyborgization, technologization, and posthumanization 
would not only allow researchers to better understand the psychological, so-
cial, and ethical ramifications of such technologies; it would also allow the 
architects of neuroprostheses and the digital-physical ecosystems in which 
they and their hosts participate to formulate principles of design and man-
agement that minimize the dangers and maximize the beneficial outcomes 
for neuroprosthetically augmented individuals operating within such ecosys-
tems. 

  

                                                 

46. 
9 See Ferrando, ǲPosthumanism, Transhumanism, Antihumanism, Metahumanism, and New 
Materialisms: Differences and Relationsǳ ȋ͜͟͞͝Ȍ, for an excellent analysis of this and other aspects 
of posthumanization. 
10 See Fleischmann, ǲSociotechnical )nteraction and Cyborg–Cyborg Interaction: Transforming 
the Scale and Convergence of (C)ǳ ȋͥ͜͜͞Ȍ. 
11 See Gladden, ǲNeural )mplants as Gatewaysǳ ȋ͜͢͞͝Ȍ. 
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118  •  Neuroprosthetic Supersystems Architecture 

Developing an Ontology of the Neuroprosthesis as an )nstrument of 
Cyborgization 

The following sections develop an ontology of the neuroprosthesis as an 
instrument of cyborgization that shapes the manner in which its human host 
inhabits posthumanized digital-physical worlds. As delineated in Figure 1, the 
ontology addresses four main aspects of neuroprosthetic devices and the 
host-device systems that they form through structural and functional inte-
gration with their human hosts. First, a neuroprosthesis may serve as a means 
of human augmentation by altering the cognitive and physical capacities pos-
sessed by its host. Second, it may manipulate the contents of information 
produced or utilized by its human host. Third, a neuroprosthesis may shape 
the manner in which its host inhabits a digital-physical body and external 
environment. And finally, a neuroprosthesis may regulate the autonomous 
agency possessed and experienced by its host. These elements of the ontology 
are developed in detail below. 

). The Neuroprosthesis as a Means of (uman Augmentation 

Neuroprosthetic devices vary in the extent to which they enhance the nat-
urally occurring capacities found within a typical biological human being. A 
device may add some new type of capacity that is not found in natural bio-
logical human beings; enhance or expand an existing capacity; restore some 
typical human capacity that is absent in a particular individual; suppress an 
existing capacity; or have no effect on the sensory, motor, and cognitive ca-
pacities possessed by a deviceǯs host.12 

A. Capacity-adding 

A neuroprosthetic device may grant its host some capacity that is not typ-
ically found in natural biological human beings. Examples might include a 
sensory neuroprosthesis gives its host the ability to perceive radio waves or a 
motor neuroprosthesis that allows its host to produce a particular pattern of 
visible light from an implanted photon emitter whose surface is exposed to 
the external environment ȋe.g., an LED display embedded in the hostǯs armȌ. 
Such new capacities may be temporary or permanent. 

                                                 
12 Various aspects of the use of neuroprostheses for human augmentation and enhancement is 
discussed, e.g., in Converging Technologies for Improving Human Performance: Nanotechnology, 

Biotechnology, Information Technology and Cognitive Science, edited by Bainbridge (2003); Mer-
kel et al., ǲCentral Neural Prosthesesǳ ȋͣ͜͜͞Ȍ; McGee ȋͤ͜͜͞Ȍ; Gasson ȋ͜͞͝͞Ȍ; Warwick, ǲThe Cy-
borg Revolutionǳ ȋ͜͞͝͠Ȍ; and Gladden, ǲNeural )mplants as Gatewaysǳ ȋ͜͢͞͝Ȍ. 
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͙. Temporary Addition 

In some cases it may not be practical or desirable for a neuroprosthesis to 
add a new capacity that is continuously manifested. For example, a cognitive 
neuroprosthesis that grants its host savant skills by electromagnetically dis-
rupting the normal behavior of the left anterior temporal lobe13 may do so at 
the cost of creating problems with other cognitive processes such as those 
involving shared attention, social cognition, and empathy. In that case, it may 
be most appropriate for the device to only be activated for brief periods of 
time when its functionality is required. Similarly, an artificial eye that pro-
vides its host with infrared vision or augmented reality displays may only ac-
tivate these features when they are needed for a particular reason, so that the 
deviceǯs host can enjoy unimpeded normal visual perception at other times.14 
The use of neuroprostheses to provide only the sporadic and temporary ad-
dition of a capacity may be especially warranted in the case of devices that 
directly affect the functioning of the brain or other critical organs and whose 
long-term side-effects are not well understood.15 

͚. Permanent Addition 

Some neuroprosthetic devices provide their host with a new capacity that 
is permanently active. For example, a sensory neuroprosthesis that records 
incoming visual sense data and wirelessly transmits it to an external system 
to create a backup copy may be running continuously, as it is not knowable 
in advance which visual experiences might later prove to be noteworthy and 

                                                 
13 Damage to the left temporal lobe can cause adults to experience Ǯacquired savant syndrome,ǯ 
in which they suddenly acquire savant skills; recent research suggests that it is possible to tem-
porarily and artificially produce savant skills in individuals by temporarily disrupting the func-
tioning of the left anterior temporal lobe by means of neurotechnologies such as transcranial 
magnetic stimulation (TMS). An implantable neuroprosthesis that is capable of briefly disrupting 
the behavior of the left temporal lobe might be able to temporarily provide its host with savant 
skills when needed, while at other times remaining inactive in order to avoid producing the def-
icits in shared attention, social cognition, and empathy that often accompany damage to the left 
temporal lobe. For a discussion of the possibility of inducing savant skills through the application 
of TMS, see Snyder et al., ǲSavant-like skills exposed in normal people by suppressing the left 
fronto-temporal lobeǳ ȋ͜͜͟͞Ȍ, and Snyder, ǲExplaining and inducing savant skills: privileged ac-
cess to lower level, less-processed informationǳ ȋͥ͜͜͞Ȍ. 
14 Regarding future neuroprosthetic devices that may grant such capacities, see, e.g., Warwick 
ȋ͜͞͝͠Ȍ; Gasson et al., ǲ(uman )CT )mplants: From )nvasive to Pervasiveǳ ȋ͜͞͝͞Ȍ; and Merkel et al. 
(2007). 
15 Regarding the potential critical health impacts of implantable neuroprostheses, see ISO 
27799:2016, Health informatics – Information security management in health using ISO/IEC 27002 
(2016); Ankarali et al., ǲA Comparative Review on the Wireless Implantable Medical Devices Pri-
vacy and Securityǳ ȋ͜͞͝͠Ȍ; and Gladden, ǲ)nformation Security Concerns as a Catalyst for the De-
velopment of )mplantable Cognitive Neuroprosthesesǳ ȋ͜͢͞͝Ȍ. 
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merit future replay or analysis.16 The use of neuroprostheses to provide per-
manent, ongoing enhancement of a hostǯs capacities may be especially war-
ranted, for example, in cases where the repeated activation and deactivation 
of an enhancement might cause significant psychological or physical stress, 
create risks to a hostǯs health, or cause other disruptions.17 

B. Capacity-enhancing 

A neuroprosthetic device may enhance some capacity in a qualitative or 
quantitative way to exceed what is typically possible for natural biological 
human beings but without granting its user an entirely new capacity. Exam-
ples might include an auditory prosthesis which allows its user to hear faint 
sounds whose volume falls just below the threshold of what the ear can nor-
mally detect. Such enhancement may be temporary or permanent in nature.18 

͙. Temporary Enhancement 

Some enhancements may only be activated sporadically and temporarily. 
For example, an artificial eye might possess physical or digital mechanisms 
that amplify the available light and allow its user to discern environmental 
details in very low-light conditions; such an enhancement would be useful if 
it were nighttime and the user were attempting to navigate the environment, 
but it could be disruptive and dangerous if the user walked out into a bright 
sunlit environment with the enhancement still active and were blinded by its 
effects.19 

                                                 
16 The use of neuroprostheses for sensory recording and playback is discussed, e.g., in Merkel et 
al. ȋͣ͜͜͞Ȍ; Robinett, ǲThe consequences of fully understanding the brainǳ ȋ͜͜͞͞Ȍ; McGee ȋͤ͜͜͞Ȍ, 
p. 217; and Gladden, Sapient Circuits and Digitalized Flesh (2016). 
17 For the possibility that use of a neuroprosthesis may create dependencies that would result in 
psychological, physical, economic, or social harm to its human host if use of the device were to 
be discontinued, see Bostrom & Sandberg, ǲCognitive Enhancement: Methods, Ethics, Regula-
tory Challengesǳ ȋͥ͜͜͞Ȍ, p. ͟͟͞; McGee ȋͤ͜͜͞Ȍ, p. ͟͞͝; Koops & Leenes, ǲCheating with )mplants: 
)mplications of the (idden )nformation Advantage of Bionic Ears and Eyesǳ ȋ͜͞͝͞Ȍ, p. ͝͞͡; Glad-
den, ǲNeural )mplants as Gatewaysǳ ȋ͜͢͞͝Ȍ; and Gladden, ǲManaging the Ethical Dimensions of 
Brain-Computer Interfaces in eHealth: An SDLC-based Approachǳ ȋ͜͢͞͝Ȍ. 
18 Note that as discussed here, Ǯenhancementǯ is defined in relation to the typical abilities of a 
natural biological human being, not in relation to the specific user who is receiving a device. For 
example, a motor neuroprosthesis that restores typical voluntary hand movement to an individ-
ual who has lost that ability due to injury or illness would more appropriately be seen as a re-
storative or therapeutic device rather than one that brings about human enhancement – alt-
hough its host would experience it has having Ǯenhancedǯ his or her capacities beyond what ex-
isted prior to the deviceǯs activation. 
19 The use of neuroprostheses to grant abilities such as telescopic or zoom vision is discussed in 
Gasson et al. ȋ͜͞͝͞Ȍ; Merkel et al. ȋͣ͜͜͞Ȍ; and Gladden, ǲEnterprise Architecture for Neurocyber-
netically Augmented Organizational Systemsǳ ȋ͜͢͞͝Ȍ. 
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͚. Permanent Enhancement 

Some enhancements may be permanently active. For example, an im-
plantable cognitive neuroprosthesis that provides enhanced long-term 
memory functionality and which is deeply integrated into the brain struc-
tures of its host and powered by its hostǯs internal biological processes may 
be continuously active following its implantation.20 

C. Capacity-restoring 

A neuroprosthetic device may restore or provide to its host some capacity 
that is typically found in natural biological human beings but which the host 
lacks (perhaps as a result of illness or injury). An example would include a 
sensorimotor prosthetic robotic arm that restores typical sensory and motor 
capacity to an individual who has lost one of his or her natural biological arms 
in an accident.21 

D. Capacity-neutral 
It is possible for a neuroprosthetic device to have no net impact on the 

sensory, motor, or cognitive capacities possessed by its host. For example, an 
individual might conceivably decide for purely aesthetic reasons to replace 
one of his or her natural biological body parts with an artificial neuroprosthe-
sis that looks different but possesses the same functional capacities.22 

E. Capacity-suppressing 

A neuroprosthetic device may suppress capacities naturally possessed by 
its human host. For example, a cognitive neuroprosthesis that treats insom-
nia by inducing a sleeping state in its host could be understood as suppressing 

                                                 
20 The Ǯmemory prosthesesǯ whose development is described in Soussou & Berger (2008) serve as 
a bridge between neurons that spans a damaged area within the hippocampus; future devices of 
this sort might be designed to operate continuously. For a discussion of technologies that might 
allow future implanted neuroprostheses to be powered by means of their hostsǯ own internal 
biological processes, see, e.g., Mitcheson, ǲEnergy harvesting for human wearable and implant-
able bio-sensorsǳ ȋ͜͜͞͝Ȍ; Zebda et al., ǲSingle glucose biofuel cells implanted in rats power elec-
tronic devicesǳ ȋ͜͟͞͝Ȍ; and MacVitte et al., ǲFrom Ǯcyborgǯ lobsters to a pacemaker powered by 
implantable biofuel cellsǳ ȋ͜͟͞͝Ȍ. 
21 For an overview of the current state and anticipated future development of neuroprosthetic 
robotic limbs, see Farina & Aszmann, ǲBionic limbs: clinical reality and academic promisesǳ 
ȋ͜͞͝͠Ȍ, and Pazzaglia & Molinari, ǲThe embodiment of assistive devices – from wheelchair to 
exoskeletonǳ ȋ͜͢͞͝Ȍ. For a broader discussion of therapeutic applications of neuroprosthetics, 
see, e.g., Implantable Neuroprostheses for Restoring Function, edited by Kilgore (2015), and 
Sanchez, Neuroprosthetics: Principles and Applications (2016). 
22 For cybernetic augmentation as a form of artistic expression, see, e.g., The Cyborg Experiments: 
The Extensions of the Body in the Media Age, edited by Zylinska (2002). 
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122  •  Neuroprosthetic Supersystems Architecture 

its hostǯs ability for conscious awareness.23 Such suppression may be tempo-
rary or permanent in nature. 

͙. Temporary Suppression 

A neuroprosthesis may temporarily suppress some capacity within its hu-
man host. For example, a cognitive neuroprosthesis that suppresses its hostǯs 
natural biological mechanisms for experiencing fear and anxiety may be acti-
vated when a soldier, aircraft pilot, or surgeon is about to perform some 
highly dangerous and sensitive maneuver, in order to allow him or her to act 
without any psychological and physical disruptions caused by nervousness – 
but at other times the device may be inactive, in order to allow the hostǯs 
natural fear responses to prevent him or her from performing actions that are 
reckless and inappropriate in everyday life. 

͚. Permanent Eradication 

A neuroprosthesis may permanently destroy some capacity previously 
possessed by its host. Note that such an outcome need not be an intentional 
effect desired by the deviceǯs designer, operator, or host. For example, a neu-
roprosthesis implanted in the brain might as a side-effect of its operation pro-
duce heat, electromagnetic radiation, or toxic chemical emissions that grad-
ually destroy individual neurons or larger brain structures in a way that can-
not be reversed or repaired and which permanently deprives its host of some 
sensory, motor, or cognitive capacity.24 

)). The Neuroprosthesis as a Manipulator of )nformational Content 

A neuroprosthetic device may produce, receive, store, transmit, manipu-
late, or otherwise affect particular types of information that serve as the input 
or output of its hostǯs sensory, cognitive, or motor processes. Such infor-
mation might be found in sense data received from the environment, memo-
ries stored within the brain of the deviceǯs host, motor instructions that con-
trol the behavior of an effector, or in other components and contexts.25 Below 

                                                 
23 As noted earlier in the case of TMS used to artificially induce savant skills, the artificial sup-
pression of some of the brainǯs capacities might simultaneously generate or enhance other ca-
pacities. 
24 The dangers of neuroprostheses that may be toxic or degrade over time in the body are noted 
in McGee (2008), pp. 213-͢͝, and Gladden, ǲEnterprise Architecture for Neurocybernetically Aug-
mented Organizational Systemsǳ ȋ͜͢͞͝Ȍ. 
25 Indeed, one of the essential characteristics that distinguishes implantable neuroprostheses 
from other implantable medical devices (such as a prosthetic hip) is that the former are sophis-
ticated pieces of information and communications technology (or ICT) – although even seemingly 
electronically Ǯinertǯ objects such as artificial hip joints, breast implants, or dental prostheses may 
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Chapter Three: An Ontology of Neuroprostheses as Instruments of ǮCyborgizationǯ  •  123 

we discuss key roles that a neuroprosthetic device might play in shaping the 
nature and contents of such information. 

A. Content-providing 

There are a variety of ways in which a neuroprosthesis may provide infor-
mational content for a sensory, cognitive, or motor process. 

͙. Content-detecting 

A neuroprosthesis may detect and capture information that is naturally 
existing within its environment and which did not need to be purposefully 
engineered or prepared in order to be detected by the device. A cochlear im-
plant or retinal prosthesis that receives sense data in the form of environmen-
tal auditory or visual stimuli would be an example of such a neuroprosthesis.26 

͚. Content-generating 

A neuroprosthetic device may autonomously generate content relating to 
a sensory, cognitive, or motor process – perhaps through the use of a software 
algorithm or the functioning of an artificially intelligent neural network. Such 
an approach might be used, for example, by a neuroprosthesis that is part of 
an immersive virtual reality system in order to generate the sense data corre-
sponding to the virtual world to be experienced by the deviceǯs host.27 

͛. Content-importing ȋǮDownlinkǯȌ 
A neuroprosthesis may import content in a specially prepared form that is 

immediately usable by the device from some external system that exists out-
side of the device and its human host. Such a neuroprosthesis would thus 
employ a Ǯdownlinkǯ by which information flows into itself from that outside 
source. Such importing may involve the receipt of an ongoing stream of real-

                                                 

in the future increasingly include RFID chips used to facilitate device identification and diagnos-
tics. Regarding RFID-enabled hip and breast implants, see Gasson, ǲ(uman )CT )mplantsǳ 
(2008), p. 22; for RFID-enabled dental implants, see Chang et al., ǲRF)D applied in recognition 
and identification for dental prosthesesǳ ȋ͜͞͝͞Ȍ. A key aspect of the nature of neuroprostheses as 
ICT is the need to maintain the information security of such devices and their host-device sys-
tems; that can be understood using )nfoSec schemas such as the ǮC)A Triadǯ relating to the con-
fidentiality, integrity, and availability of information. See Gladden, The Handbook of Information 
Security for Advanced Neuroprosthetics ȋ͜͞͝͡Ȍ, and Gladden, ǲ)nformation Security Concerns as 
a Catalyst for the Development of )mplantable Cognitive Neuroprosthesesǳ ȋ͜͢͞͝Ȍ. 
26 For a discussion of these types of sensory neuroprostheses, see Dormer, ǲ)mplantable elec-
tronic otologic devices for hearing rehabilitationǳ ȋ͜͜͟͞Ȍ; Gasson et al. ȋ͜͞͝͞Ȍ; Ochsner et al., 
ǲ(uman, non-human, and beyond: cochlear implants in socio-technological environmentsǳ 
(2015); Weiland et al. (2005); and Viola & Patrinos (2007). 
27 Regarding the potential use of implantable neuroprostheses as components of an augmented 
or virtual reality system, see, e.g., Sandor et al., ǲBreaking the Barriers to True Augmented Real-
ityǳ (2015), pp. 5-6, and Gladden, Sapient Circuits and Digitalized Flesh (2016). 
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124  •  Neuroprosthetic Supersystems Architecture 

time data ȋi.e., Ǯcontent instreamingǯȌ or the periodic reception of a discrete 
file. The imported content might, for example, provide sense data to a sensory 
neuroprostheses or remote instructions to govern the actions of a motor neu-
roprosthesis.28 Note that the neuroprosthetic device, its human host, and its 
operator may or may not recognize the fact that information is being im-
ported from an external source; in the case of a neuroprosthesis whose infor-
mation security has been compromised by an adversary, the existence of the 
downlink might be purposefully disguised.29  

͜. Backup-restoring 

A neuroprosthesis may possess the capacity of reverting to an earlier func-
tional state by loading a backup of stored data that is stored either remotely 
or within the device itself.30 

B. Content-translating 

A neuroprosthetic device may translate content from one form to another. 
For example, a sensory neuroprosthesis may perform a process of transduc-
tion by which some environmental stimulus (such as photons or sound 
waves) is converted into digital data for transmission to a computer for pro-
cessing or into electrochemical signals for transmission to a biological neu-
ron.31 

͙. Content-encoding 

Particular examples of content translation by a neuroprosthetic device in-
clude the encoding of data for purposes of compression, encryption, storage, 

                                                 
28 For the potential capacity of sensory neuroprostheses to receive live streams of sense data from 
a remote source, see Koops & Leenes (2012), pp. 115, 120, 126. Regarding the remote control of 
neuroprostheses (e.g., by a team of medical personnel controlling a device in order to deliver 
telemedicine), see Gasson (2012) and Gladden, The Handbook of Information Security for Ad-

vanced Neuroprosthetics (2015). 
29 For example, the possibility that false data might be supplied to a sensory neuroprostheses is 
raised in Koops & Leenes (2012); McGee (2008); and Gladden, Sapient Circuits and Digitalized 

Flesh (2016). 
30 Creating backup copies of information is a fundamental technique of information security; 
however, for neuroprostheses that store and process data in the form of a biological or biomi-
metic neural network, it may be impractical or even impossible to back up the devicesǯ data in 
its entirety to a physically secure location in order to ensure its long-term availability. See ISO 

27799:2016 ȋ͜͢͞͝Ȍ and Gladden, ǲ)nformation Security Concerns as a Catalyst for the Develop-
ment of Implantable Cognitive Neuroprosthesesǳ ȋ͜͢͞͝Ȍ. 
31 Natural biological processes for the transduction of sense data are discussed in Smith, Biology 

of Sensory Systems (2008), pp. 1-30, and Møller, Sensory Systems: Anatomy and Physiology (2014), 
pp. 29-62. 
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or error correction to maintain integrity during transmission through a noisy 
channel.32 

͚. Content-decoding 

An example of content decoding facilitated by a neuroprosthetic device 
would be the use of a mnemoprosthesis to retrieve and interpret particular 
memories stored in the brainǯs natural biological systems for short-term or 
long-term memory by detecting relevant neural structures and activity.33 

C. Content-altering 

A neuroprosthetic device may modify the contents of data at rest or in 
transit in a way that does not simply translate the data from one form or me-
dium to another and which results in a loss of integrity of the original infor-
mation.34 

͙. Content-editing 

For example, a neuroprosthetic device may purposefully edit the content 
of some message, file, or signal in a purposeful and targeted way. An artificial 
eye might thus edit portions of the visual data presented to the mind of its 
human host in order to add specialized supplementary information through 
an augmented reality display.35 

͚. Content-disrupting 

A neuroprosthetic device may alter the information present within a me-
dium in a way that does not purposefully replace the information with some 
particularly meaningful targeted contents but simply disrupts it in a way that 
results in a permanent loss of the information.  

͛. Content-deleting 

A neuroprosthetic device may delete information stored within itself or 
within connected biological systems, either as a normal part of its functioning 
or as an exceptional action. For example, a mnemoprosthesis may be capable 

                                                 
32 For an overview of such practices, see, e.g., Neubauer et al., Coding Theory: Algorithms, Archi-

tectures and Applications (2007); Sayood, Introduction to Data Compression (2012); and Stallings, 
Cryptography and Network Security: Principles and Practice (2017). 
33 The brainǯs mechanisms for memory encoding and retrieval are discussed in Schwartz, 
Memory: Foundations and Applications (2014). 
34 The meaning of information Ǯintegrityǯ within the context of information security is discussed 
in Parker, ǲToward a New Framework for )nformation Securityǳ ȋ͜͜͞͞Ȍ, p. ͝͞͡. 
35 See, e.g., Sandor et al. (2015). 
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126  •  Neuroprosthetic Supersystems Architecture 

of erasing specific memories stored within the natural biological neural net-
work of its human hostǯs brain.36 

 D. Content-storing 

A neuroprosthetic device may store information at rest. Such information 
may have been written to the device by its designers or operators prior to its 
activation or received or generated by the device during the time of its oper-
ation. Such contents may only be stored on the device temporarily (e.g., raw 
sense data that is stored momentarily before being processed) or perma-
nently (e.g., operating system files). Information may be stored in the form 
of conventional binary digital files that can be accessed and interpreted by 
ordinary desktop computers, or they may be stored as connection and acti-
vation patterns within a physical neural network in a form that is difficult or 
impossible for external systems to access and interpret.37 

E. Content-transmitting 

A neuroprosthetic device may physically transmit information to external 
systems or components in the form of a digital or analogue signal. 

͙. Content-exporting ȋǮUplinkǯȌ 
A neuroprosthetic device may export content to some external system in 

a specialized form that is immediately usable by that system. Such a neuro-
prosthesis utilizes an Ǯuplinkǯ by which information emanates from the de-
vice. Such exporting may involve the transmission of an ongoing stream of 
real-time data or the periodic generation and transmission of a discrete file. 
Such transmissions may or may not contain sufficient data to allow their re-
cipients to restore the device to an earlier functional state in case of device 
failure. Note that the neuroprosthetic device, its human host, and its operator 
may or may not recognize the fact that information is being exported to an 

                                                 
36 In some circumstances it might conceivably be desirable for a neuroprostheses to disrupt or 
delete undesirable memories stored within a brainǯs natural biological memory systems – e.g., 
because existence of the memories produces some unwanted psychological impact for the de-
viceǯs host or because the information is of a highly sensitive nature and was needed by the host 
only temporarily for the performance of a task that is now complete. The development of neuro-
prostheses capable of such actions might build on experimental technologies already used to 
successfully erase memories in mice. See (an et al., ǲSelective Erasure of a Fear Memoryǳ ȋͥ͜͜͞Ȍ. 
37 Various approaches to binary digital data storage are discussed in Information Storage and 

Management: Storing, Managing, and Protecting Digital Information in Classic, Virtualized, and 

Cloud Environments ȋ͜͞͝͞Ȍ. The human brainǯs mechanisms for storage of long-term memories 
are discussed in Dudai, ǲThe Neurobiology of Consolidations, Or, (ow Stable )s the Engram?ǳ 
(2004), and Schwartz (2014). 
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external system; especially in the case of a neuroprosthesis whose infor-
mation security has been compromised by an adversary, the existence of the 
uplink might be purposefully concealed by its creator.38 

a. Content-outstreaming 

A particular form of uplink is content-outstreaming, by which an ongoing 
stream of real-time data is transmitted to an external system. Such an uplink 
might, for example, allow online viewers around the world to vicariously ex-
perience reality Ǯthrough the eyesǯ of a human performance artist whose arti-
ficial eyes are continually broadcasting the sense data that they receive so 
that it can be experienced by others using virtual reality equipment.39 

b. External Archiving 

Another form of uplink involves content archiving, by which information 
received or generated by a device is periodically copied to an external system 
for potential future use by the deviceǯs human host or operator or by the de-
vice itself. For example, a cochlear implant might periodically transmit to its 
external support system an audio file containing the previous ten hours of 
auditory stimuli detected by the device. The deviceǯs host could later Ǯplay 
backǯ particular conversations or other auditory experiences at will by down-
loading the correct archive file into the cochlear implantǯs internal com-
puter.40 Note that archived content does not necessarily constitute a backup 
file, as it may be fragmentary in nature and may not allow full restoration of 
a neuroprosthetic device to an earlier functional state. 

͚. Production of External Device Backup 

A neuroprosthetic device may transmit information to an external system 
in the form of a single periodically generated file or an ongoing stream of data 
that can be used to restore the device to its current or an earlier functional 
state, should the device suffer a failure such as that caused by a power outage 
or physical damage. Note that the device itself may or may not possess the 

                                                 
38 For the possibility that a hacker, computer virus, or other agent may be able to steal data 
contained in a neuroprosthesis or use the device to gather data (potentially including the con-
tents of the thoughts, memories, or sensory experiences of the deviceǯs human host or othersȌ, 
see McGee (2008), p. 217; Koops & Leenes (2012), pp. 117, 130; Gasson (2012), p. 21; and Gladden, 
The Handbook of Information Security for Advanced Neuroprosthetics (2015). 
39 For a discussion of such possibilities, see Gladden, The Handbook of Information Security for 

Advanced Neuroprosthetics (2015), p. 291. 
40 The potential development of neuroprostheses that could allow Ǯplaybackǯ of recorded or pre-
viously experienced information is discussed in Merkel et al. (2007); Robinett (2002); and McGee 
(2008), p. 217. 
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128  •  Neuroprosthetic Supersystems Architecture 

capacity to autonomously retrieve remote backup files and restore itself; such 
actions may need to be manually performed by an external operator.41 

))). The Neuroprosthesis as a Means of )nhabitation 

Neuroprostheses can play powerful roles in transforming the way in which 
a hostǯs mind is embodied within a particular corporeal form and the manner 
in which that body is embedded within an external environment.42 

Distinguishing Primary ȋǮRealǯȌ and Secondary ȋǮVirtualǯȌ Physical 
Worlds 

In order to appropriately analyze the potential involvement of neuropros-
theses in their hostǯs processes of embodiment and inhabitation of an envi-
ronment, it is important to first develop a clear formulation of the difference 
between what are commonly referred to as Ǯrealǯ and Ǯvirtualǯ objects and phe-
nomena. In everyday speech, a distinction is commonly made between the 
Ǯreal worldǯ in which human beings and their bodies, homes, automobiles, 
and computing devices exist and a Ǯvirtual worldǯ that exists only within a 
computer and which is experienced, for example, by staring at a computer 
monitor or wearing a VR headset. Implicit within this popular understanding 
is the notion that the Ǯreal worldǯ is one of tangible physical objects and a 
Ǯvirtual worldǯ is non-physical, a world whose apparent physicality is only the 
illusory product of a carefully arranged presentation of sense data.43 

However, from the perspective of neuroprosthetic supersystems architec-
ture, such a popular conception pitting Ǯthe realǯ versus Ǯthe virtualǯ is not only 
insufficient but even incorrect. A neuroprosthesis that immerses its human 
host in a virtual reality environment and provides its host with the experience 
of possessing a radically nonhuman body (e.g., a body in the form of a robotic 
octopus or a floating sphere of lightȌ is not Ǯnon-physicalǯ in nature: after all, 
the neuroprosthetic device is made of physical components that are created 

                                                 
41 The importance of regular creation of backup files is discussed in NIST Special Publication 800-
53, Revision 4: Security and Privacy Controls for Federal Information Systems and Organizations 
(2013), p. F-87, and ISO 27799:2016 (2016). 
42 There is a well-developed literature on the subject of embodied embedded cognition from 
perspectives such as human psychology, philosophy of mind, and robotics. See, e.g., Wilson, ǲSix 
views of embodied cognitionǳ ȋ͜͜͞͞Ȍ; Anderson, ǲEmbodied Cognition: A field guideǳ ȋ͜͜͟͞Ȍ; 
Sloman, ǲSome Requirements for (uman-like Robots: Why the recent over-emphasis on embod-
iment has held up progressǳ ȋͥ͜͜͞Ȍ; and Garg, ǲEmbodied Cognition, (uman Computer )nterac-
tion, and Application Areasǳ ȋ͜͞͝͞Ȍ. 
43 Different approaches to defining virtual reality are discussed, e.g., in Heim, The Metaphysics 
of Virtual Reality (1993); Communication in the Age of Virtual Reality, edited by Biocca & Levy 
(1995); Cybersociety 2.0: Revisiting Computer-Mediated Communication and Community, edited 
by Jones ȋͥͥͤ͝Ȍ; Lyon, ǲBeyond Cyberspace: Digital Dreams and Social Bodies" ȋ͜͜͞͝Ȍ; Koltko-
Rivera (2005); and Bainbridge, The Virtual Future (2011). 
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and maintained through physical processes, and it interacts physically with 
the biological components of the hostǯs nervous system. Moreover, even the 
nonhuman virtual body that the device fashions for its host is not non-phys-
ical in character; the nature of the virtual bodyǯs structure and behaviors is 
stored as data (e.g., a set of binary digital files) that is contained within some 
physical substrate, such as a hard drive, RAM chip, or physical neural net-
work. Damage to that physical substrate would result in the alteration or loss 
of the virtual body experienced by the host, just as damage to the hostǯs nat-
ural biological body would result in the alteration or loss of that Ǯrealǯ body. 
And the host does not sense and control his or her virtual body by means of 
some telepathic or psychokinetic powers that are non-physical in nature: 
sense data from the virtual world is provided by means of electrochemical 
signals that are an observable element of the physical world and which must 
physically affect neurons within the hostǯs biological body, and in order to 
manipulate his or her body the host must generate or manipulate physical 
phenomena (such as electrical activity or chemical neurotransmitters in the 
brain) that can be detected by physical components of the neuroprosthetic 
device. 

The distinguishing characteristic of virtual bodies and virtual worlds is 
thus not that they are Ǯnon-physicalǯ or Ǯunrealǯ but that they possess a special 
type of physicality. A human beingǯs natural biological body is characterized 
by the fact that its physical components share an isomorphic and direct 
causal relationship with the components of the body that is experienced by 
the mind of that person. For example, a human being can see and feel that 
she possesses a leg whose components occupy a particular space and create a 
particular shape, and indeed the personǯs biological body includes cells and 
other physical components that are arranged in such a pattern. On the other 
hand, a virtual body belonging to a human being is characterized by the fact 
that its physical components do not share an isomorphic and direct causal 
relationship with the components of the body that is experienced by the mind 
of that person. For example, a human being might see and feel that she pos-
sesses a leg whose components occupy a particular space and create a partic-
ular shape, but the physical components determining the shape and nature 
of her leg are in fact a set of electrons stored within the capacitors of a RAM 
moduleǯs integrated circuit within her neuroprosthetic device. 

Instead of counterposing terms such as Ǯrealǯ versus Ǯvirtualǯ or Ǯphysicalǯ 
versus Ǯdigitalǯ to distinguish these differing constellations of structures and 
activities, this text will utilize the phrase Ǯprimary physical worldǯ to refer to the 
isomorphic physical world that includes a human beingǯs natural biological 
body and surrounding environment and the phrase Ǯsecondary physical worldǯ 
to refer to an anisomorphic physical world that determines the nature of a 
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virtual body and virtual world to be experienced by a human being.44 Having 
delineated these terms, we can consider in more detail the ways in which a 
neuroprosthesis may mediate a mindǯs situation in and interaction with the 
world through the processes of embodiment and embedding. 

A. Embodiment: )nhabitation of a Material Form 

Every neuroprosthetic device impacts the manner in which its host is em-
bodied within a particular corporeal form or Ǯbody.ǯ Insofar as a neuropros-
thetic device is integrated into the physical neural circuitry of its human host, 
the neuroprosthesis by definition affects the structure and behavior of its 
hostǯs body. Some neuroprostheses only seek to support or restore the typical 
functioning of a hostǯs natural biological body, while others provide their host 
with an enhanced or transformed (and potentially radically nonhuman) body. 
Such transformation may involve replacing or dramatically altering a signifi-
cant portion of the natural physical components of a hostǯs biological body, 
or it may involve leaving the hostǯs biological body largely intact but provid-
ing the host – and others – with an experience of the hostǯs possession of an 
enhanced or transformed body within some virtual world.45 The difference 
between altering the hostǯs body as it exists within the primary physical world 
ȋi.e., the Ǯrealǯ worldȌ and as it exists in a secondary physical world (i.e., a 
Ǯvirtualǯ worldȌ can be understood as the difference between the existence of 
the host as cyborg and the host as digital avatar. 

͙. The (ost as Cyborg: Reshaping the Physical Body 

A neuroprosthetic device that replaces or supplements part of its hostǯs 
original biological physical body with new physical components that are de-
signed to interact directly with the external physical environment (e.g., 
through physical touch, grasping, manipulation, gestures, locomotion, and 
audible speech) constitutes an isomorphic neuroprosthesis and can be un-
derstood as providing its host – to a greater or lesser extent – with a physical 
cyborg body. Such a process of Ǯcyborgizationǯ46 might involve the replace-
ment of a severely damaged biological limb with a robotic prosthetic replica, 

                                                 
44 There is only one primary physical world, while there is a limitless number and variety of 
secondary physical worlds in which a deviceǯs human host might become immersed – as well as 
tertiary or further worlds. We thus speak of Ǯtheǯ primary physical world but Ǯaǯ secondary phys-
ical world. 
45 For the extent to which neuroprosthetic devices or other devices can become incorporated 
into a hostǯs body schema, see Gladden, ǲCybershells, Shapeshifting, and Neuroprosthetics: 
Video Games as Tools for Posthuman ǮBody Schema ȋReȌEngineeringǯǳ ȋ͜͞͝͡Ȍ, and Pazzaglia & 
Molinari (2016). 
46 For use of the term Ǯcyborgizationǯ to describe such a process, see, e.g., Maguire & McGee 
(1999); Koltko-Rivera (2005); Novakovic et al. (2009Ȍ; and Nayar ȋ͜͜͞͝Ȍ. The term Ǯcyberizationǯ 

“A
n

 O
n

to
lo

g
y 

o
f 

N
e

u
ro

p
ro

st
h

e
se

s 
a

s 
In

st
ru

m
e

n
ts

 o
f 

‘C
yb

o
rg

iz
a

ti
o

n
’:

  P
o

rt
a

ls
 t

o
 t

h
e

 E
xp

e
ri

e
n

ce
 o

f 
P

o
st

h
u

m
a

n
iz

e
d

 D
ig

it
a

l-
P

h
ys

ic
a

l W
o

rl
d

s,
” 

C
h

a
p

te
r 

T
h

re
e

 in
 G

la
d

d
e

n
, M

a
tt

h
e

w
 E

.,
 N

e
u

ro
p

ro
st

h
e

ti
c 

S
u

p
e

rs
ys

te
m

s 
A

rc
h

it
e

ct
u

re
, p

p
. 1

13
-4

5
. I

n
d

ia
n

a
p

o
lis

: S
yn

th
yp

n
io

n
 A

ca
d

e
m

ic
, 2

0
17

. 

IS
B

N
 9

78
-1

-9
4

4
37

3-
0

7-
8

 (
p

ri
n

t 
e

d
it

io
n

) 
a

n
d

 9
78

-1
-9

4
4

37
3-

0
8

-5
 (

e
b

o
o

k
).



Chapter Three: An Ontology of Neuroprostheses as Instruments of ǮCyborgizationǯ  •  131 

the augmentation of a healthy biological eye through the integration of addi-
tional sensors that allow a host to detect infrared light, or the implantation 
into the brain of a brain-computer interface that allows a host to wirelessly 
interact with and remotely control computerized systems.  

Depending on the physical nature of a hostǯs cybernetic augmentation, the 
manner in which it was installed in the hostǯs body, and the way in which it 
interacts with the hostǯs cognitive processes, a host may or may not realize 
that he or she has become a cyborg through the addition of such cybernetic 
components.47 

a. Full-body cyborg 

It is possible for a human host to replace at most a portion of his or her 
body with artificial cybernetic components; at least some critical components 
of the hostǯs natural biological brain must remain intact.48 Thus a Ǯfull cyborgǯ 
should be understood not as a human being whose body has been wholly re-
placed with artificial biocybernetic components but one whose biological 
body parts have been replaced with artificial biocybernetic components to 
the greatest extent possible without causing the death of the host or loss of 
his or her personal identity. It is not clearly known to what extent a process 
of cyborgization can be safely applied to an individual before his or her limit 
for the maintenance of cognitive and biological integrity is exceeded, the 
hostǯs personal identity is irrevocably lost, and death ensues.49 

                                                 

is also sometimes used to describe this process by which a human host incorporates artificial 
biocybernetic components into his or her body, thereby becoming a cyborg. However, the term 
Ǯcyberizationǯ is also used in a broader or alternative sense to refer to processes by which a human 
being becomes psychologically (rather than physically) integrated into electronic information 
systems such as immersive virtual reality systems through long-term use and sensorimotor ex-
perience. This latter sense of Ǯcyberizationǯ does not imply that an individual has been subjected 
to physical biocybernetic augmentation; it may be thus more appropriate to use the word Ǯcy-
borgizationǯ when discussing the process of augmenting a hostǯs body through the permanent 
incorporation of artificial biocybernetic components. For various meanings of the term Ǯcyberi-
zation,ǯ see, e.g., Miller ȋ͜͞͝͞Ȍ; Baranyi et al. ȋ͜͞͝͡Ȍ; and Ma et al. (2016). 
47 For the possibility that a human host may not realize that he or she has been implanted with 
an invasive neuroprosthesis, see Gladden, The Handbook of Information Security for Advanced 
Neuroprosthetics (2015). 
48 At a minimum, some critical components of a hostǯs natural biological brain must remain in-
tact for a device to interface with; otherwise – by definition – the device is not a neuroprosthesis 
that is integrated into the neural circuitry of its human host. A technological system that replaces 
every one of a hostǯs natural biological neurons with synthetic copies might thus be described as 
a Ǯneurotechnologyǯ but not a Ǯneuroprosthesis.ǯ Through the application of sufficiently sophisti-
cated artificial intelligence such a device might even replicate much of the behavior of the human 
brain that has served as its template, but the device could not be understood as Ǯinterfacingǯ with 
that brain. 
49 The notion that an excessive degree of cybernetic augmentation might result in an individualǯs 
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A full-body cyborg may be able to function safely and effectively in envi-
ronments that are inhospitable or even fatal to unaugmented human beings 
(such as those lacking breathable air or possessing extremely high or low tem-
peratures, pressure, acceleration, or levels of light or sound), if his or her or-
gans are replaced with artificial substitutes or alternatives whose capacities 
differ significantly from those of the typical natural biological human body. 

b. Partial cyborg 

A Ǯpartial cyborgǯ can be understood as a human being whose body has 
undergone a degree of permanent biocybernetic augmentation that is less 
than the maximum possible for that person. In cases of minimal cyborgiza-
tion, the amount of biocybernetic augmentation may be trivial and it may be 
debatable whether an individual can appropriately be considered a Ǯcyborg,ǯ 
depending on the precise definition of the term that is employed. For exam-
ple, an individual who has received a dental bridge will likely not be consid-
ered a cyborg, due to the deviceǯs passive nature and lack of bioelectronic 
functionality. A person who has lost a hand due to injury and been given a 
conventional prosthetic hand whose fingers do not move will also likely not 
be considered a cyborg due to the deviceǯs easily detachable and nonperma-
nent nature, its lack of bioelectronic functionality, and its lack of interaction 
with the personǯs nervous system. An individual who has received an implant-
able RFID chip may be considered a cyborg by some experts, given the de-
viceǯs permanent incorporation into its hostǯs body and its electronic func-
tionality; however, he or she may not be considered a cyborg by others be-
cause of the deviceǯs lack of integration into its hostǯs sensory, motor, and 
cognitive structures and processes. An individual who has received an artifi-
cial cardiac pacemaker may be considered a cyborg because of the deviceǯs 
long-term implantation in the body and integration into the functioning of 
the bodyǯs organs or may not because of the fact that the device supplements 
rather than replaces a biological component of the hostǯs body, the fact that 
some of its parts (e.g., its battery) must be periodically replaced, and the fact 
that it is used for purely medical purposes rather than purposes of human 
enhancement. 

                                                 

loss of biological integrity, personal identity, or human Ǯessenceǯ is discussed, e.g., in Miah, ǲA 
Critical History of Posthumanismǳ ȋͤ͜͜͞Ȍ, pp. ͣ͟-74; Fukuyama, Our Posthuman Future: Conse-
quences of the Biotechnology Revolution (2002); and Gladden, Sapient Circuits and Digitalized 
Flesh (2016). It may be hypothesized that the threshold of maximum possible cyborgization may 
vary between individuals (e.g., depending on their age and health); the threshold for human 
beings as a whole may conceivably also increase over time, as new technologies allow the safer 
and more effective replacement of additional biological body components with artificial replicas 
or alternatives and human organisms are genetically engineered to become more amenable to 
such technologies. 
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Chapter Three: An Ontology of Neuroprostheses as Instruments of ǮCyborgizationǯ  •  133 

c. Extended cyborg 

An extended cyborg is one whose artificial biocybernetic components do 
not replace natural biological components with functionally equivalent rep-
licas but which add new (and potentially radically non-human) ones. Such a 
cyborg might possess physical elements such as wheels, gills, additional 
limbs, or additional eyes providing 360° vision. The extent to which a cyborg 
can possess a non-human morphology is studied by the field of body schema 
engineering.50  

d. Sessile cyborg 

A neuroprosthesis may take the form of a biocybernetic housing or life-
support system within which its hostǯs brain ȋand perhaps additional body 
organs) is maintained and which is not designed to provide the host with a 
body that can be used to explore the world through locomotion and direct 
physical manipulation. Such a neuroprosthesis might instead allow its hostǯs 
mind to inhabit, move within, and manipulate some virtual environment 
through a virtual reality system that creates biocybernetic sensorimotor feed-
back loops, even though such a hostǯs neuroprosthetic shell ȋand thus its 
body) may be immobile within the primary physical world.51 

e. Reverse cyborg 

A Ǯreverse cyborgǯ is not truly a cyborg; it is a human being who has un-
dergone a reversed process of cyborgization in which most of the personǯs 
body is maintained intact while critical components of the brain that are 
needed to preserve the individualǯs personal identity are replaced with artifi-
cial biocybernetic components that are capable of regulating the work of 
body organs and perhaps even replicating the personǯs patterns of social be-
havior and interaction by receiving and processing sense data and generating 
appropriate motor output. 

Due to its use of similar biocybernetic technologies, it might superficially 
appear to non-specialists as though the process of reverse cyborgization is 
similar to that of creating conventional types of cyborgs. However, while the 
ethical and legal questions connected with the creation of regular full or par-
tial cyborgs are already quite serious, the questions associated with the crea-
tion of reverse cyborgs are even more grave: an individual expecting to un-
dergo a surgical procedure and awaken with newly augmented capacities 

                                                 
50 See Gladden, ǲCybershells, Shapeshifting, and Neuroprostheticsǳ ȋ͜͞͝͡Ȍ. 
51 Such an arrangement resembles the Ǯbrain in a vatǯ scenario discussed by (arman and Putnam 
and many others since within the field of philosophy of mind, building on the thought experi-
ment involving an Ǯevil demonǯ formulated by Descartes in his Meditations on First Philosophy 
(1641). See Harman, Thought (1973), p. 5, and Putnam, Reason, Truth and History (1981). 
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134  •  Neuroprosthetic Supersystems Architecture 

might instead have his or her brain destroyed and the remaining portion of 
his or her body artificially maintained and controlled by the operators of its 
neuroprosthetic interface as a sort of biological Ǯpuppetǯ or Ǯzombie.ǯ52 From 
an ethical and legal perspective, intentionally creating such a being would 
appear to be highly illicit. 

͚. The (ost as Avatar: Shaping Othersǯ Perceptions of the (ost 

Some neuroprostheses are designed primarily to control, shape, or medi-
ate the perceptions of a hostǯs form and actions that other intelligent agents 
receive within a virtual environment. In other words, such neuroprostheses 
create an Ǯavatarǯ that constitutes or determines the hostǯs body as it exists 
within some secondary physical world. 

Even when the virtual body is designed to mimic as closely as possible its 
hostǯs experience of his or her natural biological body, it actually provides its 
host with an anisomorphic body in the secondary physical world whose ap-
parent size, shape, and construction do not correspond to the systemǯs actual 
physical size, shape, and construction (comprising, for example, a set of elec-
trons stored in the transistors of a RAM module and not a collection of bio-
logical cells) within the primary physical world.53 

a. Cyberdouble 

)t is possible for a hostǯs neuroprosthetically facilitated avatar to duplicate 
the hostǯs actual physical appearance, features, and expressions in a way that 
is as authentic as possible, given the constraints of the virtual environment – 
thereby creating a virtual Ǯcyberdoubleǯ of the hostǯs body. 

b. Cybermorph 

Alternatively, a neuroprosthetically facilitated avatar may present to other 
inhabitants of a virtual environment an appearance that does not replicate its 
ownerǯs actual physical appearance; such an avatar may be radically non-hu-
man in nature (e.g., appearing as a robotic spider or a floating ball of light), 
and inhabitants of the virtual environment may or may not be able to identify 
the avatar with its physical human owner.54 

                                                 
52 The potential for such misuse of technologies for cybernetic augmentation is discussed in 
Gladden, The Handbook of Information Security for Advanced Neuroprosthetics (2015), pp. 98, 
220. 
53 For a discussion of psychological, social, and political questions relating to repetitive long-term 
inhabitation of virtual worlds through a digital avatar, see, e.g., Castronova, ǲTheory of the Ava-
tarǳ ȋ͜͜͟͞Ȍ. 
54 The extent to which a human being can make use of the (virtual) sensory and motor compo-
nents and processes of a radically non-human avatar is limited by the adaptability of the individ-
ualǯs body schema. See Gladden, ǲCybershells, Shapeshifting, and Neuroprostheticsǳ ȋ͜͞͝͡Ȍ. 
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B. Embedding: )nhabitation of an External Environment 

A neuroprosthetic device may significantly alter the way in which its host 
senses, controls, and otherwise experiences the environment surrounding the 
hostǯs body. For example, a neuroprosthesis may extend the region of space 
within which environmental objects and phenomena can be detected and 
manipulated; increase or decrease those aspects of the environment that can 
be sensed and manipulated; reduce the capacity of other agents or forces 
within the environment to detect or affect the host; increase or decrease the 
hostǯs ability to understand the structures and dynamics of the environment; 
and increase or decrease the hostǯs social, psychological, or physical depend-
ence on elements within the environment. The difference between trans-
forming the way in which a deviceǯs host experiences the primary physical 
world ȋi.e., the Ǯreal worldǯ) and providing the host with the experience of a 
secondary physical world (i.e., a Ǯvirtual worldǯ) can be understood as the dif-
ference between exposing the host to augmented reality and immersing him 
or her in a virtual reality. 

͙. The World Viewed Through Augmented Reality 

A neuroprosthetic device may employ augmented reality to provide its 
host with information that is not available through the hostǯs natural biolog-
ical sense organs or cognitive processes.55 

a. Overlaid information 

One possibility is for a neuroprosthesis to Ǯoverlayǯ fabricated sense data 
that conveys specialized information atop the natural sense data that the de-
viceǯs host is receiving from his or her body or the environment. For example, 
a retinal prosthesis might double as a clock by periodically displaying the 
time as a set of numerals hovering within its hostǯs field of vision, or it might 
highlight streets and buildings to help the host navigate to a desired destina-
tion. An auditory prosthesis might periodically produce audible information 
about its hostǯs blood glucose level or live transmission of a radio stationǯs 
broadcast that the host can hear atop the natural sounds produced by the 
environment. 

b. Refracted reality 

Another possibility is for a neuroprosthetic device to temporarily or per-
manently present its host with specialized information that replaces rather 
than overlays the kind of sense data that would naturally be produced by the 
hostǯs biological sense organs. For example, consider a retinal prosthesis 

                                                 
55 Regarding the potential use of neuroprosthetic implants to provide an augmented reality ex-
perience, see Koops & Leenes (2012); Sandor et al. (2015), pp. 5-͢; and Gladden, ǲEnterprise Ar-
chitecture for Neurocybernetically Augmented Organizational Systemsǳ ȋ͜͢͞͝Ȍ. 
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136  •  Neuroprosthetic Supersystems Architecture 

which – when activated – replaces its hostǯs natural perception of visible light 
with infrared vision that only presents photons of infrared wavelengths that 
have been detected within the environment. Such a form of augmented real-
ity can be understood as providing its user with a Ǯrefractedǯ view of the world; 
it is as though the real world were being viewed through a particular type of 
filter or lens that both enhances and distorts. This is considered a form of 
augmented reality rather than virtual reality, because the world perceived by 
a deviceǯs host is isomorphic with the primary physical world; the device does 
not present a fabricated environment but a new way of experiencing the pri-
mary physical world. 

͚. Occupancy of a Virtual World 

A neuroprosthesis may allow its host to inhabit a secondary physical world 
ȋor Ǯvirtual worldǯȌ by generating sense data that depicts the contents of the 
world and detecting motor instructions produced by the hostǯs brain or spinal 
word which allow the host to manipulate the contents of the world.  

a. Degree of immersion 

Neuroprosthetic devices can be distinguished by the extent to which they 
immerse their hosts in a virtual environment. 

). MAX)MAL )MMERS)ON 

)n the strictest sense of the phrase, there is no such thing as a Ǯtotally im-
mersiveǯ virtual reality system that can fully plunge its user into a virtual 
world, because the brain itself contains components that are sensitive to phe-
nomena present within the primary physical world and whose functioning 
most likely cannot be wholly replaced or overridden by a neuroprosthesis. 
Even if a neuroprosthetic device were capable of completely blocking the 
sense data that a hostǯs eyes, ears, nose, tongue, and skin normally receive 
from the primary physical environment and replacing them with fabricated 
sense data depicting a virtual environment,56 the hostǯs illusion of being pre-
sent within that virtual environment would not be perfect or complete. For 
example, the virtual visual, auditory, and tactile data received by the host in 
a particular moment might give the impression that he or she is running 

                                                 
56 It has been estimated that in principle, a virtual reality system would be capable of providing 
its user with a suite of visual, auditory, olfactory, gustatory, and tactile sense data whose quality 
equals that of sense data generated by the primary physical world, if the system were capable of 
presenting either roughly ͞ ͜͜ Gbps of raw sense data to the hostǯs natural biological sense organs 
(such as the retina, hair cells in the ear, and taste buds) through their external stimulation or 
roughly 250 Mbps of already-processed sense data in the form of direct electrochemical stimula-
tion of the nerves (such as the optic and cochlear nerves) that carry such data to the brain or of 
the relevant brain regions themselves. See Berner, Management in 20XX: What Will Be Important 
in the Future – A Holistic View (2004), pp. 37-38, 45-47. 
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along a beach; but if within the primary physical world the hostǯs body were 
actually lying motionless in a hospital bed, sense data relating to the senses 
of proprioception and balance would Ǯtellǯ the host that his or her body were 
in fact not moving at all.57 A sufficiently well-trained host would notice such 
discrepancies, and they would diminish the experienced degree of immersion 
in the virtual world. 

Even if a highly sophisticated future neuroprosthesis were somehow capa-
ble of providing 100% of the sense data experienced by its host, it could still 
not eliminate the reality that the hostǯs brain exists within the primary phys-
ical world – not a virtual environment – and as such, the brain is subject to 
environmental phenomena present within the primary physical world like 
heat, electromagnetic radiation, acceleration, and the introduction of chem-
ical substances into the brain that may directly affect the brainǯs functioning 
and create for a deviceǯs host experiences that are inconsistent with the char-
acteristics of the virtual environment that is being fabricated by the neuro-
prosthesis.58 

In ordinary everyday conversation, it may be convenient to speak of some 
neuroprosthesis as providing its host with Ǯfullǯ immersion in a virtual world; 
however, the word Ǯfullǯ should not be understood literally: it would be more 
appropriately taken to mean that such a neuroprosthesis immerses its host in 
a virtual world ǲto the fullest extent possible.ǳ )t is thus more correct to speak 
of such a device as offering its host Ǯmaximalǯ immersion in the virtual envi-
ronment of a secondary physical world.  

)). PART)AL )MMERS)ON 

A neuroprosthetic system creates Ǯpartial immersionǯ if it provides its host 
with an experience of inhabiting a virtual environment that is less complete 
than that experienced with maximal immersion. Examples would include ar-
tificial eyes which, when activated, present their user with the visual experi-
ence of existing and moving within some virtual world – but which do not 

                                                 
57 Regarding varying forms of Ǯcybersicknessǯ that may be experienced by users of virtual reality 
systems, see Polcar & (orejsi, ǲKnowledge Acquisition and Cyber Sickness: A Comparison of VR 
Devices in Virtual Toursǳ ȋ͜͟͞͝Ȍ, and Davis et al., ǲA systematic review of cybersicknessǳ ȋ͜͞͝͠Ȍ. 
Some forms of cybersickness may be generated or exacerbated when a deviceǯs host receives dis-
sonant sense data through different sense modalities, some of which may be presenting authen-
tic sense data from the primary physical world and others fabricated sense data from a virtual 
world. 
58 Such mechanisms of direct action upon the brain would not include phenomena such as the 
microwave auditory effect, which appears to act upon components of the ear rather than on the 
brain itself. See, e.g., Lin, ǲ(earing microwaves: The microwave auditory phenomenonǳ ȋ͜͜͞͝Ȍ. 
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affect the hostǯs sense of hearing, which continues to present auditory sense 
data from the primary physical world.59 

b. Period of immersion 

Neuroprosthetic devices that allow their hosts to inhabit a virtual environ-
ment may differ by typically immersing their hosts for varying periods of 
time. 

). TEMPORARY )MMERS)ON 

A neuroprosthetic device may provide its host with periodic and tempo-
rary immersion in a virtual environment. For example, institutional VR sys-
tems might be accessible to an organizationǯs employees during designated 
working hours but inaccessible at other times, and VR gaming systems may 
be used for those relatively short and sporadic stretches during which a user 
can find time to play. 

For a neuroprosthesis that periodically immerses its host in a virtual envi-
ronment for a very brief period of time, less attention will need to be given by 
the deviceǯs designers and operators to the potential psychological, physical, 
or social effects that may result from inhabiting that virtual environment for 
an extended period of time – however, greater attention will need to be paid 
to any impacts that affect the host when he or she transitions into or out of 
the virtual environment, since those transitional effects may be experienced 
a large number of times and in close succession. In particular, any cumulative 
impacts produced by entering and existing the virtual environment must be 
carefully identified and studied. 

)). LONG-TERM )MMERS)ON 

A neuroprosthesis may provide its host with long-term or potentially even 
permanent immersion in a virtual environment. This might be the case, for 
example, with individuals whose physical bodies have been so severely in-
jured that they can only be kept alive within a large, complex, immobile life-
support system that uses a neuroprosthetic interface to allow a patient who 
can no longer move or sense the primary physical world through his or her 
natural physical organs to explore virtual environments and interact with 
other human beings or non-human intelligent agents within them.60 

In the case of a neuroprosthesis that immerses its host in a virtual envi-
ronment for an extended ȋor even indefiniteȌ period of time, the deviceǯs de-
signers and operators will be obliged to pay close attention to the potential 

                                                 
59 Regarding the effects of varying degrees of immersion in virtual reality environments, see Cum-
mings & Bailenson, ǲ(ow immersive is enough? A meta-analysis of the effect of immersive tech-
nology on user presence" (2016). 
60 The ramifications of long-term immersion in virtual reality environments in discussed, e.g., in 
Heim (1993); Koltko-Rivera (2005); and Bainbridge (2011). 
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psychological, physical, or social effects that may result from long-term in-
habitation of that virtual environment. It will also be necessary to study any 
impacts that affect the host when he or she transitions into or out of the vir-
tual environment, as the rarity of such transitions may leave the hostǯs mind 
and body ill-prepared for their effects. However, the cumulative impacts cre-
ated by repeated transitions into and out of the virtual environment will be 
of less significance, as hosts are unlikely to encounter them. 

c. Cognizance of immersion 

Neuroprostheses may differ in the extent to which their hosts are aware of 
the fact that their devices are immersing them in a virtual environment. 

). RECOGN)ZED )MMERS)ON 

Many neuroprosthetic devices that immerse their hosts in a virtual envi-
ronment do so in such a way that a host is consciously aware of when he or 
she is entering, leaving, or present within the virtual environment. It will be 
especially easy for hosts to gain and possess such knowledge when the virtual 
environment differs noticeably from the primary physical world and hosts 
periodically transition in and out of the virtual environment, rather than re-
maining within it permanently. 

)). UNRECOGN)ZED )MMERS)ON 

Some neuroprosthetic devices might conceivably immerse their hosts in a 
virtual environment in such a way that a host is not consciously aware of in-
habiting a virtual environment when he or she is immersed in it.61 

It may be difficult for a host to recognize that he or she is in a virtual en-
vironment if, for example: a) the virtual environment strongly resembles the 
primary physical world with which the host was previously familiar; b) the 
transition into the virtual environment has occurred while the host was 
asleep or otherwise unable to consciously observe the transition; c) the neu-
roprosthesis disrupts the hostǯs memory functions that would allow the host 
to remember differences that have been experienced between the primary 
and secondary physical worlds;62 or d) the host remains permanently im-
mersed in the virtual environment, thereby being deprived of the possibility 

                                                 
61 The fact that a host may not be consciously aware of the fact that he or she is immersed in a 
virtual environment is consistent with the fact – discussed earlier – that no VR system can create 
a state of Ǯfull immersionǯ that severs the host from the influences of the primary physical world. 
As noted earlier, a hostǯs physical brain will always be subject to the effects of phenomena such 
as cosmic rays, heat, or electromagnetic fields that exist in the primary physical world; however 
it is possible that such phenomena will not generate or influence sensory experiences in such a 
way that the host will become consciously aware of the phenomenaǯs existence. 
62 The possible development of neuroprostheses that may alter or disrupt the memories of their 
human hosts is discussed in Gladden, Sapient Circuits and Digitalized Flesh (2016), and Gladden, 
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140  •  Neuroprosthetic Supersystems Architecture 

of noticing transitions into and out of the virtual environment and recogniz-
ing discrepancies between the virtual environment and primary physical 
world. 

)V. The Neuroprosthesis as a Regulator of Agency 

Neuroprostheses interact with the agency possessed and exercised by their 
human hosts in a range of ways. ǮWeakǯ notions of agency define an agent as 
any entity that displays the externally observable characteristics of autonomy, 
reactivity, proactivity, and the ability for social interaction; Ǯstrongǯ notions 
of agency insist that an agent also possess internal mental phenomena such 
as beliefs and desires (which, when joined, can constitute intentions).63 The 
human beings who serve as hosts to neuroprosthetic devices are not only 
agents in the weak sense but also in the strong sense: as human beings, we 
experience our own beliefs, desires, and intentions, and we realize that any 
condition (such as illness or injury) that destroys our ability to experience 
beliefs, desires, and intentions would also eliminate our capacity to act as 
agents within the world. 

Neuroprosthetic devices may themselves possess and exercise agency in 
the weak sense; the question of whether future neuroprostheses endowed 
with sufficiently sophisticated artificial intelligence might someday also pos-
sess agency in the strong sense is a contested issue. Below we consider neu-
roprostheses that manifest and interact with agency in different ways. 

A. The Neuroprosthesis as Agent 

A neuroprosthesis may or may not possess and exercise its own agency. 

͙. Neuroprostheses Possessing Agency 

A neuroprosthesis may possesses and exercise its own autonomous agency 
within the context of its host-device system.64 The agency of the neuropros-

                                                 

ǲEnterprise Architecture for Neurocybernetically Augmented Organizational Systemsǳ ȋ͜͢͞͝Ȍ. 
Such devices might potentially build on experimental technologies for the artificial generation, 
alteration, or deletion of memories currently being tested in mice. See, e.g., Han et al. (2009); 
Josselyn, ǲContinuing the Search for the Engram: Examining the Mechanism of Fear Memoriesǳ 
(2010); and Ramirez et al. (2013). 
63 For these definitions of agency, see Wooldridge & Jennings, ǲ)ntelligent agents: Theory and 
practiceǳ ȋͥͥ͝͡Ȍ, and Lind, ")ssues in agent-oriented software engineering" (2001). For more on 
the relationship of beliefs, desires, and intentions, see Calverley, ǲ)magining a non-biological 
machine as a legal personǳ (2008). 
64 For computerized devices such as neuroprostheses, autonomy can be understood as the state 
of being ǲcapable of operating in the real-world environment without any form of external con-
trol for extended periods of time.ǳ See Bekey, Autonomous Robots: From Biological Inspiration to 
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Chapter Three: An Ontology of Neuroprostheses as Instruments of ǮCyborgizationǯ  •  141 

thetic device may be generated and governed by, for example, a software pro-
gram controlling the device or by the functioning of a physical neural net-
work that controls the neuroprosthesis. 

͚. Neuroprostheses Lacking Their Own Agency 

Some neuroprosthetic devices do not possess their own agency. Examples 
might be found in host-device systems in which only the human host pos-
sesses and exercises agency and the implanted device – while integrated into 
its hostǯs neural circuitry – is passive in function.65 

B. The Neuroprosthesis as )nstrument of External Agency 

While lacking its own autonomous agency, a neuroprosthetic device 
might act as a tool that extends the agency of some external agent into the 
organism of the deviceǯs host. An example would include a neuroprosthesis 
that is remotely controlled by medical personnel who use the device as a 
telepresence instrument to provide telemedicine services to the deviceǯs hu-
man host, who lives in a remote location where physicians are not available 
to administer medical services in person.66 A neuroprosthesis that has been 
remotely hijacked by a hacker and whose operation is now being controlled 
by that adversary would be another example of a neuroprosthetic device func-
tioning as an instrument of an external agent.67 

C. The Neuroprosthesis as Modulator of a (ostǯs (uman Agency 

Neuroprosthetic devices demonstrate a range of impacts on the autonomy 
and agency of their human hosts. While some devices may have no direct 
impact on their hostǯs agency, other devices may enhance, impair, or eradi-
cate their hostǯs ability to possess and manifest agency. 

͙. Agency-realizing Neuroprostheses 

A neuroprosthetic device may possess agency that is ultimately exercised 
not in the form of autonomy and independent action but through a purpose-
fully designed subordination to the agency of the deviceǯs host and his or her 

                                                 

Implementation and Control (2005), p. 1. 
65 The existence of pieces of implantable information and communications technology (ICT) 
such as neuroprostheses that are passive in their functionality is discussed in Roosendaal, ǲ)m-
plants and (uman Rights, in Particular Bodily )ntegrityǳ ȋ͜͞͝͞Ȍ, and Gladden, The Handbook of 
Information Security for Advanced Neuroprosthetics (2015). 
66 For the remote administration of implantable medical devices as a means of administering 
telemedicine, see Gasson ȋ͜͞͝͞Ȍ and Gladden, ǲManaging the Ethical Dimensions of Brain-Com-
puter )nterfaces in e(ealthǳ ȋ͜͢͞͝Ȍ. 
67 For such possibilities, see Denning et al., ǲNeurosecurity: Security and Privacy for Neural De-
vicesǳ ȋͥ͜͜͞Ȍ; Krishnan, ǲFrom Psyops to Neurowar: What Are the Dangers?ǳ ȋ͜͞͝͠Ȍ; and Glad-
den, The Handbook of Information Security for Advanced Neuroprosthetics (2015). 
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volitions; such a neuroprosthesis would exercise its agency by attempting to 
detect the volitions of its human host and faithfully implement and realize 
those volitions. Examples might include an artificially intelligent prosthetic 
robotic arm that replaces a natural biological arm that its host has lost due to 
injury and which employs its agency to detect motor instructions generated 
in its hostǯs brain and move in such a way as to successfully enact the hostǯs 
volitions. 

͚. Agency-extending Neuroprostheses 

A neuroprosthesis might attempt to capture and preserve or replicate the 
natural agency that would have been exercised by its host, in order to mani-
fest that agency in a remote location in which the host is not directly present 
or at a time when the host cannot directly exercise his or her normal agency 
(e.g., while the host is unconscious or asleep or after his or her death). 

͛. Agency-complementing Neuroprostheses 

A neuroprosthetic device may possess agency which complements that of 
its human host and aids the host in his or her activities while ultimately main-
taining independence as an agent and not being directly subject to the hostǯs 
control. Such a device might employ a form of artificial intelligence to serve 
as an advisor, counsellor, companion, or friend to its human host.68 

͜. Agency-controlling Neuroprostheses 

A neuroprosthetic device may possess some form of agency that it uses to 
directly or indirectly constrain or control its hostǯs autonomous possession 
and exercise of agency. Such a neuroprosthesis might be employed as a means 
of medical treatment, surveillance, punishment, training, or workplace su-
pervision.69 

͝. Agency-enhancing Neuroprostheses 

A neuroprosthesis may enhance its hostǯs ability to possess and exercise 
agency – perhaps by removing or inhibiting some obstacle that normally dis-
rupts the hostǯs agency. For example, some users of deep brain stimulation 

                                                 
68 For discussions of robotic devices or artificially intelligent systems serving as colleagues and 
assistants to human workers, see, e.g., Ablett et al., ǲA Robotic Colleague for Facilitating Collab-
orative Software Developmentǳ (͜͜͢͞Ȍ; Vänni and Korpela, ǲRole of Social Robotics in Support-
ing Employees and Advancing Productivityǳ ȋ͜͞͝͡Ȍ; and Gladden, ǲLeveraging the Cross-Cultural 
Capacities of Artificial Agents as Leaders of Human Virtual Teamsǳ ȋ͜͞͝͠Ȍ. For robots that serve 
as charismatic leaders (and perhaps even spiritual guides) for human beings, see Gladden, ǲThe 
Social Robot as ǮCharismatic Leaderǯ: A Phenomenology of (uman Submission to Nonhuman 
Powerǳ ȋ͜͞͝͠Ȍ. 
69 For such possibilities, see Barfield, Cyber-Humans: Our Future with Machines (2015), p. 111, and 
Gladden, The Handbook of Information Security for Advanced Neuroprosthetics (2015). 
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devices employed to treat Parkinsonǯs disease and other conditions have re-
ported that their sense of autonomy and ability to exercise personal agency 
have been enhanced by use of such devices.70 

͞. Agency-impairing Neuroprostheses 

A neuroprosthesis may temporarily or permanently impair its hostǯs pos-
session and exercise of agency without completely destroying that agency. 
Such devices might include an anesthetic neuroprosthesis that periodically 
induces a state of unconsciousness in its host or an emergency life support 
system that preserves a human brain intact but deprives it of the sensory and 
motor capacities that allow it to manifest its agency.71 

͟. Agency-eradicating Neuroprostheses 

A neuroprosthetic device may permanently eradicate the ability of its host 
to possess and exercise agency within the world. This may occur if the pres-
ence or use of the device results in the death of its hostǯs biological organism 
or if it damages or destroys neurons and brain structures to such an extent 
that the host – while still being maintained in a living state – can no longer 
exercise his or her natural agency. 

D. The Neuroprosthesis as (ive Mind )nfrastructure 

A neuroprosthesis may link the mind of its human host with external in-
telligences (such as the minds of other neuroprosthetically augmented hu-
man beings or artificial intelligences) in such a way that the mind of the hu-
man host and the external agents form a sort of collective entity or Ǯhive 
mind.ǯ The level at which and extent to which the cognitive processes of the 
hive mindǯs members are connected may vary.72 

                                                 
70 See the discussion of such issues in Kraemer, ǲMe, Myself and My Brain )mplant: Deep Brain 
Stimulation Raises Questions of Personal Authenticity and Alienationǳ ȋ͜͞͝͝Ȍ; Van den Berg, 
ǲPieces of Me: On )dentity and )nformation and Communications Technology )mplantsǳ ȋ͜͞͝͞Ȍ; 
McGee (2008); and Gladden, Sapient Circuits and Digitalized Flesh (2016). 
71 Such possibilities are discussed, e.g., in Gladden, The Handbook of Information Security for 
Advanced Neuroprosthetics (͜͞͝͡Ȍ, and Gladden, ǲNeural )mplants as Gateways to Digital-Physi-
cal Ecosystems and Posthuman Socioeconomic )nteractionǳ ȋ͜͢͞͝Ȍ. 
72 The prospect of creating hive minds and neuroprosthetically facilitated collective intelligences 
is discussed, e.g., in Mc)ntosh, ǲThe Transhuman Security Dilemmaǳ ȋ͜͜͞͝Ȍ; Roden, Posthuman 
Life: Philosophy at the Edge of the Human ȋ͜͞͝͠Ȍ, p. ͥ͟; and Gladden, ǲUtopias and Dystopias as 
Cybernetic )nformation Systems: Envisioning the Posthuman Neuropolityǳ ȋ͜͞͝͡Ȍ. For classifica-
tions of different kinds of potential hive minds, see Chapter ͞, ǲ(ive Mind,ǳ in Kelly, Out of Con-
trol: The New Biology of Machines, Social Systems and the Economic World (1994); Kelly, ǲA Tax-
onomy of Mindsǳ ȋͣ͜͜͞Ȍ; Kelly, ǲThe Landscape of Possible )ntelligencesǳ ȋͤ͜͜͞Ȍ; Yonck, ǲToward 
a standard metric of machine intelligenceǳ ȋ͜͞͝͞Ȍ; and Yampolskiy, ǲThe Universe of Mindsǳ 
(2014). For critical perspectives on the notion of hive minds, see, e.g., Maguire & McGee (1999); 
Bendle, ǲTeleportation, cyborgs and the posthuman ideologyǳ ȋ͜͜͞͞Ȍ; and (eylighen, ǲThe 
Global Brain as a New Utopiaǳ ȋ͜͜͞͞Ȍ. 
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͙. The (ive Mind as Sensorimotor Network 

It is possible for a neuroprosthesis to link the mind of its host with other 
intelligent agents to form a collection of intelligences in which the host main-
tains his or her sense of personal identity and autonomy and experiences the 
thoughts and volitions of the other intelligences as phenomena whose origins 
are external to the hostǯs own mind and which are perceived through the 
hostǯs sense organs. The hostǯs mind interacts with the hive mindǯs other 
member-intelligences, while still recognizing them as independent entities 
that are part of the external environment and not part of the hostǯs own mind. 

͚. The (ive Mind as Facilitator of )nternal Dialogue 

A neuroprosthetic device may link its hostǯs mind to external intelligences 
in such a way that the host becomes consciously aware of and experiences 
those intelligencesǯ volitions and agency as Ǯvoicesǯ speaking to the host from 
within his or her own mind. Instead of experiencing the internal monologue 
that is a natural part of human mental life, the host would experience an in-
ternal dialogue in which his or her own inner voice converses with the voices 
of other members of the hive mind. 

͛. The (ive Mind as Unitary Collective )ntelligence 

A neuroprosthesis might conceivably link its hostǯs mind to the cognitive 
processes of one or more other intelligent agents (either those of the device 
itself or of external artificial or human agentsȌ in such a way that the hostǯs 
mind ceases to directly experience its own volition or personal identity as 
such – and does not experience the cognitive processes of external agents as 
belonging to those agents – but instead shares with the external agents the 
experience of jointly creating a single mind and will. Over time, such a host 
may experience a loss of individuality and sense of self by becoming im-
mersed in the collective hive mind whose thoughts and actions are deter-
mined jointly by the cognitive activity of its members.73 Depending on the 
nature of the device and its long-term effects on the neural structures and 
cognitive processes of its human host, it may or may not be possible to restore 
the hostǯs mind to its full experience of independent agency simply by termi-
nating the deviceǯs operation. 

Conclusion 

In earlier chapters we considered an ontology of the neuroprosthesis as a 
computing device and as a biocybernetic instrument that becomes integrated 

                                                 
73 A related network topology would be that of a Ǯquasi-hive-mindǯ or Ǯpseudo-hive-mind,ǯ in 
which the host experiences the hive mind as though it were being created through the joint action 
of all its participants, while in reality the contents of the hive mindǯs cognitive processes are 
largely determined or controlled by the actions of one of its members or an external system. 
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into the neural circuitry of a human organism in order to participate in pro-
cesses of sensation, cognition, and motor action. In this chapter, we com-
pleted our classification and analysis of neurocybernetic technologies by de-
veloping an ontology of the neuroprosthesis as a means for the Ǯcyborgizationǯ 
of human beings that shapes how individuals possessing such devices experi-
ence posthumanized digital-physical worlds. The ontology addressed four 
roles that a neuroprosthesis may play in such processes. First, a neuropros-
thesis can serve as a means of human augmentation by transforming the cog-
nitive and physical capacities possessed by its host. Second, it can determine 
the contents of information generated or utilized by its human host. Third, a 
neuroprosthesis can affect the manner in which its host inhabits a digital-
physical body and external environment. And finally, a neuroprosthesis can 
regulate the autonomous agency possessed and experienced by its host. 

It is hoped that the development of such an ontology will enable research-
ers to better understand the psychological, social, and ethical implications of 
such technologies and will allow the architects of neuroprosthetic systems – 
and of the digital-physical ecosystems within which they are situated – to de-
sign and manage such systems in a way that safeguards and advances the 
well-being of devicesǯ human hosts while maximizing the security, vibrancy, 
and efficiency of the digital-physical ecosystems within which they are situ-
ated. 
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