
 

 

 

Chapter Six 

The Deepening Fusion of Human Personnel  

and Electronic Information Systems:  

Implications of Neuroprosthetic Augmentation  

for Enterprise Architecture1 

Abstract. When designing target architectures for organizations, the discipline of en-

terprise architecture has historically relied a set of assumptions regarding the physical, 

cognitive, and social capacities of the human beings serving as organizational members. 

In this text we explore the fact that for those organizations that intentionally deploy 

posthumanizing neuroprosthetic technologies among their personnel, such traditional 

assumptions no longer hold true: the use of advanced neuroprostheses intensifies the 

ongoing structural, systemic, and procedural fusion of human personnel and electronic 

information systems in a way that provides workers with new capacities and limitations 

and transforms the roles available to them. 

Such use of neuroprostheses has the potential to affect an organization s workers in 

three main areas. First, the use of neuroprostheses may affect workers  physical form, 
as reflected in the physical components of their bodies, the role of design in their phys-

ical form, their length of tenure as workers, the developmental cycles that they experi-

ence, their spatial extension and locality, the permanence of their physical substrates, 

and the nature of their personal identity. Second, neuroprostheses may affect the infor-

mation processing and cognition of neurocybernetically augmented workers, as mani-

fested in their degree of sapience, autonomy, and volitionality; their forms of 

knowledge acquisition; their locus of information processing and data storage; their 

emotionality and cognitive biases; and their fidelity of data storage, predictability of 

behavior, and information security vulnerabilities. Third, the deployment of neuropros-

theses can affect workers  social engagement, as reflected in their degree of sociality; 

                                                 
1 This text draws heavily on The Posthuman Management Matrix: Understanding the Organi-
zational )mpact of Radical Biotechnological Convergence  in Gladden, Sapient Circuits and Dig-

italized Flesh: The Organization as Locus of Technological Posthumanization (2016), pp. 133-201, 
which explores a broader range of phenomena (such as the emerging organizational significance 
of social robotics and artificial life) than is considered here. 
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relationship to organizational culture; economic relationship with their employers; and 

rights, responsibilities, and legal status. 

While ethical, legal, economic, and functional factors will prevent most organizations 

from deploying advanced neuroprostheses among their personnel for the foreseeable 

future, a select number of specialized organizations (such as military departments) are 

already working to develop such technologies and implement them among their per-

sonnel. The enterprise architectures of such organizations will be forced to evolve to 

accommodate the new realities of human-computer integration brought about by the 

posthumanizing neuroprosthetic technologies described in this text. 

)ntroduction 

The discipline of enterprise architecture (EA) seeks to generate alignment 
between an organization s electronic information systems, human resources, 
business processes, workplace culture, mission and strategy, and external en-
vironment in order to increase the organization s agility and enhance its abil-
ity to manage complexity, resolve internal conflicts, and adapt proactively to 
environmental change.2 As part of its work of designing and implementing 
target architectures for organizations, enterprise architecture has historically 
made a series of implicit assumptions regarding the physical, cognitive, and 
social capacities of the human beings that serve as organizational members. 
These assumptions presume that an organization s human workers differ fun-
damentally in their nature from the electronic information systems that the 
organization employs. For example, EA has always been able to take for 
granted the fact that:3 

 The physical components of human workers are biological, while 
those of computers are electronic. 

 The basic physical capacities of human workers are inherited from 
their parents through randomized biological processes, while those 
of electronic computers can be purposefully designed by engineers. 

                                                 
2 For definitions of enterprise architecture, see Gammelgård et al., An IT Management Assess-
ment Framework: Evaluating Enterprise Architecture Scenarios  ; Cane & McCarthy, 
Measuring the )mpact of Enterprise Architecture  ; and Land et al., Positioning Enter-

prise Architecture  . Regarding EA s goals and benefits, see Rohloff, Framework and Ref-
erence for Architecture Design  ; Boucharas et al., The Contribution of Enterprise Archi-
tecture to the Achievement of Organizational Goals: A Review of the Evidence  ; 
(øjsgaard, Market-Driven Enterprise Architecture  ; Rohloff ; (oogervorst, Enter-
prise Architecture: Enabling )ntegration, Agility and Change  ; Buckl et al., A Situated 
Approach to Enterprise Architecture Management  ; and Caetano et al., A Role-Based En-
terprise Architecture Framework  . 
3 For more about these assumptions, see Gladden, Enterprise Architecture for Neurocybernet-
ically Augmented Organizational Systems  . 
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212  •  Neuroprosthetic Supersystems Architecture 

 The means of upgrading  the capacities of human workers include 
techniques such as education, experience, physical exercise, and 
training, while electronic information systems are upgraded through 
techniques such as software updates, file downloads, the installation 
of additional memory chips, or the attachment of new peripherals. 

 The locus of information processing and data storage for a human 
worker is the biological neural network of his or her brain, while for 
computers it includes components like CPUs, RAM chips, and non-
volatile digital media. 

 The main information security threats that directly target human 
workers include social engineering techniques, while those directly 
targeting computers include electronic hacking and malware. 

Under these traditional assumptions, it would be grossly inappropriate, for 
example, for an enterprise architecture plan to assign a human worker the 
role of serving as a database that is responsible for accurately storing and ma-
nipulating the client records of millions of customers – a task that a comput-
erized system could perform with ease. It would be similarly incoherent to 
attempt to design digital software applications that could be run  on the bi-
ological computing platforms comprising workers  minds and brains. 

However, a broad range of posthumanizing neuroprosthetic technologies 
is now being developed that has the potential to reshape the sensory, cogni-
tive, and motor capacities of human agents by integrating artificial compu-
ting devices directly into the neural circuitry of their natural biological or-
ganisms. For those organizations that choose to deploy such technologies 
among their personnel, traditional assumptions regarding the capacities and 
limitations of human workers – and their relationship to organizational in-
formation systems – will become increasingly obsolete. Such use of advanced 
neuroprostheses for purposes of human enhancement intensifies the ongoing 
structural, systemic, and procedural fusion of human personnel with elec-
tronic information systems in a way that transforms the roles and activities 
that enterprise architectures can assign to human workers. 

Scope and Limitations of Our Analysis 

In this text, we will explore the fact that posthumanizing neuroprostheses 
have the potential to affect workers especially in the three areas of their phys-
ical form, information processing and cognition, and social engagement. First, 
neuroprostheses may affect workers  physical form, as manifested in their 
bodies  physical components, the extent to which their physical form is the 
subject of organizational design, their length of tenure as workers, the devel-
opmental and operational cycles that they experience, their spatial extension 
and locality, the permanence of their physical substrates, and the nature of “T
h

e
 D

e
e

p
e

n
in

g
 F

u
si

o
n

 o
f 

H
u

m
a

n
 P

e
rs

o
n

n
e

l  
a

n
d

 E
le

ct
ro

n
ic

 In
fo

rm
a

ti
o

n
 S

ys
te

m
s:

  I
m

p
lic

a
ti

o
n

s 
o

f 
N

e
u

ro
p

ro
st

h
e

ti
c 

A
u

g
m

e
n

ta
ti

o
n

  f
o

r 
E

n
te

rp
ri

se
 A

rc
h

it
e

ct
u

re
,”

 

C
h

a
p

te
r 

S
ix

 in
 G

la
d

d
e

n
, M

a
tt

h
e

w
 E

.,
 N

e
u

ro
p

ro
st

h
e

ti
c 

S
u

p
e

rs
ys

te
m

s 
A

rc
h

it
e

ct
u

re
, p

p
. 2

10
-5

2
. I

n
d

ia
n

a
p

o
lis

: S
yn

th
yp

n
io

n
 A

ca
d

e
m

ic
, 2

0
17

. 

IS
B

N
 9

78
-1

-9
4

4
37

3-
0

7-
8

 (
p

ri
n

t 
e

d
it

io
n

) 
a

n
d

 9
78

-1
-9

4
4

37
3-

0
8

-5
 (

e
b

o
o

k
).



Chapter Six: Fusion of Human Personnel and Electronic Information Systems  •  213 

their personal identity. Second, neuroprostheses can affect the intellects of 
neuroprosthetically augmented workers, as reflected in their degree of sapi-
ence, autonomy, and volitionality; their means of knowledge acquisition; 
their locus of information processing and data storage; their emotionality and 
cognitive biases; and their fidelity of data storage, predictability of behavior, 
and information security vulnerabilities. Finally, the deployment of neuro-
prostheses may affect workers  social engagement, as manifested in their de-
gree of sociality; relationship to organizational culture; economic relation-
ship with their employers; and rights, responsibilities, and legal status. An 
overview of these impacts is presented in Figure 1. 
 

Figure 1: Impacts of Posthumanizing Neuroprostheses on Human Personnel  

That Are Relevant for Enterprise Architecture 

 
 

It is not claimed or expected that the types of neuroprosthetic augmenta-
tion discussed here will soon be purposefully exploited by a broad range of 
organizations: indeed, a complex array of ethical, legal, political, economic, 
and functional factors will prevent most organizations from deploying ad-
vanced neuroprostheses among their personnel for the foreseeable future. 
However, there already exists a small and specialized array of organizations 
(largely comprising military agencies and departments) that are actively seek-
ing to develop and deploy among their personnel posthumanizing  neuro-
prosthetic technologies that grant some sensory, cognitive, or motor capaci-
ties which exceed or differ from those that are possessed by natural, unaug-
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214  •  Neuroprosthetic Supersystems Architecture 

mented human beings and which can assist their human hosts in the perfor-
mance of particular organizational roles.4 The immediate relevance of this 
text is primarily for such organizations, which will be forced to transform 
their enterprise architecture practices and plans in order to address the deep-
ening human-computer hybridization brought about by posthumanizing 
neuroprosthetic technologies.5 The kinds of impacts discussed in this text will 
not be so strongly felt by organizations that include members who have per-
sonally acquired neuroprostheses (e.g., cochlear implants or deep brain stim-
ulation devices) for therapeutic medical purposes, nor by organizations that 
deploy among their personnel neuroprostheses for therapeutic medical pur-
poses (e.g., robotic prosthetic limbs provided by a military department to sol-
diers who have been injured during a tour of duty), insofar as the neuropros-
thetic devices that are present within the workplace in such circumstances 
do not become integrated into an organization s institutional information 
systems and enterprise architecture.6 

Finally, the discussion of particular neuroprosthetic technologies in this 
text should not be taken to imply that their intentional deployment and ex-
ploitation by organizations would be ethical or – necessarily – even legal. This 
text does not explicitly analyze the ethical or legal propriety of the organiza-
tional use of neuroprosthetic technologies; instead it investigates at a func-
tional level the ways in which the use of posthumanizing neuroprostheses 
impacts the organizational structures, systems, and processes that are the ob-
jects of enterprise architecture. The problem of defining licit and illicit organ-

                                                 
4 For potential military use of neurotechnologies for human enhancement, see, e.g., Schermer, 
The Mind and the Machine. On the Conceptual and Moral )mplications of Brain-Machine In-

teraction  ; Brunner & Schalk, Brain-Computer )nteraction  ; Coker, Biotechnol-
ogy and War: The New Challenge  ; Graham, )magining Urban Warfare: Urbanization 
and U.S. Military Technoscience  , p. ; Krishnan, Enhanced Warfighters as Private Mil-
itary Contractors  ; Falconer, Defense Research Agency Seeks to Create Supersoldiers  

; Moreno, DARPA On Your Mind  ; Clancy, At Military's Behest, Darpa Uses Neu-
roscience to (arness Brain Power  ; and Kourany, (uman Enhancement: Making the De-
bate More Productive  , pp. -93. 
5 Similarly, our investigation of these issues may be of value to those policymakers, ethicists, 
futurists, and others who seek to regulate, evaluate, or anticipate the behavior of such organiza-
tions. 
6 Even in these cases, some changes to an organization s enterprise architecture might be re-
quired – e.g., to address the unique information security vulnerabilities possessed by neuropros-
theses. Various enterprise architecture frameworks identify information security either as a dis-
crete component within an architectural domain (see Hoogervorst (2004)) or as an element that 
underlies all architectural building blocks (see Rohloff (2008)). For the unique InfoSec challenges 
presented by neuroprosthetic devices, see Denning et al., Neurosecurity: Security and Privacy 
for Neural Devices  , and Gladden, The Handbook of Information Security for Advanced 
Neuroprosthetics (2015). “T
h

e
 D

e
e

p
e

n
in

g
 F

u
si

o
n

 o
f 

H
u

m
a

n
 P

e
rs

o
n

n
e

l  
a

n
d

 E
le

ct
ro

n
ic

 In
fo

rm
a

ti
o

n
 S

ys
te

m
s:

  I
m

p
lic

a
ti

o
n

s 
o

f 
N

e
u

ro
p

ro
st

h
e

ti
c 

A
u

g
m

e
n

ta
ti

o
n

  f
o

r 
E

n
te

rp
ri

se
 A

rc
h

it
e

ct
u

re
,”

 

C
h

a
p

te
r 

S
ix

 in
 G

la
d

d
e

n
, M

a
tt

h
e

w
 E

.,
 N

e
u

ro
p

ro
st

h
e

ti
c 

S
u

p
e

rs
ys

te
m

s 
A

rc
h

it
e

ct
u

re
, p

p
. 2

10
-5

2
. I

n
d

ia
n

a
p

o
lis

: S
yn

th
yp

n
io

n
 A

ca
d

e
m

ic
, 2

0
17

. 

IS
B

N
 9

78
-1

-9
4

4
37

3-
0

7-
8

 (
p

ri
n

t 
e

d
it

io
n

) 
a

n
d

 9
78

-1
-9

4
4

37
3-

0
8

-5
 (

e
b

o
o

k
).



Chapter Six: Fusion of Human Personnel and Electronic Information Systems  •  215 

izational uses of such technologies – or determining whether such technolo-
gies are, in themselves, ethically or legally permissible – is one that requires 
thoughtful expert analysis. It is hoped that the questions explored in this text 
may support such analysis by robustly envisioning the ways in which organi-
zations may attempt to exploit emerging neuroprosthetic technologies for 
strategic, operational, or tactical ends by incorporating them into their core 
enterprise architectures. 

)mpacts of Posthumanizing Neuroprosthetic Augmentation on 
Organizational Personnel 

A neuroprosthesis can be defined as an artificial device that is integrated 
into the neural circuitry of a human being.7 Historically, such devices have 
been used primarily for therapeutic medical purposes, to restore some capac-
ity that is absent to due illness or injury; however, a growing range of neuro-
prostheses are being developed for purposes of human enhancement, to pro-
vide their human hosts with sensory, cognitive, or motor capacities that ex-
ceed what is possible for unmodified human beings.8 Such posthumanizing  
neuroprostheses help create a world in which natural biological human be-
ings are no longer the only intelligent social agents who create meaning 
through their imagination, industry, and interaction; instead, artificial enti-
ties (such as social robots) and hybrid biological-electronic entities (such as 
neurocybernetically augmented human beings) will also contribute to the 
creation of meaning within the world s digital-physical ecosystems.9 

In the following sections, we consider in detail the ways in which the de-
ployment of posthumanizing neuroprostheses among an organization s hu-
man personnel may reshape such workers  physical form, information pro-
cessing and cognition, and social engagement in ways that affect the organi-
zation s practice of enterprise architecture. 

                                                 
7 See Lebedev, Brain-Machine )nterfaces: An Overview  , and Gladden, Enterprise Archi-
tecture for Neurocybernetically Augmented Organizational Systems  , for more regarding 
the definition of a neuroprosthesis  and the basic division of such devices into sensory, cognitive, 
and motor neuroprostheses. 
8 For the distinction between traditional  neuroprostheses that are utilized for therapeutic med-
ical purposes to restore some capacity that is absent to due illness or injury and more futuristic  
neuroprostheses that are designed for purposes of human enhancement, see Gladden, Sapient 
Circuits and Digitalized Flesh ; Merkel et al., Central Neural Prostheses  ; Gasson, 
(uman )CT )mplants: From Restorative Applications to (uman Enhancement  ; Gasson, 
)CT implants  ; and McGee, Bioelectronics and )mplanted Devices  . 

9 For a discussion of processes of posthumanization and the role of advanced neuroprostheses in 
processes of technologization and posthumanization, see, e.g., Herbrechter, Posthumanism: A 
Critical Analysis ; Ferrando, Posthumanism, Transhumanism, Antihumanism, Me-
tahumanism, and New Materialisms: Differences and Relations  ; and Gladden, Sapient 
Circuits and Digitalized Flesh (2016). 
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216  •  Neuroprosthetic Supersystems Architecture 

Physical Form 

By deploying posthumanizing neuroprostheses, organizations expand the 
range of physical forms and capacities available to their human personnel – 
such as through the use of artificial limbs or sensory organs possessing non-
biological materials and non-human shapes and dynamics. Below we con-
sider a number of physical aspects of human agents and the ways in which 
the assumptions regarding the nature of those characteristics that have tra-
ditionally been relied upon by enterprise architects will no longer hold for 
organizations utilizing posthumanizing neuroprostheses. 

Physical Components of Neuroprosthetically Augmented Workers 

 Historical assumption: Human beings are composed of biological components 

that significantly limit the roles they can fill. 

 Impact of neuroprosthetic augmentation: Human beings may incorporate elec-

tronic components that expand or further constrain the organizational roles 

they can fill. 

The nature of the human body s physical composition means that the roles 
which an enterprise architecture plan assigns to a human agent have tradi-
tionally differed greatly from those that can be assigned to computerized sys-
tems. For example, a conventional computer is typically composed of mass-
produced electronic components that are durable and readily repairable and 
whose behavior can easily be analyzed and predicted.10 Such components are 
often able to operate in conditions of extreme heat, cold, pressure, or radia-
tion in which biological material would not be able to survive and function. 
Electronic components can also be designed to incorporate significant func-
tional redundancy, making them more reliable in the face of adverse operat-
ing conditions. Moreover, they can be manufactured either with large physi-
cal dimensions and structural reinforcement (potentially increasing durabil-
ity and ease of inspection and repair) or in miniaturized form (thereby in-
creasing mobility and undectability), depending on the intended purpose of 
a particular computer. The ability to manufacture electronic components to 
precise specifications with little variation means that millions of copies of a 
single artificial agent can be produced that are functionally identical. 

On the other hand, enterprise architecture has traditionally been required 
to assume that the physical forms of human workers fall within a narrow 

                                                 
10 For an in-depth review of the historical use of electronic components in computers as well as 
an overview of emerging possibilities for (non-electronic) biological, optical, and quantum com-
puting, see Null & Lobur, The Essentials of Computer Organization and Architecture (2006). Re-
garding the degree to which the failure of electronic components can be predicted, see Băjenescu 
& Bâzu, Reliability of Electronic Components: A Practical Guide to Electronic Systems Manufac-
turing (1999). 
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range of possibilities and can be modified only to a very slight degree. Histor-
ically, the body of a human being is composed of biological material and not 
mechanical or electronic components; the qualities of such biological mate-
rial place limits on the kinds of work that human employees can perform. 
Thus it is not possible for human beings to work in areas of extreme heat, 
cold, or radiation without extensive protection; nor is it possible for a human 
employee to work for hundreds of consecutive hours without taking breaks 
for sleep or meals or to use the restroom. 

For organizations that deploy posthumanizing neuroprostheses, it is an-
ticipated that the bodies of human agents will increasingly include electronic 
components in the form of artificial limbs and exoskeletons, artificial sense 
organs, memory implants, and other kinds of neuroprosthetic devices.11 Such 
changes to the physical components or capacities of a human body may dra-
matically expand or further constrain the roles that human agents can be as-
signed within an enterprise architecture plan. 

The Role of Neuroprosthetic Augmentation as a Facilitator of Design 

 Historical assumption: The basic physical characteristics of human workers re-

sult largely from randomized processes of biological inheritance. 

 Impact of neuroprosthetic augmentation: The basic physical characteristics of 

human workers may be intentionally engineered using neurotechnologies. 

Enterprise architecture is, in many ways, a discipline based around effec-
tive design – of structures, processes, and systems. A major focus of EA s work 
involves designing the ways in which human workers interact with comput-
erized systems, the ways in which computers interact with one another, and 
the internal components and dynamics of individual computing devices. The 
nature of electronic computers facilitates these kinds of design efforts: his-
torically, almost all aspects of a conventional computer s physical form and 
basic functionality have been intentionally planned and constructed by hu-
man scientists, engineers, manufacturers, and programmers in order to ena-
ble the computer to successfully perform particular tasks.12 

In that regard, the nature of computers differs greatly from that of con-
temporary human workers. Traditionally, enterprise architecture has been 
constrained by the fact that the basic physical form of a particular human 

                                                 
11 See Gasson ; Gasson et al., (uman )CT )mplants: From )nvasive to Pervasive  ; 
McGee ; Merkel et al. ; and Gladden, Enterprise Architecture for Neurocybernet-
ically Augmented Organizational Systems  . 
12 See, e.g., Dumas, Computer Architecture: Fundamentals and Principles of Computer Design 
(2006). “T
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being is determined largely by genotypic factors resulting from the random-
ized inheritance of genetic material from the individual s biological parents; 
the individual s particular biological components cannot be intentionally en-
gineered.13 

However, for those organizations that deploy posthumanizing neuropros-
theses, human beings  basic physical and cognitive capacities will no longer 
simply be inherited in a randomized fashion from their biological parents but 
will increasingly be subject to explicit design by institutions or individual hu-
man engineers through the use of neuroprosthetics and related technologies 
such as genetic engineering and nanorobotics that support it.14 Besides the 
major moral and legal questions arising from such possibilities, there are also 
operational issues that confront organizations whose workforce includes hu-
man agents who have been engineered in such ways. For example, the im-
plantation of identical mass-produced neuroprostheses into a large number 
of workers may create synthetic cognitive or physical characteristics that are 
shared broadly across that population and which reduce its genotypic diver-
sity; such homogenization may render the population more vulnerable to bi-
ological or electronic hacking attempts (and may make such attempts more 
profitable and attractive for would-be adversaries). On the other hand, such 
standardization of biological structures and cognitive processes may make it 
easier for effective information security mechanisms (e.g., ones designed to 
detect and counteract social engineering) to be developed and deployed 
across the population.15 

                                                 
13 Although, for example, factors such as diet, exercise and training, environmental conditions, 
pharmaceuticals, and medical procedures can extensively modify the form of a human body, the 
extent to which an existing biological human body can be restructured before ceasing to function 
is nonetheless relatively limited. 
14 For different perspectives on such possibilities, see, e.g., De Melo-Martín, Genetically Modi-
fied Organisms GMOs : (uman Beings  ; Regalado, Engineering the perfect baby  ; 
Lilley, Transhumanism and Society: The Social Debate over Human Enhancement (2013); Nouvel, 
A Scale and a Paradigmatic Framework for (uman Enhancement  ; Section B Enhance-

ment  in The Future of Bioethics: International Dialogues, edited by Akabayashi (2014); 
Mehlman, Transhumanist Dreams and Dystopian Nightmares: The Promise and Peril of Genetic 

Engineering ( ; and Bostrom, (uman Genetic Enhancements: A Transhumanist Perspec-
tive  . 
15 For the relationship between the heterogeneity of information systems and their information 
security, see Gladden, The Handbook of Information Security for Advanced Neuroprosthetics 
(2015), p. 296, and NIST Special Publication 800-53, Revision 4: Security and Privacy Controls for 

Federal Information Systems and Organizations (2013), p. F-204. “T
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Upgradeability of the Physical Structure of (uman Agents 

 Historical assumption: The capacities of human workers can be upgraded 

through education, training, exercise, and experience. 

 Impact of neuroprosthetic augmentation: The capacities of human workers can 

potentially be upgraded by swapping electronic components or installing soft-

ware updates. 

(istorically, enterprise architects have assumed that upgrading  the phys-
ical capacities and performance of human workers can only be achieved 
through age-old means such as education, training, physical exercise, and 
firsthand experience.16 This differs from the situation of contemporary com-
puters, which often can easily be upgraded through the addition or replace-
ment of physical components that allow a computer to receive, for example, 
new sensory mechanisms, new forms of actuators for manipulating the exter-
nal environment, an increase in processing speed, an increase in RAM, or an 
increase in the size of a computer s available space for the non-volatile long-
term storage of data.17 

Human workers have not demonstrated the sort of radical physical up-
gradeability  that might involve, for example, the implantation of additional 
memory capacity into the brain, an alteration of the fundamental rate of elec-
trochemical communication between neurons to increase the brain s pro-
cessing speed,  the addition of new sensory capacities (such as infrared vi-
sion), or the addition of new or different limbs or effectors (such as wheels 
instead of legs).18  

However, for organizations that deploy posthumanizing neuroprostheses, 
the growing use of such technologies – perhaps supported, for example, by 
technologies for somatic cell gene therapy – may increasingly allow the phys-
ical components and cognitive capacities of human agents to be upgraded 

                                                 
16 There are many congenital medical conditions that can be treated through conventional sur-
gical procedures, medication, the use of traditional prosthetics, or other therapies. The applica-
tion of such technologies could be understood as a form of augmentation  or enhancement  of 
one s body as it was naturally formed; however, such technologies are more commonly under-
stood as restorative  approaches, insofar as they do not grant an individual physical elements or 
capacities that surpass those possessed by a typical human being. See Gasson (2012). 
17 See, e.g., Mueller, Upgrading and Repairing PCs, 20th Edition (2012). 
18 For the possibility of neuroprosthetically facilitated alteration to the physical form and struc-
ture of the human body, see, e.g., Warwick, The Cyborg Revolution  , and Gladden, Cy-
bershells, Shapeshifting, and Neuroprosthetics: Video Games as Tools for Posthuman Body 
Schema Re Engineering  . “T
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and expanded even after the agents have reached a stage of physical and cog-
nitive maturity.19 In effect, the use of implantable neuroprostheses that pos-
sess swappable or modifiable components and whose behavior can be modi-
fied through software updates20 may allow a human being s physical capaci-
ties and cognitive processes to be regularly updated and upgraded  in a way 
similar to that of desktop computers or other electronic hardware/software 
platforms.  

Length of Tenure of (uman Agents 

 Historical assumption: A human worker can only fill an organizational role for a 

limited period of time, due to factors that are largely beyond the control of en-

terprise architecture. 

 Impact of neuroprosthetic augmentation: A human worker (or functionally 

equivalent artificial replica of that worker) may be able to fill an organizational 

role on an extended or even permanent basis. 

The period of service or lifespan  of an organization s computerized in-
formation systems is conceptualized differently from the period of service (or 
employee tenure  of the organization s human workers. A typical computer 
does not possess a maximum lifespan beyond which it cannot be made to 
operate: as a practical matter, individual computers may eventually become 
obsolete because their functional capacities are inadequate to perform tasks 
that the computers  operator needs them to perform or because cheaper, 
faster, and more powerful types of computers have become available to carry 
out those tasks. Similarly, the failure of an individual component within a 
                                                 
19 See, e.g., Panno, Gene Therapy: Treating Disease by Repairing Genes (2005); Gene Therapy of 
the Central Nervous System: From Bench to Bedside, edited by Kaplitt & During (2006); and 
Bostrom (2012). 
20 Note that it is by no means certain that all or even most posthumanizing neuroprostheses will 
possess such modifiability; a neuroprostheses which, for example, takes the form of a physical 
artificial neural network implanted deep within the brain may have no physical components that 
can be replaced after implantation and no conventional executable software  governing its be-
havior that can be remotely updated. For the possibility of neuroprosthetic devices that involve 
biological components or store information in biological or biomimetic neural networks, see 
Merkel et al. ; Rutten et al., Neural Networks on Chemically Patterned Electrode Arrays: 
Towards a Cultured Probe  ; and Stieglitz, Restoration of Neurological Functions by Neu-
roprosthetic Technologies: Future Prospects and Trends towards Micro-, Nano-, and Biohybrid 
Systems  . 

Conversely, in some cases, periodic physical upgrades to an implanted neuroprosthesis may 
be required in order to maintain the device s functional capabilities and ensure the health and 
information security of its human host. See Postmarket Management of Cybersecurity in Medical 
Devices: Draft Guidance for Industry and Food and Drug Administration Staff (2016) and Gladden, 
)nformation Security Concerns as a Catalyst for the Development of )mplantable Cognitive Neu-

roprostheses  . “T
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computer may render it temporarily nonfunctional; however, the ability to 
repair, replace, upgrade, or expand a computer s physical components means 
that a computer s operability can generally be maintained indefinitely, if its 
owner or operator wishes to do so.21 

On the other hand, an EA plan needs to account for the fact that the iden-
tity of the human agent filling a particular role within an organization is ex-
pected to change periodically, due to circumstances beyond an enterprise ar-
chitect s control – such as the relatively short average period of time during 
which human workers serve as members of an organization.22 Some such 
changes result from workers joining or leaving an organization through pro-
cesses of hiring, resignation, or termination. Other such changes may unfor-
tunately sometimes occur as a result of the death or disability of an individual 
worker. While the biological lifespan of a particular human worker can be 
shortened or extended to some degree as a result of environmental, behav-
ioral, or other factors, the human organism is generally understood to possess 
a finite biological lifespan that cannot be extended indefinitely through nat-
ural biological means.23 A human being who has exceeded his or her maxi-
mum lifespan is no longer alive – that is, he or she will have expired – and 
cannot be repaired and revived by technological means to make him or her 
available once again for future organizational use. Instead, he or she will be 
replaced by another human agent who may possess significantly different 
characteristics. The possibility of such eventualities is especially significant, 
for example, for some types of military organizations in which human work-
ers operate in highly dangerous circumstances where the loss of life is not a 
rare occurrence, especially during periods of intense activity such as combat 
operations. In these cases, enterprise architects have historically needed to 
account for periodic non-continuous changes in the characteristics of the hu-
man agent filling a particular role. 

However, a human agent whose neurons and neural functioning can be 
maintained, supplemented, or superseded by neuroprosthetic technologies 
after they have deteriorated or become damaged – or which can be protected 
from undergoing damage or deterioration in the first place – could potentially 

                                                 
21 For an overview of issues relating to computer reliability, availability, and lifespan, see 
Siewiorek & Swarz, Reliable Computer Systems: Design and Evaluation , and Băjenescu & 
Bâzu (1999). 
22 For example, in the United States the median number of years that wage and salary workers 
had been with their current employer was 4.2 years in January 2016, down from 4.6 years in Jan-
uary .  See Employee Tenure Summary  . 
23 For a discussion and comparison of biologically and nonbiologically based efforts at human 
life extension, see Koene, Embracing Competitive Balance: The Case for Substrate-Independent 
Minds and Whole Brain Emulation  . “T
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experience an extended or even indefinite lifespan, although such engineer-
ing might result in detrimental side-effects that render such lifespan exten-
sion highly undesirable. Neuroprosthetic technologies may also facilitate 
practices such as mind uploading  or the creation of virtual, artificially intel-
ligent replicas of particular human workers, thereby allowing such quasi-hu-
man agents to fill an organizational role permanently and without undergo-
ing processes of development or decline that alter their basic capacities over 
time.24 

Developmental and Operational Cycles 

 Historical assumption: A human worker s capacities and performance charac-
teristics are continually evolving in ways that may or may not be desirable and 

which are largely beyond the control of enterprise architecture. 

 Impact of neuroprosthetic augmentation: The natural developmental cycles of 

human workers might potentially be slowed, accelerated, or bypassed through 

the use of neuroprostheses. Human workers might be able to function for ex-

tended periods of time without demonstrating undesired changes in their ca-

pacities or performance. 

A computer s physical form is highly stable: although a computer s com-
ponents can be physically upgraded or altered by the device s owner or oper-
ator, a computer does not physically upgrade or alter itself without its oper-
ator s knowledge or permission;25 a computer does not undergo the sort of 
developmental cycle of conception, growth, maturity, and senescence 
demonstrated by biological organisms. In general, the physical alterations 
made to a computer are reversible: a chip that has been installed to increase 
the computer s RAM can be removed; a peripheral device that has been added 
can be disconnected. This allows a computer to be restored to a previous 
physical and functional state. 

Expectations for the operational cycles of human workers have always 
been of a different sort. Traditionally, enterprise architecture has assumed 

                                                 
24 Transhumanist perspectives on mind uploading are presented, e.g., in Moravec, Mind Children: 
The Future of Robot and Human Intelligence (1990), and Koene (2012). For more critical perspec-
tives on problems inherent in visions of technologically facilitated life extension or the replace-
ment of a human being s entire original biological body via mind uploading, see Proudfoot, Soft-
ware Immortals: Science or Faith?  ; Pearce, The Biointelligence Explosion  ; and 
(anson, )f uploads come first: The crack of a future dawn  . 
25 An exception would be the case of malware that can cause a computer to disable or damage 
some of its internal components or peripheral devices without the owner or operator s permis-
sion. See, e.g., Kerr et al., The Stuxnet Computer Worm: (arbinger of an Emerging Warfare 
Capability  . “T
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that a role within an organization cannot be filled permanently by a single 
human agent possessing a stable and unchanging set of capacities; the unique 
characteristics of the human agent filling a role are transformed over time. 
This is due largely to the fact that the physical structure and capacities of a 
human being do not remain unaltered from the moment of an individual s 
conception to the moment of his or her death; instead, a human being s phys-
ical form and abilities undergo continuous change as the individual develops 
through a cycle of infancy, adolescence, adulthood, and senescence.26 From 
the perspective of enterprise architecture, human beings are only capable of 
serving as workers during particular phases of this developmental cycle, and 
the unique strengths and weaknesses displayed by human workers vary as 
they move through that cycle. 

An organization that deploys posthuman neuroprostheses might conceiv-
ably exploit such technologies to speed the natural biological processes that 
contribute to physical growth and cognitive development or to slow or block 
processes of physical and cognitive decline. Scholars also envision the possi-
bility of neuroprostheses being used to allow human beings to instantly ac-
quire new knowledge or skills through the implantation of memory chips or 
the downloading of information into one s mind; if indeed feasible, this could 
allow human cognitive capacities to be maintained or enhanced in a way that 
bypasses typical human processes of cognitive development and learning.27 

Spatial Extension and Locality 

 Historical assumption: A human worker occupies a single physical location at 

any given moment. 

 Impact of neuroprosthetic augmentation: A human worker may virtually inhabit 

multiple environments simultaneously and interact with them using a human-

like or non-human-like body. 

The systems defined by an enterprise architecture are not abstract imma-
terial entities; they are embodied within concrete physical objects. The size, 
form, and mobility of such objects and the nature of their physical interfaces 
largely determine the kinds of organizational processes that can be executed 
by such systems. 

                                                 
26 See Thornton, Understanding Human Development: Biological, Social and Psychological Pro-
cesses from Conception to Adult Life (2008), and the Handbook of Psychology, Volume 6: Devel-
opmental Psychology, edited by Lerner et al. (2003). 
27 Such possibilities are discussed, e.g., in Spohrer, NB)CS Nano-Bio-Info-Cogno-Socio) Con-
vergence to )mprove (uman Performance: Opportunities and Challenges  ; McGee 
(2008); and Warwick (2014), p. 267. Experimental technologies being tested in mice that allow 
the manipulation of memories are presented in Ramirez et al., Creating a False Memory in the 
(ippocampus  . 
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It is possible for a computer to – like a human being – possess a body that 
comprises a single unitary, spatially compact physical unit: computerized de-
vices such as a typical desktop computer, smartphone, assembly-line robot, 
or server may possess a physical form that is clearly distinct from the device s 
surrounding environment and which is located in only a single place at any 
given time. However, other computers can – unlike a human being – possess 
a body comprising disjoint, spatially dispersed elements that exist physically 
in multiple locations at the same time. The creation of such computerized 
entities comprising many spatially disjoint and dispersed bodies  has been 
especially facilitated in recent decades by the development of the diverse net-
working technologies that undergird the Internet and, now, the nascent In-
ternet of Things.28 The destruction, disabling, or disconnection of one of these 
bodies that contributes to the form of such an entity may not cause the de-
struction of – or even a significant degradation in functionality for – the com-
puterized entity as a whole. 

On the other hand, enterprise architecture has traditionally presumed 
that a particular human being occupies or comprises a particular physical bi-
ological body. Because that body is unitary – consisting of a single spatially 
compact unit – a human being is able to inhabit only one space at a given 
time. While the use of technologies such as telephony, email, instant messag-
ing, and videoconferencing allows a human worker to engage with colleagues 
around the world and to be present  in distant locations in a limited and met-
aphorical sense, a human being cannot, for example, literally be physically 
present in multiple cities simultaneously.29 

When posthumanizing neuroprostheses are deployed, the situation be-
comes more complex. The use of sensorimotor neuroprosthetic devices and 
virtual reality technologies may effectively allow a human agent to inhabit  a 
location different from that in which his or her physical body is being housed. 
The inhabited environment may be either a virtual representation of some 
distant real-world location or a fabricated virtual environment (such as that 
presented within a massively multiplayer online roleplaying game, or 

                                                 
28 Regarding the Internet of Things, see Evans, The )nternet of Everything: (ow More Relevant 
and Valuable Connections Will Change the World  . For one aspect of the increasingly 
networked nature of robotics and A), see Coeckelbergh, From Killer Machines to Doctrines and 
Swarms, or Why Ethics of Military Robotics )s Not Necessarily  About Robots  . Regarding 
the development of computerized entities with physically disjoint bodies, see Gladden, The Dif-
fuse )ntelligent Other: An Ontology of Nonlocalizable Robots as Moral and Legal Actors  . 
29 The extent to which telepresence in remote locations is cognitively and physically possible for 
human beings is discussed, e.g., in Salvini et al., From robotic tele-operation to tele-presence 
through natural interfaces  2006). “T
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MMORPG) that does not depict a real-world location. Within such virtual-
ized environments, a human agent might occupy multiple bodies that are po-
tentially of a radically nonhuman nature.30 He or she might also exist in a way 
that is extremely multilocal  by being present in and interacting with many 
different environments simultaneously.31 

Permanence of Physical Substrates 

 Historical assumption: All of the actions of a single human agent are performed 

by and associated with a single physical substrate – that human being s biologi-
cal body. 

 Impact of neuroprosthetic augmentation: Some forms of human (or quasi-hu-

man) agency may exist and act independent of a fixed biological substrate. 

The physical substrates (i.e., biological bodies) within which human 
agents subsist and perform their work within the world have a much different 
nature than those electronic and electromechanical physical substrates 
within which computers perform their computation and other information-
processing activities. 

Because they are stored in an electronic digital form that can easily be read 
and written, the data that constitute a particular computer s operating sys-
tem, applications, configuration settings, activity logs, user files, and other 
information that has been received, generated, or stored by the device can 
easily be copied to different storage components or to a different computer 
altogether.32 This means that the computational substrate or body  of a given 
computerized system can be replaced with a new body without causing func-
tional changes in the system s memory or behavior.33 In the case of comput-

                                                 
30 Regarding the potential for and ramifications of long-term immersion in virtual reality envi-
ronments, see, e.g., Bainbridge, The Virtual Future (2011); Heim, The Metaphysics of Virtual Re-

ality (1993); and Koltko-Rivera, The potential societal impact of virtual reality  . Regarding 
psychological, social, and political questions relating to repetitive long-term inhabitation of vir-
tual worlds through a digital avatar, see, e.g., Castronova, Theory of the Avatar  . On im-
plantable systems for augmented or virtual reality, see Sandor et al., Breaking the Barriers to 
True Augmented Reality  (2015), pp. 5-6. The potential role of neuroprosthetics in granting hu-
man beings virtual bodies of a radically nonhuman nature is analyzed in Gladden, Cybershells, 
Shapeshifting, and Neuroprosthetics  (2015). 
31 For a discussion of multilocality, see Gladden, The Diffuse )ntelligent Other  . 
32 An overview of various aspects of information storage in electronic systems is presented in 
Information Storage and Management: Storing, Managing, and Protecting Digital Information in 

Classic, Virtualized, and Cloud Environments, edited by Gnanasundaram & Shrivastava (2012). 
33 Such abilities are exploited to allow organizations to implement failover capacity  by which a “T
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erized systems that are typically accessed remotely (e.g., a cloud-based stor-
age device accessed through the )nternet , a system s hardware could poten-
tially be replaced by copying the device s data to a new device without remote 
users or operators ever realizing that the system s physical computational 
substrate had been swapped.34 

On the other hand, enterprise architecture has traditionally assumed that 
the unique set of skills, knowledge, and memories possessed by a particular 
human worker are associated with and contained in the physical body of that 
worker. Although to some limited extent it is possible to modify or replace 
physical components of a human body, it is not possible for a human being 
to exchange his or her entire body for another.35 The body with which a hu-
man being was born will – notwithstanding the natural changes that occur as 
part of its lifelong developmental cycle or any minor intentional modifica-
tions – serve as a single permanent substrate within which all of the individ-
ual s information processing and cognition will occur and in which all of the 
individual s sensory and motor activity will take place until the end of his or 
her life. The dissolution of that body entails the end of that human being s 
ability to act as an agent within the environment. 

The deployment of posthumanizing neuroprostheses challenges these as-
sumptions. Ontologically and ethically controversial practices such as the de-
velopment of artificial neurons to replace natural biological neurons and var-
ious approaches to mind uploading  many of which are facilitated by ad-
vanced neuroprosthetics) might someday allow a single human agent s 
agency to exist and act beyond the physical confines of the agent s original 
biological physical substrate – but only if terms such as agent  and agency  
are understood in a transhumanist fashion whose coherency and validity are 
deeply disputed.36 Similarly, the use of neuroprosthetically mediated cyber-

                                                 

standby duplicate information system can automatically be brought online to take over the work 
of a primary information system that has suffered a major fault. See, e.g., NIST SP 800-53 (2013), 
p. F-231. 
34 The ability to replace or reconfigure remote networked hardware without impacting web-
based end users is widely exploited to offer cloud-based services employing the model of infra-
structure as a service (IaaS), platform as a service (PaaS), or software as a service (SaaS); for more 
details, see the Handbook of Cloud Computing, edited by Furht & Escalante (2010). 
35 For problems and complications relating to proposed body-replacement techniques such as 
mind uploading, see Proudfoot (2012); for particular problems that would result from the attempt 
to adopt a nonhuman body, see Gladden, Cybershells, Shapeshifting, and Neuroprosthetics  
(2015). 
36 Critical posthumanism offers a vigorous critique of such transhumanist and techno-idealist  
notions of human agency; for a presentation of critical posthumanist positions, see Hayles, How “T
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netic networks to create hive minds  or other forms of collective agency in-
volving human agents might allow such multi-agent systems or super-agents  
to survive and function despite the fact that a continual addition and loss of 
biological substrates may mean that the entity s substrate at one moment in 
time shares no components in common with its substrate at a later point in 
time.37 

)dentity of (uman Agents 

 Historical assumption: Roles can be assigned to and decisions and actions at-

tributed to individual human beings. 

 Impact of neuroprosthetic augmentation: Roles may be filled by new types of 

collective human entities; actions may be unattributable to particular human 

beings. 

In a practical sense, enterprise architecture (and the systems and pro-
cesses that it administers) must often robustly track and account for the 
identity  of desktop computers, smartphones, and other devices operating 
within an organization s digital-physical ecosystem; various mechanisms are 
employed for such purposes. However, on a deeper philosophical level it is 
unclear wherein the unique identity of a conventional computer or comput-
erized entity subsists, or even if such an identity exists.38 A computer s iden-
tity does not appear to be tied to any critical physical component, as such 
components can be replaced or altered without destroying the computer. 
Similarly, a computer s identity does not appear to be tied to a particular set 
of digital data that comprises the computer s operating system, applications, 
and user data, as that data can be copied with perfect fidelity to other devices, 
creating computers that are functionally clones of one another. 

The identity of human workers has traditionally been easier to track. En-
terprise architecture has historically incorporated the assumption that a hu-
man being s body creates or at least, plays a necessary role in creating  a 

                                                 

We Became Posthuman: Virtual Bodies in Cybernetics, Literature, and Informatics (1999); Her-
brechter (2013), pp. 94, 185-86; and Gladden, Sapient Circuits and Digitalized Flesh (2016). 
37 For classification systems for potential types of hive minds, see Chapter , (ive Mind,  in 
Kelly, Out of Control: The New Biology of Machines, Social Systems and the Economic World 
(1994); Kelly, A Taxonomy of Minds  ; Kelly, The Landscape of Possible )ntelligences  

; Yonck, Toward a standard metric of machine intelligence  ; and Yampolskiy, The 
Universe of Minds  (2014). For critical perspectives on the possibility of hive minds, see, e.g., 
Bendle, Teleportation, cyborgs and the posthuman ideology  , and (eylighen, The 
Global Brain as a New Utopia  . 
38 From the perspective of information security, techniques for device attestation are utilized to 
identify and authenticate a device on the basis of its configuration and unique operating state; 
see NIST SP 800-53 (2013), p. F-94. Such techniques are not infallible, however. “T
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single identity for the individual that persists over time. The fact that each 
human body is unique and is identifiable to other human beings (e.g., that 
such a body is not invisible, microscopic, or flickering  in and out of existence 
from moment to moment) means that it is possible to associate some human 
action with the particular human being who performed it and to assign roles 
and functions within an organization to a particular identifiable human 
worker.39 

For organizations that have deployed posthumanizing neuroprosthetic 
technologies, it may become difficult or impossible to attribute actions to a 
specific human agent or even to identify which human agent is occupying 
and utilizing a particular physical body in a given moment. For example, a 
single networked effector (such as a robotic armature, remote-controlled 
drone, or LED display screen40) might simultaneously belong to the bodies of 
multiple human agents who jointly or alternately control its behavior, and a 
single artificial eye might in effect simultaneously belong to the bodies of 
multiple human users whose minds each receive a live stream of the visual 
input received by the device. The ability of neuroprosthetically mediated cy-
bernetic networks to create hive minds and other forms of collective con-
sciousness among human and artificial agents may also make it difficult to 
identify which human agent, if any, is present in a particular physical or vir-
tual environment and is carrying out the behaviors observed there. Actions 
may instead be determined by and attributable to the system as a whole.41 

)nformation Processing and Cognition 

Posthumanizing neuroprosthetics has the potential to dramatically re-
shape the range of information-processing mechanisms and behaviors avail-
able to human workers – and thus the forms and degree of cognition that they 
are capable of displaying. Below we consider a number of intellectual charac-
teristics of human agents and the ways in which the historical assumptions 
regarding the nature of those characteristics that have been relied upon by 
                                                 
39 For a discussion of philosophical issues relating to the type of personal identity possessed by 
human beings, see Olson, Personal )dentity  ; see also Friedenberg, Artificial Psychology: 
The Quest for What It Means to Be Human (2008), p. 250. 
40 Regarding the existing or potential use of neuroprostheses to control external systems as di-
verse as desktop computers, vehicles, smart buildings, 3D printers and other manufacturing sys-
tems, domestic robots, microphones and speakers, cameras and displays, or game systems, see 
McGee (2008), pp. 213- ; Warwick , p. ; Gladden, Cybershells, Shapeshifting, and Neu-
roprosthetics  ; and Gladden, Enterprise Architecture for Neurocybernetically Augmented 
Organizational Systems  . 
41 For the possibility of neuroprosthetically facilitated networks that make collective decisions, 
see the previously noted sources relating to hive minds as well as Gladden, Utopias and Dysto-
pias as Cybernetic )nformation Systems: Envisioning the Posthuman Neuropolity  . A more 
general discussion of collectively conscious networks and a post-internet sentient network  is 
found in Callaghan, Micro-Futures  . 
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enterprise architects will become increasingly outdated within organizations 
utilizing posthumanizing neuroprostheses. 

Sapience 

 Historical assumption: Human workers possess a self-awareness that allows 

them to recognize, analyze, and respond to ambiguous or unexpected circum-

stances. 

 Impact of neuroprosthetic augmentation: Human workers  self-awareness may 

be impaired or destroyed in ways that are not necessarily detectable to exter-

nal observers. 

Enterprise architecture has historically presumed that a conventional 
computer does not possess sapient self-awareness or a subjective conscious 
experience of reality,42 while a human worker does. The typical human worker 
possesses a subjective conscious experience that is not simply sensations of 
physical reality but a conceptual awareness of  and awareness that.  These 
characteristics are not found, for example, in infants or in adult human beings 
suffering from certain medical conditions such as a coma.43 In a sense, a typ-
ical adult human being can be said to possess sapient self-awareness as a ca-
pacity even when the individual is unconscious (e.g., during sleep), although 
in that moment the capacity is latent and is not being actively utilized or ex-
perienced.44 This sort of self-awareness allows human workers to, for exam-
ple, recognize (and recognize the need to respond to) changing environmen-
tal conditions, emergencies, and other exigencies that fall outside of whatever 
narrow task instructions they might have received from their organizational 
supervisors. 

This situation may be altered through the deployment of posthumanizing 
neuroprostheses within an organization. By interfering with or altering the 
biological mechanisms that support consciousness and self-awareness within 
the brain, neuroprostheses could deprive particular human agents of sapi-

                                                 
42 For different perspectives on the characteristics that a computer or other artificial system 
would need to have in order for it to possess sapient self-awareness and a subjective conscious 
experience of reality, see Friedenberg (2008), pp. 163-78. 
43 Regarding the ways in which consciousness is (perhaps only temporarily) impaired during a 
coma, see, e.g., Coma Science: Clinical and Ethical Implications, edited by Laureys et al. (2009), 
and Comas and Disorders of Consciousness, edited by Schnakers & Laureys (2012). 
44 Such issues are discussed, e.g., in Siewert, Consciousness and )ntentionality  (2011); Fabbro et 
al., Evolutionary aspects of self-and world consciousness in vertebrates  ; and Boly et al., 
Consciousness in humans and non-human animals: recent advances and future directions  
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ence, even if those agents outwardly appear to remain fully functional as hu-
man beings; for example, a human agent might retain his or her ability to 
engage in social interactions with longtime friends – not because the agent s 
mind is conscious and aware of such interactions, but because a sufficiently 
sophisticated artificially intelligent neuroprosthetic device is orchestrating 
the agent s sensorimotor activity.45 

Autonomy 

 Historical assumption: Human workers display a high degree of intellectual and 

physical autonomy that allows them to act without direct supervision or sup-

port. 

 Impact of neuroprosthetic augmentation: The degree of intellectual and physi-

cal autonomy possessed by human workers may be artificially constrained or 

expanded by means of neuroprostheses. 

The forms of autonomy displayed by human workers and computerized 
systems have historically differed greatly. For computerized devices such as 
robots, autonomy can be understood as the state of being capable of operat-
ing in the real-world environment without any form of external control for 
extended periods of time. 46 Such autonomy does not simply involve the abil-
ity to perform cognitive tasks like setting goals and making decisions; it also 
requires an entity to successfully perform physical activities such as securing 
energy sources and carrying out self-repair without human intervention. Ap-
plying this definition, we can say that current computerized devices are typ-
ically either nonautonomous (e.g., telepresence robots that are fully con-
trolled by their human operators) or semiautonomous (e.g., robots that re-
quire continuous assistance  or shared control  in order to fulfill their in-
tended purpose).47 Although some contemporary computerized systems can 
be understood as being autonomous with regard to fulfilling their intended 
purpose – in that they can receive sensory input, process information, make 
decisions, and perform actions without direct human control – they are not 
autonomous in the full sense of the word, insofar as they are generally not 
capable of, for example, securing energy sources within the environment or 
repairing physical damage to themselves.48 

                                                 
45 The potential for such misuse of neuroprosthetic technologies is discussed in Gladden, The 
Handbook of Information Security for Advanced Neuroprosthetics (2015), pp. 98, 220. 
46 Bekey, Autonomous Robots: From Biological Inspiration to Implementation and Control (2005), 
p. 1. 
47 See Murphy, Introduction to AI Robotics (2000). 
48 The degree of autonomy of different types of robots is analyzed in Gladden, Managerial Ro-
botics: A Model of Sociality and Autonomy for Robots Managing (uman Beings and Machines  
(2014). 
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On the other hand, enterprise architects have historically been able to 
count on the fact that human workers possess a high degree of autonomy that 
is reflected at both the intellectual and physical levels. Through the regular 
action of his or her mind and body, a typical human being is able to secure 
energy sources and information from the external environment, set goals, 
make decisions, perform actions, and even (to a limited extent) repair dam-
age that might occur to himself or herself during the course of daily activities, 
all without direct external guidance or control by other human agents. 

Some kinds of posthumanizing neuroprostheses that may someday be de-
ployed within organizations might weaken the desires or strategic planning 
capacities of human agents or subject them to the control of external agents, 
thereby reducing their autonomy. New kinds of neuroprosthetically facili-
tated social network topologies that link the minds of human agents to create 
hive minds or other forms of merged consciousness can also reduce the au-
tonomy of their individual members. Neuroprosthetic augmentation that 
renders human agents dependent on their employer or other organizations 
for ongoing hardware or software upgrades or medical support would simi-
larly reduce the autonomy of those agents at the social and economic levels.49 
On the other hand, technologies that allow human agents to survive and op-
erate in hostile environments or to reduce or repair physical damage to their 
bodies would enhance such agents  autonomy. 

Volitionality 

 Historical assumption: Human workers possess a conscience that allows them 

to self-correct unethical or otherwise problematic workplace behaviors and au-

tonomously optimize their performance. 

 Impact of neuroprosthetic augmentation: Neuroprostheses might artificially 

impair, enhance, or otherwise alter users  exercise of conscience with regard to 

work-related or other activities. 

Enterprise architecture has historically incorporated certain assumptions 
regarding human workers  degree of volitionality, which relates to an entity s 

                                                 
49 For the possibility that neuroprosthetic devices will render their human hosts biologically, 
psychologically, financially, or socially dependent on the organizations that provide or maintain 
such technologies, see Koops & Leenes, Cheating with )mplants: )mplications of the (idden 
)nformation Advantage of Bionic Ears and Eyes  , p. ; McGee (2008), p. 213; and Gladden, 
Neural )mplants as Gateways to Digital-Physical Ecosystems and Posthuman Socioeconomic 
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ability to self-reflexively shape the intentions that guide its actions.50 An en-
tity is nonvolitional when it possesses no internal goals or desires  for achiev-
ing particular outcomes nor any expectations or beliefs  about how perform-
ing certain actions would lead to particular outcomes. An entity is volitional 
if it combines goals with expectations: in other words, it can possess an in-
tention,51 which is a mental state that comprises both a desire and a belief 
about how some act that the entity is about to perform can contribute to ful-
filling that desire.52  

Many conventional computerized devices are nonvolitional; however, a 
growing number of contemporary computerized devices – including a wide 
variety of robots used in commercial contexts – are volitional. For example, a 
therapeutic social robot might possess the goal of evoking a positive emo-
tional response in its human user, and its programming and stored infor-
mation tells it that by following particular strategies for social interaction it 
is likely to evoke such a response.53 

Typical adult human beings, meanwhile, can be described as metavoli-
tional: they possess what scholars have referred to as second-order volitions,  
or intentions about intentions.54 In human beings, this metavolitionality 
manifests itself in the form of conscience: as a result of possessing a con-
science, human agents are able to determine that they do not wish to possess 
some of the intentions that they are currently experiencing, and they can re-
solve to change those intentions. Such metavolitionality allows human work-
ers, for example, to avoid unethical behaviors or to decide that they wish to 
change their workplace behaviors in order to improve their performance or 
achieve particular goals. 

Within organizations deploying posthumanizing neuroprostheses, work-
ers  possession and manifestation of such cognitive dynamics may be altered. 
Researchers have already observed ways in which certain kinds of neuropros-
thetic devices can affect their human host s capacity to possess desires, 
                                                 
50 For a discussion of the volitionality of agents, see Calverley, )magining a non-biological ma-
chine as a legal person  , pp. - , and Gladden, The Diffuse )ntelligent Other  . 
51 The term intentionality  is often employed in a philosophical sense to describe an entity s 
ability to possess mental states that are directed toward or about  some object; that is a broader 
phenomenon than the possession of a particular intention  as defined here. 
52 See Calverley (2008), p. 529. 
53 The nature and capacities of such social robots are discussed, e.g., in Breazeal, Toward socia-
ble robots  ; Gockley et al., Designing Robots for Long-Term Social )nteraction  ; 
Kanda & Ishiguro, Human-Robot Interaction in Social Robotics (2013); Social Robots and the Fu-
ture of Social Relations, edited by Seibt et al. (2014); Social Robots from a Human Perspective, 
edited by Vincent et al. (2015); and Social Robots: Boundaries, Potential, Challenges, edited by 
Nørskov (2016). 
54 See Calverley (2008), pp. 533-35. “T
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knowledge, and belief;55 insofar as technologies disrupt or control such abili-
ties, they may impair their human host s exercise of his or her conscience, 
which depends on the possession of these capacities. This may result in the 
existence of human agents that are no longer fully metavolitional but instead 
merely volitional or nonvolitional. Conversely, neuroprostheses that enhance 
such basic cognitive capacities may strengthen their users  manifestations of 
conscience. An artificially intelligent neuroprosthesis might also serve as an 
external supplemental conscience  that detects its user s plan to perform 
some unethical or undesirable action, alerts the user to that fact, and at-
tempts to persuade the user to adopt a different course of action.56 The use of 
neuroprosthetics, virtual reality, and other technologies to create hive minds 
and other forms of collective consciousness among human agents may also 
impair the volitionality of those agents participating in such systems and re-
duce them to a state that is less than metavolitional; each agent may no longer 
nurture its own individual conscience but may instead help to form (and be 
guided by) the conscience of the multi-agent system as a whole. 

Knowledge Acquisition 

 Historical assumption: Human workers acquire new knowledge through pro-

cesses of learning, study, and experience that require an extended period of ef-

fort. 

 Impact of neuroprosthetic augmentation: It may be possible to instantaneously 

program  workers with new knowledge or for workers themselves to download 
new skill-sets or acquire any desired knowledge instantly online through a mere 

act of will. 

Many approaches exist for rapidly expanding the quantity of declarative 
and procedural knowledge available to a computerized information system. 
For example, a conventional computer may have software programs and data 
files copied onto its storage media, thereby instantaneously gaining new ca-
pacities and the possession of new information.57 Alternatively, a traditional 

                                                 
55 Regarding the possibility of developing neuroprostheses that affect emotions and perceptions 
of personal identity and authenticity, see Soussou & Berger, Cognitive and Emotional Neuro-
prostheses  ; (atfield et al., Brain Processes and Neurofeedback for Performance En-
hancement of Precision Motor Behavior  ; Kraemer, Me, Myself and My Brain )mplant: 
Deep Brain Stimulation Raises Questions of Personal Authenticity and Alienation  ; Van 
den Berg, Pieces of Me: On Identity and Information and Communications Technology Im-
plants  (2012); and McGee (2008), p. 217. 
56 The notion that some types of future neuroprostheses might in effect be capable of serving as 
advisors or counselors for their human hosts is raised in Gladden, Neural )mplants as Gateways  
(2016), and Koops & Leenes (2012), p. 119. 
57 For a discussion of the ways in which the electronic components of traditional computers carry “T
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computer may be directly programmed or configured by a human operator. 
)t does not learn  through experience, nor does it undergo a long-term form-
ative process of education in order to acquire new knowledge or infor-
mation.58 

On the other hand, enterprise architecture has historically presumed that 
a very different range of practices is available for instilling new knowledge in 
the minds of human workers. The cognitive processes and knowledge of a 
human being are shaped through an initial process of concentrated learning 
and formal and informal education that lasts for several years and through an 
ongoing process of learning that lasts throughout the individual s lifetime.59 
Human beings can learn empirically through the firsthand experience of in-
teracting with their environment or by being taught factual information or 
theoretical knowledge. A human being cannot instantaneously download  or 
import  a large body of information into his or her memory in the way that a 
data file can be copied to a computer s hard drive, nor can he or she be di-
rectly programmed  by a software developer. 

Within organizations that have deployed posthumanizing neuroprosthe-
ses, workers may have additional means of acquiring new knowledge. The use 
of neuroprosthetic devices to monitor, control, or bypass the natural cogni-
tive activity of a human agent may result in agents that do not need to be 
trained or educated but which can simply be programmed  to perform cer-
tain tasks or even remotely controlled by external systems to guide them in 
the performance of those tasks.60 Moreover, through the use of their neuro-
prostheses, human workers may be able to either literally download new skill-
sets and knowledge into their minds or to effectively gain the same ability by 

                                                 

out the work of and are controlled by executable programs – as well as an overview of the ways 
in which alternative architectures such as that of the neural network can allow computers to 
learn through experience – see Null & Lobur (2006). A more detailed presentation of the ways in 
which neural networks can be structured and learn is found in Haykin, Neural Networks and 
Learning Machines (2009). For a review of forms of computer behavior whose outcomes can be 
hard to predict (e.g., the actions of some forms of evolutionary algorithms or neural networks) 
as well as other forms of biological or biologically inspired computing, see Lamm & Unger, Bio-
logical Computation (2011). 
58 This description of conventional computers does not apply, for example, to artificially intelli-
gent systems that process information by means of an artificial neural network that learns over 
time. For a discussion of such systems, see Friedenberg (2008), pp. 55-72. 
59 See Thornton (2008) and Handbook of Psychology, Volume 6 (2003). 
60 Regarding the programming  of human beings through the intentional, targeted modification 
of their memories and knowledge, see, e.g., McGee (2008); Pearce (2012); and Spohrer (2002). 
Regarding the remote control of human bodies by external systems, see Gladden, Neural )m-
plants as Gateways  , and Gladden, The Handbook of Information Security for Advanced 
Neuroprosthetics (2015). “T
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being able to instantly seek out and access any online information through a 
mere act of will.61 

Locus of )nformation Processing and Data Storage 

 Historical assumption: A human worker stores and processes data within the 

neural network of his or her biological brain. 

 Impact of neuroprosthetic augmentation: A human worker s storage and pro-
cessing of data may be performed by his or her brain s neural network in a man-

ner enhanced or controlled by a neuroprosthesis or may be outsourced  to ex-
ternal systems by means of a neuroprosthesis. 

Historically, enterprise architecture has assumed that the storage of data 
and processing of information performed by the mind of a human worker 
take place within structures whose nature differs greatly from that of the or-
ganizational desktop computers, smartphones, web servers, and other elec-
tronic information systems that EA typically deals with. A conventional con-
temporary computer is based on a Von Neumann architecture comprising 
memory, I/O devices, and one or more central processing units connected by 
a communication bus.62 Although one can be made to replicate the function-
ing of the other, the linear method by which such a CPU-based system pro-
cesses information is fundamentally different from the parallel processing 
method utilized by a physical neural network such as that constituted by the 
human brain.63 

While some information processing takes part in other parts of the body 
(e.g., the transduction of proximal stimuli into electrochemical signals by 
neurons in the sensory organs64), the core of a human being s information 
processing is performed by the neural network comprising interneurons in 
the individual s brain, which also stores memories in the form of engrams.65 

                                                 
61 For the potential ability of neuroprostheses to provide their users with hands-free, thought-
controlled access to online reference texts, see Gladden, )nformation Security Concerns as a 
Catalyst for the Development of )mplantable Cognitive Neuroprostheses  . 
62 See Dumas (2006) and Friedenberg (2008), pp. 27-29. 
63 See Friedenberg (2008), pp. 30-32. The development of memristors represents one effort to 
design artificial computerized systems that process information using a physical network similar 
to that of the human brain, rather than a conventional CPU-based computing architecture. See, 
e.g., Advances in Neuromorphic Memristor Science and Applications, edited by Kozma et al. 

, and Lohn et al., Memristors as Synapses in Artificial Neural Networks: Biomimicry Be-
yond Weight Change  . 
64 Such processes of transduction are discussed in Smith, Biology of Sensory Systems (2008), and 
Møller, Sensory Systems: Anatomy and Physiology (2014). 
65 For an overview of such processes, see, e.g., Cognitive Psychology, edited by Braisby & Gellatly 
(2012), pp. 229-65; Schwartz, Memory: Foundations and Applications (2014); Radvansky, Human “T
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The brain constitutes an immensely large and sophisticated neural network, 
and despite ongoing advances in the field of neuroscience, profound myster-
ies remain regarding the structure and behavior of this neural network s com-
ponents and of the network as a whole.66 The mechanisms by which this bio-
logical neural network processes the data provided by sensory input and 
stored memories to generate motor output and new memories are highly 
nonlinear and complex; they are not as easy to analyze or control as the dy-
namics of a CPU-based computer running an executable software program. 

An organization s deployment of posthumanizing neuroprostheses may 
significantly alter the structures within which human workers  data storage 
and information processing take place. Such activities may occur not within 
the physical neural network that comprises natural biological neurons in the 
agent s brain but in other electronic or biological substrates, including neu-
roprosthetic devices and implantable computers that utilize traditional CPU-
based technologies.67 While some forms of neuroprostheses (such as those 
comprising physical artificial neurons that are wholly integrated with the 
brain s own neural network  may potentially be able to participate directly in 
the storage of data in the form of engrams within their host s own brain,68 
other neuroprostheses may store memories in the form of exograms whose 
mnemonic contents are recalled  by being supplied to their user s brain 
through sensory organs or pathways; while such neuroprostheses might be 
physically located within the brain, from a functional perspective they would 

                                                 

Memory ; and Dudai, The Neurobiology of Consolidations, Or, (ow Stable )s the En-
gram?  . 
66 For example, there is still ongoing debate about the extent to which the brain s structures and 
processes for storing long-term memories display holographic characteristics, the role of inter-
neuronal communication involving structures other than classical axodendritic synapses, and 
the role, if any, that quantum-level effects may play in neural dynamics. For a discussion of such 
issues, see, e.g., Longuet-(iggins, (olographic Model of Temporal Recall  ; Pribram, Pro-
legomenon for a (olonomic Brain Theory  ; Mulhauser, On the end of a quantum me-
chanical romance  ; Andrew, The decade of the brain: further thoughts  ; Pribram 
& Meade, Conscious Awareness: Processing in the Synaptodendritic Web – The Correlation of 
Neuron Density with Brain Size  ; and (ameroff & Penrose, Consciousness in the uni-
verse: A review of the Orch OR  theory  . 
67 See, e.g., Merkel ; Warwick & Gasson, )mplantable Computing  ; and Soussou & 
Berger (2008). 
68 Regarding the possibility of neuroprosthetic devices that store information in the form of en-
grams or which participate in the brain s processes relating to its own natural biological storage 
of engrams, see Warwick , p. ; and Gladden, Neural )mplants as Gateways  . For 
questions about the extent to which technological devices that directly store memories can ever 
become a part of the human mind, see Clowes, The Cognitive )ntegration of E-Memory  . “T
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display many characteristics of external memory-storage technologies like 
books, films, or online databases.69 

Emotionality 

 Historical assumption: The emotions of human workers play an important role 

in the success or failure of an organization s enterprise architecture plans but 
cannot easily be directly shaped by the organization. 

 Impact of neuroprosthetic augmentation: Organizations may modulate the 

emotional behaviors of human workers by means of neuroprostheses in order 

to generate emotions that advance (or impede) the performance of work-re-

lated tasks. 

Enterprise architecture must take into account the psychological, social, 
political, and cultural factors at work within an organization that may impede 
or support the design and implementation of a new enterprise architecture. 
Emotional factors constitute one piece of that picture.70 

Although the rise of social robotics has begun to change the situation, it 
has generally been safely assumed that the kinds of conventional computer-
ized systems administered through enterprise architecture plans do not in 
themselves manifest or detect emotions: a traditional computer does not pos-
sess emotions that are grounded in the current state of the computer s body, 
are consciously experienced by the computer, and influence the contents of 
its decisions and behavior.71 Although a piece of software may run more 
slowly or have some features disabled when executed on particular comput-
ers, the nature of the software s decision-making is not influenced by factors 
of mood, emotion, or personality determined by a computer s hardware. A 
software program will typically either run or not run on a given computer; if 
it runs at all, it will run in a manner that is determined by the internal logic 

                                                 
69 The potential of neuroprostheses to store information in the form of exograms is raised, e.g., 
in Koops & Leenes (2012), pp. 115, 120, 126; McGee (2008), p. ; and Gladden, Neural )mplants 
as Gateways  . 
70 The impact of psychological, social, and cultural factors on the implementation of enterprise 
architecture plans is discussed, e.g., in Magoulas et al., Alignment in Enterprise Architecture  
(201 ; Weiss & Winter, Development of Measurement )tems for the )nstitutionalization of En-
terprise Architecture Management in Organizations  ; Stephan Aier, The Role of Organi-
zational Culture for Grounding, Management, Guidance and Effectiveness of Enterprise Archi-
tecture Principles  ; and Gladden, Enterprise Architecture for Neurocybernetically Aug-
mented Organizational Systems  . 
71 For the distinction between the relatively straightforward circumstance of computers pos-
sessing some superficial display of emotion  simply as a function versus the more doubtful pos-
sibility that computers could undergo emotion  as a conscious experience, see Friedenberg 
(2008), pp. 191-200. “T
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and instructions contained within the software code and is not qualitatively 
determined by the computer s particular physical state. 

On the other hand, the successful implementation of an EA plan requires 
enterprise architects to understand and account for the complex emotional 
needs and behaviors of human workers. Within the contemporary workplace, 
it is assumed that the possession and manifestation of emotions is not an ex-
traneous supplement (or obstacle) to the rational decision-making of human 
beings but is instead an integral component of it.72 Indeed, some researchers 
suggest that the possession of emotions is necessary in order for an artificially 
intelligent embodied entity to demonstrate general intelligence at a human-
like level.73 

By deploying posthumanizing neuroprosthetics within its human work-
force, an organization can alter and potentially control the emotional dynam-
ics expressed by its workers. It is already known, for example, that neuropros-
thetic technologies such as those for deep brain stimulation (DBS) can signif-
icantly affect the emotional behaviors of their users.74 The use of advanced 
neuroprosthetic devices that can heighten, suppress, or otherwise modify the 
emotions of human beings may potentially result in populations of human 
agents whose programmatically controlled emotional behavior – or lack of 
emotional behavior – more closely resembles the functioning of computers 
than that of natural human beings.75 Many serious ethical, legal, and opera-
tional questions would arise from efforts to develop and implement such 
technologies within a workforce. Just as an organization might employ neu-
roprostheses in an attempt to modulate the emotions of its own workers in a 
way that advances the implementation of its EA plan, attention must also be 
paid to the possibility that a specialized organization such as a military de-

                                                 
72 See, e.g., the influential discussion of emotional intelligence in Goleman, What Makes a 
Leader?  . 
73 See Friedenberg (2008), pp. 32-33, 179-200, and the literature on embodied embedded cogni-
tion – e.g., Wilson, Six views of embodied cognition  ; Anderson, Embodied cognition: A 
field guide  ; Sloman, Some Requirements for (uman-like Robots: Why the recent over-
emphasis on embodiment has held up progress  ; and Garg, Embodied Cognition, (uman 
Computer )nteraction, and Application Areas  . 
74 See Daigle, Manipulating the Mind: The Ethics of Cognitive Enhancement  , pp. -36; 
Kraemer ; Bublitz, )f Manʼ s True Palace Is His Mind, What Is Its Adequate Protection? On 
a Right to Mental Self-Determination and Limits of )nterventions into Other Minds  , p. 
116; and Van den Berg (2012). 
75 For the possibility of developing emotional neuroprostheses of varying types, see Soussou & 
Berger ; McGee , p. ; (atfield et al. ; Kraemer ; Fairclough, Physio-
logical Computing: Interfacing with the (uman Nervous System  ; and Gladden, Enter-
prise Architecture for Neurocybernetically Augmented Organizational Systems  . “T
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partment or a corporation s competitive intelligence unit engaged in unlaw-
ful commercial espionage or sabotage against a rival) might attempt to ma-
nipulate the neuroprosthetic devices deployed within an adversarial organi-
zation in order to generate within its workforce emotional behaviors that dis-
rupt that organization s normal functioning and undermine the implementa-
tion of its own EA plan.76 

Cognitive Biases 

 Historical assumption: A wide range of ubiquitous cognitive biases cause hu-

man workers to behave irrationally and undermine the successful implementa-

tion of EA plans. 

 Impact of neuroprosthetic augmentation: Cognitive biases can be monitored 

and prevented and their effects minimized; workers can be trained to avoid 

them by means of neuroprostheses. 

Enterprise architects have historically had to account for the fact that the 
human beings responsible for successfully implementing an EA plan regularly 
demonstrate thought and behaviors that are irrational and counterproduc-
tive as a result of cognitive biases. The conventional computing devices ad-
dressed by EA plans do not display such phenomena: a conventional com-
puter is not inherently subject to human-like cognitive biases, as its decisions 
and actions are determined by the logic and instructions contained within its 
operating system and application code and not by the use of evolved heuristic 
mechanisms that are a core element of human psychology.77 However, human 
beings are subject to a common set of cognitive biases that distort individuals  
perceptions of reality and cause them to arrive at decisions that are objec-
tively illogical and suboptimal.78 While in earlier epochs such biases may have 
created an evolutionary advantage that aided the survival of those human be-
ings who possessed them (e.g., by providing them with heuristics that al-
lowed them to quickly identify and avoid potential sources of danger), these 
                                                 
76 For concerns that neuroprostheses and related neurotechnologies might be used for attempted 
mind control (potentially by unauthorized adversaries who have gained access to such devices), 
see, e.g., Kohno et al., Security and Privacy for Neural Devices  2009); Bublitz (2011), pp. 97-98; 
Talan, DARPA: On the (unt for Neuroprosthetics to Enhance Memory  , pp. -10; Krish-
nan, From Psyops to Neurowar: What Are the Dangers?  , p. ; and Gladden, Neuromar-
keting Applications of Neuroprosthetic Devices: An Assessment of Neural )mplants  Capacities 
for Gathering Data and )nfluencing Behavior  . 
77 It is possible, however, for a computer to indirectly demonstrate human-like cognitive biases 
if the human programmers who designed the computer s software were not attentive to such 
considerations and inadvertently programmed the software to behave in a manner that manifests 
such biases. For a discussion of such issues, see, e.g., Friedman & Nissenbaum, Bias in Computer 
Systems  . 
78 For an overview of human cognitive biases in relation to organizational management, see Ki-
nicki & Williams, Management: A Practical Introduction (2010), pp. 217-19. 
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biases cause contemporary human workers to frequently err when evaluating 
factual claims or attempting to anticipate future events or manage risk. To 
some extent, such biases can be counteracted through conscious awareness, 
training, and effort; however, they cannot be wholly eradicated. 

A future organization could potentially deploy posthumanizing neuro-
prostheses that are designed to detect and directly modify or interrupt pat-
terns of thought that reflect cognitive biases. Alternatively, a neuroprosthesis 
could be used to monitor the cognitive processes of a human being and alert 
that individual whenever the device detects that he or she is about to under-
take a decision or action that is flawed or misguided because the person s 
cognitive processes have been influenced by a cognitive bias; beyond directly 
intervening to prevent the effects of cognitive biases in this manner, such a 
device could potentially also train the mind over time to recognize and avoid 
cognitive biases on its own.79 

Fidelity of Data Storage Provided by Memory Systems 

 Historical assumption: Human workers store data within their minds in the 

form of memories that are impressionistic and compressed and which degrade 

significantly over time. 

 Impact of neuroprosthetic augmentation: Neuroprostheses may provide hu-

man workers with the ability to store data in the form of memories that are of 

perfect fidelity, do not degrade over time, and can be copied to or from exter-

nal systems. 

Enterprise architecture has historically relied on the fact that conventional 
contemporary computers are able to store data in a stable electronic digital 
form that is practically lossless, does not degrade rapidly over time, can be 
copied to other devices or media and backed up with full fidelity, and does 
not require a continuous power supply in order to preserve the data.80 How-
ever, data stored within the minds of human workers is historically of a much 

                                                 
79 A neuroprosthetic device may potentially be able to serve as a business advisor or personal 
coach to its human host – for example, by researching available options and providing infor-
mation through an augmented reality display to support decision-making or by warning its host 
when he or she is about to make a flawed decision that is influenced by some human cognitive 
bias. See, e.g., Gladden, Neural )mplants as Gateways  ; Gladden, Enterprise Architecture 
for Neurocybernetically Augmented Organizational Systems  ; Koops & Leenes , p. 
119; and Calverley (2008). 
80 Regarding the creation, storage, and transfer of digital data files by computers and other elec-
tronic devices, see, e.g., Austerberry, Digital Asset Management (2013); Coughlin, Digital Storage 
in Consumer Electronics: The Essential Guide (2008); and Information Storage and Management 
(2012). “T
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different qualitative sort. The human mind does not store a perfect audiovis-
ual record of all the sensory input, thoughts, and imaginings that it experi-
ences during a human being s lifetime; the brain s capacities for both the re-
tention and recall of information are limited.81 Not only are memories stored 
in a manner which from the beginning is compressed, impressionistic, and 
imperfect, but memories also degrade over time.82 Historically, the only way 
to transfer memories stored within one human mind to another human mind 
has been for the memories to be described and expressed through some social 
mechanism such as oral speech or written text. 

By deploying posthumanizing neuroprostheses among its personnel, an 
organization may be able to significantly alter the quality of information 
stored within its workers  minds. The use of neuroprosthetic devices to con-
trol, supplement, or replace the brain s natural memory mechanisms could 
result in human agents that possess memory that is effectively lossless, does 
not degrade over time, and can potentially be copied to or from external sys-
tems.83 The processes for copying large and complex arrays of stored data 
from a human brain to an external system may differ radically in their nature 
and complexity from the processes of copying such data from an external sys-
tem to a human brain, if either type of process is theoretically possible at all.84 

                                                 
81 The concept that some people possess the power of perfect photographic memory  exists as a 
notion within popular culture; however, the existence of such a phenomenon in natural human 
beings has yet to be scientifically demonstrated. Cases of eidetic memory (understood in the 
technical definition of the term) and hyperthymesia or superior autobiographical memory  
have indeed been documented; however, these phenomena involve a shorter duration of reten-
tion or a more constrained subject matter than supposed cases of photographic memory.  Re-
garding hyperthymesia, see Taylor, (yperthymesia  ; regarding cases of supposed eidetic 
memory, see Moxon, Memory (2000), p. 15, and Schwartz (2014), p. 172. 
82 See Dudai (2004).  
83 Regarding genetic and neuroprosthetic technologies for memory alteration in biological or-
ganisms, see (an et al., Selective Erasure of a Fear Memory  ; Josselyn, Continuing the 
Search for the Engram: Examining the Mechanism of Fear Memories  ; and Ramirez et al. 
(2013). Regarding the use of neuroprosthetic systems to store memories as effectively lossless 
digital exograms, see Merkel et al. ; Robinett, The consequences of fully understanding 
the brain  ; McGee , p. ; and Gladden, Neural )mplants as Gateways  . 
84 Regarding the difficulty of analyzing, interpreting, or purposefully editing the contents of in-
formation stored in complex biological or biomimetic neural networks, see, e.g., Friedenberg 
(2008), pp. 31- , and Gladden, )nformation Security Concerns as a Catalyst for the Development 
of )mplantable Cognitive Neuroprostheses  . )f holographic models of memory storage in 
the brain are correct, the challenge of manipulating memories in such ways would be even 
greater; for discussion of such models, see, e.g., Longuet-Higgins (1968) and Pribram (1990). “T
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Predictability of Behavior 

 Historical assumption: The future behavior of an individual human being within 

a workplace setting is difficult to predict with much certainty. 

 Impact of neuroprosthetic augmentation: Neuroprostheses may make it easier 

to predict the future behavior of human workers – either by gathering more de-

tailed data about a worker s cognitive functioning or by making it possible to 

influence or control behavior by means of such devices. 

Enterprise architects have traditionally presumed that the degree of pre-
dictability demonstrated by human workers differs significantly from that 
manifested by electronic information systems. Computerized devices can be 
affected by a wide range of component failures and bugs resulting from hard-
ware or software defects or incompatibilities; however, because a typical com-
puter is controlled by discrete linear executable code that can be easily ac-
cessed – and because there exist diagnostic software, software debugging 
techniques, established troubleshooting practices, and methods for simulat-
ing a computer s real-world behaviors in development and testing environ-
ments – it is generally easier to analyze and reliably predict the behavior of a 
computer than that of a human being.85 While all human beings demonstrate 
basic similarities in their behavior – and individual human beings possess 
unique personalities, habits, and psychological and medical conditions that 
allow their reactions to particular stimuli or future behavior to be predicted 
with some degree of likelihood – it is not possible to predict with full accuracy 
and certainty the future actions of a particular human being. 

An organization may be able to modify such traditional characteristics by 
deploying neuroprosthetic devices among its human workers. Such devices 
may allow the organization to gather detailed information about the cogni-
tive structures and processes of individual human workers that was previ-
ously inaccessible.86 Moreover, human agents whose actions are influenced 

                                                 
85 Even the behavior of sophisticated artificially intelligent computerized systems can be easy to 
predict and debug, if it is controlled by a conventional executable program rather than, e.g., the 
actions of a physical artificial neural network. For a discussion of different models for generating 
artificial intelligence through hardware and software platforms, see Friedenberg (2008), pp. 27-
36. 
86 For the possibility that neuroprostheses might be used for (potentially illegal and unethical) 
surveillance of their hosts  cognitive activity and behaviors, see, e.g., Bonaci et al., App Stores 
for the Brain  , p. ; Brunner et al., Current Trends in (ardware and Software for Brain-
Computer )nterfaces BC)s  ; Gladden, The Handbook of Information Security for Advanced 
Neuroprosthetics ; and Gladden, Neuromarketing Applications of Neuroprosthetic De-
vices: An Assessment of Neural )mplants  Capacities for Gathering Data and Influencing Behav-
ior  . “T
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or controlled by neuroprostheses may produce behavior that is more predict-
able and is easily debugged  in a straightforward and precise manner that has 
traditionally been possible only when dealing with computers.87 Serious eth-
ical and legal questions are raised by the potential use of such technologies. 

)nformation Security Vulnerabilities 

 Historical assumption: Human workers are not subject to the forms of elec-

tronic hacking and malware to which computerized information systems are 

vulnerable. 

 Impact of neuroprosthetic augmentation: Possession of a neuroprosthesis may 

render a human worker vulnerable to electronic hacking and computer viruses 

and worms; at the same time, neuroprostheses may provide organizational op-

eratives with new tools for detecting and counteracting InfoSec threats. 

Maintaining information security is a major concern of enterprise archi-
tecture. For example, Hoogervorst identifies information security as a com-
ponent of the element of quality  within the information architecture do-
main.88 Other EA frameworks, such as the Siemens Framework described by 
Rohloff, do not explicitly identify information security as a domain or build-
ing block – not because it is unimportant, but because it underlies all of the 
architectural building blocks.89  

An organization s computerized systems are vulnerable to a wide variety 
of electronic hacking techniques and other attacks that can compromise the 
confidentiality, integrity, and availability of information that is received, gen-
erated, stored, or transmitted by a system and can even result in unauthor-
ized parties gaining complete control over the system.90 Human workers have 
traditionally been vulnerable to efforts at compromising information security 

                                                 
87 Regarding the testing and debugging of neuroprosthetic devices see Gladden, The Handbook 
of Information Security for Advanced Neuroprosthetics (2015), pp. 176-77, 181-84, 213-14, 242-43, 

. Regarding potential efforts to employ neuroprostheses to debug  the behaviors of their hu-
man hosts, see Gladden, Sapient Circuits and Digitalized Flesh (2016), p. 181. 
88 See Hoogervorst (2004), p. 15. 
89 Rohloff (2008), p. 5. 
90 For an overview of such possibilities (as well as related preventative practices and responses), 
see Rao & Nayak, The InfoSec Handbook . )nformation security s fundamental C)A Triad  
of ensuring the confidentiality, integrity, and availability of information is discussed in Parker, 
Toward a New Framework for )nformation Security  ; Security Risk Assessment Frame-

work for Medical Devices  ; NIST Special Publication 1800-1b: Securing Electronic Health 
Records on Mobile Devices: Approach, Architecture, and Security Characteristics (2016), p. 9; and 
Gladden, )nformation Security Concerns as a Catalyst for the Development of )mplantable Cog-
nitive Neuroprostheses  . “T
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involving social engineering, blackmail, or other psychologically based at-
tacks.91 However, because human workers possess biological rather than elec-
tronic components and their minds conduct information processing through 
the use of an internal biological neural network rather than executable soft-
ware programs stored in binary digital form, it has historically not been pos-
sible for adversaries to hack into  a human worker s neural information-pro-
cessing system in order to access, steal, or manipulate the individual s 
thoughts or memories using the same electronic hacking techniques that are 
applied to electronic computers and computer-based systems.  

The deployment of posthumanizing neuroprostheses within an organiza-
tion may significantly alter the organization s ability to maintain information 
security. Human beings who possess electronic neuroprosthetic devices will 
be vulnerable to computer viruses, worms, and electronic hacking attacks 
similar to those that target conventional computers and may become reliant 
on some of the same security measures used to protect typical electronic 
computers (such as antivirus software and electronic firewalls).92 Moreover, 
advanced technologies for genetic engineering and the production of custom-
ized biopharmaceuticals and biologics may allow the biohacking  even of hu-
man agents that do not possess electronic neuroprosthetic components. At 
the same time, neuroprostheses may provide organizational operatives with 
powerful new tools for identifying InfoSec vulnerabilities within an organiza-
tion and detecting and counteracting information security threats.93 

                                                 
91 Social engineering attacks are discussed in Sasse et al., Transforming the weakest link  –  hu-
man/computer interaction approach to usable and effective security  , and Rao & Nayak 
(2014), pp. 307-23. 
92 Such issues are raised, e.g., in ISO 27799:2016, Health informatics – Information security man-
agement in health using ISO/IEC 27002 ; Luber et al., Non-invasive brain stimulation in 
the detection of deception: Scientific challenges and ethical consequences  ; Denning et 
al. ; Cybersecurity for Medical Devices and (ospital Networks: FDA Safety Communica-
tion  , p. ; Bonaci et al. , p. ; Gladden, The Handbook of Information Security for 
Advanced Neuroprosthetics ; and Gladden, Neuromarketing Applications of Neuropros-
thetic Devices  . Regarding the possibility of hybrid biological-electronic computer viruses 
and other attacks, see Gladden, The Handbook of Information Security for Advanced Neuropros-
thetics (2015), p. 53, and Gladden, Sapient Circuits and Digitalized Flesh (2016), p. 182. 
93 The potential use of neuroprostheses by specialized human agents such as military personnel 
or cybersecurity operatives in order to advance the information security of their employers (and 
human society more broadly) is discussed in Falconer (2003); Moreno (2004); Clancy (2006); 
Schermer ; Brunner & Schalk ; Bridging the Bio-Electronic Divide  ; Szoldra, 
The government s top scientists have a plan to make military cyborgs  ; and Gladden, 
)nformation Security Concerns as a Catalyst for the Development of )mplantable Cognitive Neu-

roprostheses  . )t should be noted that the use of neuroprostheses to treat or reverse the 
effects of conditions such as Alzheimer s disease that impair access to human beings  long-term “T
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Social Engagement 

The capacity for social behaviors, interactions, and relations possessed by 
human workers may be altered significantly by an organization s deployment 
of neuroprosthetic devices among those workers. Below we consider a num-
ber of social characteristics of human agents and the ways in which the his-
torical assumptions regarding the nature of those characteristics that enter-
prise architects have relied upon will become increasingly outdated within 
organizations utilizing posthumanizing neuroprostheses. 

Degree of Sociality 

 Historical assumption: While it suffers from being slow, inefficient, and impre-

cise, social interaction is the critical means by which human workers communi-

cate and collaborate to perform work-related tasks. 

 Impact of neuroprosthetic augmentation: Neuroprostheses may allow human 

workers to receive and exchange information in a direct and instantaneous 

manner that bypasses the need for social interaction; such devices may also ei-

ther impair or enhance workers  capacity for engaging socially with others. 

Enterprise architecture has traditionally drawn sharp distinctions be-
tween the ways in which electronic computerized systems interact with one 
another and the ways in which human workers interact. Conventional com-
puters may display social behaviors and engage in short-term, isolated social 
interactions with human beings or other computers, but they do not partici-
pate in long-term social relations that deepen over time as a result of their 
experience of such engagement and which are shaped by society s expecta-
tions for social roles to be filled by the computers.94 On the other hand, hu-
man beings display social behaviors, engage in isolated and short-term social 
interactions, and participate in long-term social relations that evolve over 
time and are shaped by society s expectations for the social roles to be filled 
by a particular individual.95 Although the social content and nature of com-
plex communicative human actions such as speaking and writing are obvious, 

                                                 

memories would, in effect, increase such individuals  information security by enhancing the in-
tegrity and availability of the information contained within such memories. See Gladden, )nfor-
mation Security Concerns as a Catalyst for the Development of Implantable Cognitive Neuro-
prostheses  . 
94 Although there already exist telepresence robots e.g., )shiguro s Geminoids  that manifest 
highly sophisticated, human-like levels of sociality, such sociality is technically possessed not by 
the robot itself but by the hybrid human-robotic system that it forms with its human operator. 
Regarding such issues, see Vinciarelli et al., Bridging the Gap between Social Animal and Unso-
cial Machine: A survey of Social Signal Processing   and Gladden, Managerial Robotics  
(2014). 
95 Regarding the distinction between social behaviors, interactions, and relations, see Vinciarelli “T
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even such basic activities as standing, walking, and breathing have social as-
pects, insofar as they can convey intentions, emotions, and attitudes toward 
other human beings.96 The skill and efficiency with which human workers 
communicate and collaborate by means of social activities vary greatly be-
tween individuals. 

When deployed among an organization s workforce, neuroprosthetic de-
vices that negatively affect long-term memory processes could make it diffi-
cult or impossible for human agents to engage in friendships and other long-
term social relationships with other intelligent agents. Such human agents 
would no longer be fully social but instead semisocial or even nonsocial.97 On 
the other hand, posthumanizing neuroprostheses that reduce the impact of 
cognitive or emotional disorders, enhance memory, and train users to engage 
socially with others more effectively may optimize workers  patterns of com-
munication and collaboration and improve overall performance. Neuropros-
theses may also be used to create links between the brains of human workers 
that allow information to be transferred into and between workers  minds in 
a direct and instantaneous manner that does not require mediation through 
relatively slow and imprecise social behaviors such as speech or the typing of 
text.98 Ongoing immersion in virtual worlds or neuroprosthetically enabled 
cybernetic networks with other human minds or other kinds of intelligent 
agents could potentially also lead to the atrophying or enhancement of hu-
man agents  social capacities.99 

Relationship to Organizational Culture 

 Historical assumption: Workplace culture is a critical element in the successful 

implementation of an EA plan, but enterprise architecture possesses only lim-

ited tools for diagnosing and shaping such culture. 

                                                 

et al. (2012) and Gladden, Managerial Robotics  . 
96 Forms of nonverbal communication such as oculesics, haptics, kinesics, and proxemics are 
discussed in Andersen & Andersen, Measures of Perceived Nonverbal )mmediacy  . The 
informational content of paralanguage is discussed in Johar, Emotion, Affect and Personality in 
Speech: The Bias of Language and Paralanguage (2016). 
97 For ways of describing and classifying degrees of sociality, see Vinciarelli et al. (2012) and Glad-
den, Managerial Robotics  . 
98 Regarding such possibilities, see Rao et al., A direct brain-to-brain interface in humans  

, and Gladden, Utopias and Dystopias as Cybernetic )nformation Systems  , as well 
as the literature relating to hive minds cited earlier in this text. 
99 For the possibility that neuroprostheses might provide their hosts with expanded knowledge 
in some spheres while simultaneously diminishing their social or intellectual capacities in other 
areas, see Bostrom & Sandberg, Cognitive Enhancement: Methods, Ethics, Regulatory Chal-
lenges  , pp. - , and Gladden, Managing the Ethical Dimensions of Brain-Computer 
Interfaces in eHealth: An SDLC-based Approach  . “T
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 Impact of neuroprosthetic augmentation: Neuroprostheses may provide an or-

ganization with new tools for analyzing its existing workplace culture, modify-

ing that culture, or even fabricating an entirely new workplace culture. 

Understanding and optimizing workplace culture is critical for success-
fully designing and implementing an enterprise architecture plan within an 
organization.100 Historically, questions of culture have been associated almost 
exclusively with the behavior of human agents working within an organiza-
tion and not directly with the behaviors of electronic information systems. 
While a large number of computers can be linked to form networks that may 
constitute a form of computerized multi-agent society, such aggregations of 
conventional computers do not create or experience their own cultures. 101 
On the other hand, human beings create and exist within unique cultures 
that include particular forms of art, literature, music, architecture, history, 
sports and recreation, technology, ethics, philosophy, and theology. Such cul-
tures also develop and enforce norms regarding the ways in which organiza-
tions such as businesses should or should not operate.  

As sensors implanted within a workforce that gather diverse types of real-
time data about the activities and interactions of human workers, neuropros-
theses may provide an organization with a direct and powerful new means of 
analyzing the realities of its workplace culture. The deployment of posthu-
manizing neuroprostheses within an organization may also transform the na-
ture of the workplace culture and the means by which it is created and expe-
rienced. Human agents whose thoughts, dreams, and aspirations have been 
attenuated or even eliminated or whose physical sensorimotor systems are 
controlled through the use of neuroprosthetic devices may no longer possess 
a desire or ability to perceive or generate certain kinds of cultural artifacts. 
Moreover, if a single centralized system (e.g., a server providing a shared vir-
tual reality experience to large numbers of individuals) maintains and con-
trols all of the sensorimotor channels through which human agents are able 
to create and experience culture, then that automated system may generate 
substantially all of the aspects of culture within that virtual world, without 

                                                 
100 Regarding the critical role that organizational culture and cultural knowledge play, e.g., in the 
management of enterprise architecture, see Aier ; (oogervorst ; Liu et al., A Design 
of Business-Technology Alignment Consulting Framework  ; Magoulas et al. , pp. -
95, 98; and Gladden, Enterprise Architecture for Neurocybernetically Augmented Organiza-
tional Systems  . 
101 Regarding prerequisites for artificial entities or systems to produce their own culture (or col-
laborate with human beings in the production of a shared human-artificial culture), see, e.g., 
Payr & Trappl, Agents across Cultures  . “T
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the human agents who dwell in that world being able to contribute meaning-
fully to the process.102  

Economic and Financial Relationship with Employer 

 Historical assumption: An organization commonly uses financial compensation 

and rewards to acquire workers and incentivize particular workplace behaviors. 

 Impact of neuroprosthetic augmentation: Implantation of a neuroprosthesis 

into a worker by his or her organization may make the worker permanently fi-

nancially dependent on the organization and create complications regarding 

the ownership of intellectual property and other goods or services produced by 

means of the neuroprosthesis. 

Enterprise architecture typically assumes that the human agents working 
within an organization have an economic and financial relationship to the 
organization (e.g., the relationship of employee to employer) that enables 
their participation in the organization s work and may, to some extent, be 
exploited in order to generate motivation and incentives for certain types of 
workplace behaviors and disincentives for other types of behaviors.103 

The deployment of posthumanizing neuroprostheses within an organiza-
tion may significantly change the economic and financial relationship of the 
organization to its affected workers. Depending on the precise contractual 
terms and conditions under which such components were acquired, a human 
agent whose body has been subject to neuroprosthetic augmentation and is 
partially composed of electronic components may not even fully own  his or 
her body or the products generated by it, including intellectual property in 
the form of thoughts and memories.104 In order to preserve his or her psycho-
logical and physical health, a neuroprosthetically augmented individual may 
                                                 
102 Regarding the possibilities of a centralized computerized system shaping culture by mediating 
and influencing or controlling the communications among neuroprosthetically enabled human 
minds, see Gladden, Utopias and Dystopias as Cybernetic )nformation Systems  , and 
Gladden, From Stand Alone Complexes to Memetic Warfare: Cultural Cybernetics and the En-
gineering of Posthuman Popular Culture  . 
103 The extent to which financial compensation actually provides motivation for workers is a sub-
ject of debate. See, for example, (erzberg, One more time: (ow do you motivate employees  

, and Rynes et al., The importance of pay in employee motivation: Discrepancies between 
what people say and what they do  . 
104 Complex legal and regulatory regimes govern the ownership of information that is received, 
created, stored, or transmitted by neuroprosthetic devices. See Kosta & Bowman, )mplanting 
)mplications: Data Protection Challenges Arising from the Use of (uman )CT )mplants  ; 
McGee ; Mak, Ethical Values for E-Society: Information, Security and Privacy  ; 
McGrath & Scanaill, Regulations and Standards: Considerations for Sensor Technologies  ; 
Shoniregun et al., )ntroduction to E-(ealthcare )nformation Security  ; and Gladden, The 
Handbook of Information Security for Advanced Neuroprosthetics (2015). “T
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also require continual maintenance services, medication, software updates, 
or replacement parts. If – due to legal, financial, or operational reasons – the 
individual is only able to obtain such neuroprosthetic support services from 
his or her employer (or from another particular corporation, government 
agency, or other institution) and is barred from purchasing goods or services 
from competing enterprises, the individual may be rendered biologically and 
psychologically dependent on and financially indebted to that institution 
throughout the rest of his or her life.105 The use of neuroprosthetic devices or 
other technologies that directly affect a human agent s cognitive processes 
may also impair that agent s ability to make free choices as an autonomous 
economic actor. 

Rights, Responsibilities, and Legal Status of (uman Agents 

 Historical assumption: Unlike computers and other property owned by an or-

ganization, human workers possess fundamental rights that limit the ability of 

an EA plan to unilaterally dictate such workers  location, physical structure, and 

behavior. 

 Impact of neuroprosthetic augmentation: The ownership  of workers  neuro-

prosthetically augmented physical bodies and cognitive processes and workers  
legal right to control the nature and disposition of their own bodies may be-

come more ambiguous. 

Different types of resources within an organization historically possess 
very different legal status. An organization s human resources possess many 
fundamental personal rights as human beings. On the other hand, a desktop 
computer or web server is a piece of property that can be owned by the or-
ganization; it is not a legal person that possesses a recognized set of rights 
and responsibilities.106 This distinction means that enterprise architects must 

                                                 
105 Regarding the possibility that use of a neuroprosthesis may create dependencies that would 
result in psychological, physical, economic, or social harm to its human host if use of the device 
were to be discontinued, see Bostrom & Sandberg (2009), p. 323; McGee (2008), p. 213; Koops & 
Leenes , p. ; Gladden, Neural )mplants as Gateways  ; and Gladden, Managing 
the Ethical Dimensions of Brain-Computer )nterfaces in e(ealth  . For the fact that corpo-
rations or other organizations that manufacture or provide neuroprostheses may purposefully 
attempt to create high switching costs  that discourage or prevent device hosts from using the 
support services of competing organizations, see Gladden, The Handbook of Information Security 
for Advanced Neuroprosthetics (2015). 
106 Stahl suggests that a kind of limited quasi-responsibility  can be attributed to conventional 
computers and computerized systems. )n this model, it is a computer s human designers, pro-
grammers, or operators who are ultimately responsible for the computer s actions; declaring a 
particular computer to be quasi-responsible  for some action that it has performed serves as a 
sort of temporary moral and legal placeholder until the computer s human designers, program-
mers, and operators can be identified and final responsibility for the computer s actions assigned “T
h
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account for differences in the extent to which an EA plan can summarily dic-
tate the location, physical components, and behaviors of different sorts of re-
sources within an organization. 

Just as the creation of artificially intelligent entities with the appearance 
of human-like self-awareness and volitionality creates ethical and legal ques-
tions regarding whether such entities possess any form of rights,107 the crea-
tion of joint human-robotic entities (such as that of a human brain main-
tained within a largely cyborg body) poses new ethical and legal questions – 
such as whether an individual who has been heavily neuroprosthetically aug-
mented still possesses full legal rights of self-determination and the ability to 
decline consent for mechanical procedures to be performed upon neuropros-
thetically linked electromechanical components that are not owned by the 
individual in the same way that he or she would be able to decline consent 
for medical procedures to be performed upon natural biological components 
of his or her body. (Such a situation grows even more complicated, for exam-
ple, when it involves neuroprosthetically linked external systems such as 
video cameras, web servers, vehicles, and other devices that functionally serve 
as a portion of the individual s cybernetically expanded body  but which may 
also be shared with other users.) 

Human agents that have been intentionally neurocybernetically engi-
neered by other human beings or organizations to grant them a radically dif-
ferent physical form or cognitive capacities may be subject to claims (whether 
ethically and legally valid or not) that they are not full-fledged legal persons 
but rather wards or even property of those who have created them – especially 
if the agents have been engineered to possess nonhuman characteristics that 
clearly distinguish them from normal  human beings and whose design is 

                                                 

to the appropriate human parties. See Stahl, Responsible Computers? A Case for Ascribing 
Quasi-Responsibility to Computers )ndependent of Personhood or Agency  . 
107 An adult human being is typically recognized by the law as being a legal person who bears 
responsibility for his or her decisions and actions. In some cases, relevant distinctions exist be-
tween legal persons, moral subjects, and moral patients. For example, an adult human being who 
is conscious and not suffering from psychological or biological impairments would typically be 
considered both a legal person who is legally responsible for his or her actions as well as a moral 
subject who bears moral responsibility for those actions. An infant or an adult human being who 
is in a coma might be considered a legal person who possesses certain legal rights, even though 
a legal guardian may be appointed to make decisions on the person s behalf; such a person is not 
(at the moment) a moral agent who undertakes actions for which he or she bears moral respon-
sibility but is still a moral patient  whom other human beings have an obligation to care for and 
to not actively harm. Regarding distinctions between legal persons, moral subjects, and moral 
patients – especially in the context of comparing human and artificial agents – see, e.g., Wallach 
& Allen, Moral machines: Teaching robots right from wrong (2008); Gunkel, The Machine Ques-
tion: Critical Perspectives on AI, Robots, and Ethics ; Sandberg, Ethics of brain emulations  
(2014); and Rowlands, Can Animals Be Moral? (2012). “T
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considered to be intellectual property owned by the individual or organiza-
tion responsible for that engineering. Developing a legal framework that re-
solves such questions to the satisfaction of all stakeholders is expected to be 
challenging, given the number and types of institutions and social groups that 
possess potentially competing financial, political, cultural, or personal stakes 
in the outcome.108 

Conclusion 

As part of its work of designing and implementing target architectures for 
organizations, the discipline of enterprise architecture has historically relied 
on a set of assumptions regarding the physical, cognitive, and social capaci-
ties of the human beings serving as organizational members. As we have ex-
plored in this text, those traditional assumptions will become increasingly 
obsolete for those organizations that choose to deploy posthumanizing neu-
roprosthetic technologies among their personnel. The use of advanced neu-
roprostheses intensifies the ongoing structural, systemic, and procedural fu-
sion of human personnel with electronic information systems in a way that 
creates for human workers new capacities and limitations and transforms the 
roles available to them. 

Neuroprostheses have the potential to affect workers especially in the 
three areas of their physical form, intellect, and social engagement. First, neu-
roprostheses may affect workers  physical form, as seen in their bodies  phys-
ical components, the extent to which their physical form is the subject of or-
ganizational design, their length of tenure as workers, the developmental and 
operational cycles that they experience, their spatial extension and locality, 
the permanence of their physical substrates, and the nature of their personal 
identity. Second, neuroprostheses can affect the information processing and 
cognition of neuroprosthetically augmented workers, as reflected in their de-
gree of sapience, autonomy, and volitionality; their means of knowledge ac-
quisition; their locus of information processing and data storage; their emo-
tionality and cognitive biases; and their fidelity of data storage, predictability 
of behavior, and information security vulnerabilities. Finally, the deployment 
of posthumanizing neuroprostheses may affect workers  social engagement, 
as manifested in their degree of sociality; relationship to organizational cul-
ture; economic relationship with their employers; and rights, responsibilities, 
and legal status. 

It is not claimed or expected that the types of neuroprosthetic augmenta-
tion discussed here will soon be exploited purposefully by a broad range of 
organizations: indeed, a complex array of ethical, legal, political, economic, 

                                                 
108 Similar political and legal debates have arisen, for example, surrounding the technologies for 
genetic engineering that enable the widespread production and commercial use of GMOs. 
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and functional factors will prevent most organizations from deploying ad-
vanced neuroprostheses among their personnel for the foreseeable future. 
However, selected organizations such as military agencies and departments 
are already working to develop such technologies and implement them 
among their personnel for highly specialized purposes. Such organizations 
will be forced to transform their enterprise architecture practices and plans 
in order to address the deepening human-computer hybridization brought 
about by posthumanizing neuroprosthetic technologies. 

In closing, it should again be noted that we have not attempted to explore 
in detail the many serious ethical and legal problems that are created by any 
effort on the part of organizations to intentionally deploy posthumanizing 
neuroprostheses among their human personnel. However, this does not 
mean that such concerns are insignificant. Indeed, it is critical that thought-
ful and comprehensive analyses of such organizational practices be under-
taken from ethical and legal perspectives, and it is our hope that the investi-
gation of neuroprosthetically facilitated human-computer fusion presented 
in this text may provide a useful foundation for such analyses. 
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