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Mastering the Software Supply Chain:
Automating 3rd-Party Risk Management
with SBOMs, VEX, and Al

Executive Summary

In an era of increasing digital complexity, organizations face mounting pressure from
global regulations like NIS2, DORA, and ISO 27001:2022 to manage third-party software
risks. Modern software is rarely built from scratch; instead, it is an assembly of various
open-source and proprietary components. This reliance creates a "transparency gap"
that can lead to catastrophic supply chain vulnerabilities, such as the Log4j crisis. This
white paper outlines how Software Bill of Materials (SBOM), Vulnerability Exploitability
eXchange (VEX), and Artificial Intelligence (Al) form a critical framework for proactive risk
management.

1. The Foundation: Software Bill of Materials (SBOM)

An SBOM is essentially a "list of ingredients" for software, providing a formal record of all
components and their supply chain relationships.

e Transparency and Visibility: SBOMs allow organizations to see beyond top-level
dependencies into transitive dependencies (the dependencies of your
dependencies), which are often hidden and hard to track.



Standards for Automation: To be effective, SBOMs must be machine-processable
using widely recognized formats such as SPDX or CycloneDX.

Vulnerability Mapping: Automated tools like the Google OSV Scanner can check
an SBOM against known vulnerability databases to identify risks instantly.

2. The Context Layer: Vulnerability Exploitability eXchange
(VEX)

An SBOM identifies that a component is present, but it does not tell you if that component
is actually exploitable within your specific environment.

VEX as a Communication Tool: VEX provides a machine-readable format to
convey the status of a vulnerability—specifically, whether a product is affected by
a known CVE.

Operational Efficiency: By using VEX, organizations can avoid wasting resources
on "false positives" where a vulnerable library is present but not utilized in a way
that allows for exploitation.

Current Challenges: While SBOM generation is becoming standardized through
build-time tools, VEX generation often remains a manual or semi-automated
process requiring in-depth code analysis.
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3. Leveraging Al and Automation

The sheer volume of software dependencies makes manual risk management impossible.

e Risk Modeling: Al can significantly enhance risk analysis by calculating the
product of vulnerability, threat, and asset value.

e Streamlining Reports: Al tools can automate the tagging of components and the
generation of risk reports, though human oversight remains essential for accurate
modeling.

e Integrated Development: Tools like GitHub Copilot can provide immediate insights
into how a specific dependency is utilized within the source code, accelerating the
analysis required for VEX statements.

4. Strategic Value for Stakeholders

This framework provides specific, quantifiable benefits for key organizational roles.

Role Benefit Category Strategic Value

CISOs and ISOs Regulatory Alignment Adopting SBOMs is an integral
condition for software to be
"Secure by Design," aligning
with international cybersecurity
principles.

CISOs and ISOs Incident Response During a major vulnerability
outbreak, organizations with
SBOM capabilities can respond
with speed and efficiency,
while those without them are
left to conduct time-consuming
manual searches.

CISOs and ISOs Cost Reduction Automating the identification of
end-of-life (EOL) or
end-of-support components
reduces unplanned work and
long-term technical debt.

Product Owners License Management SBOM data helps legal and
product teams identify
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open-source license
obligations, preventing
potential fines, sale
suspensions, or reputational
damage.

Product Owners Informed Procurement When acting as "choosers,"
Product Owners can use
SBOMs to make risk-informed
decisions before introducing a
new software component into
their ecosystem.

Product Owners Proactive Maintenance Identifying a component’s
security support status during
development allows for better
planning of updates and
version migrations.

Conclusion

Transitioning to an automated, SBOM-driven security posture is no longer optional for
organizations operating in regulated markets. By combining the transparency of SBOMs
with the contextual clarity of VEX and the speed of Al, organizations can transform their
cybersecurity strategy from a reactive "firefighting" mode to a proactive, "Secure by
Design" framework.

Analogy for Understanding: Think of an SBOM as the nutritional label on a food product,
listing every ingredient so you can spot potential allergens. A VEX statement is like a
specific allergen advisory from the chef; it tells you that while the "allergen" (vulnerability)
is in the kitchen, it was never added to your specific dish, so it is safe for you to consume.

For more information on implementing these strategies, please contact
realrisk@sbomvex.info or visit https://sbomvex.info
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